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Security alert

Cannot launch app because your
device has accessibility services
enabled.

EXIT APP

« BMBAARER. WREATHLKERN, NWEEPHHKEL, FERUTHER !

Security alert

Cannot launch app because your
device has developer options
enabled.

EXIT APP

Bil
FFE Root #2ill, B Root NIgEREZRERLAFNLTEEHE. HITEVEFE Root 122
AE. S ILANIREN B,

ThEERRH!

ENAZIFHE BEX Chrome T BEXMPF L#HTHRBIER. NREESERELTE
Citrix Workspace N FT2F, WEEBENAEFFEMTHZEM, FltigEH, BENAERFRE N
ENSEES, MFEERTHERICR, ARG,
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BHIRRA (25.7.0 Z#1)

FtF 25.7.0 Z 8189 Android ki Citrix Workspace N &R, AZiFBHERICRIEE, UESIRITH
— P ERTHRECRNNBRERN, ZNBAERNTEENHERUTHIZER !

"HTFR2RER, ENEERERALFRNER"
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12:20 ows 85 . e o =kl 70%

Apps Q

Notepad WSVDA POSTURE_CHECK
POLICY TAMPER _Calculator

b = b -

POSTURE_CHECK Policy Tamper
_Notepad Notepad

A=

—

Policy Tamper Protected
WordPad Notepad

o ol [ o

& Launch of this resource is
disabled by your administrator ...

Windows Power... WordPad

|1 O <
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Bh BRIk

EATF Windows. Linux f] Mac ik Citrix Workspace NFREF

PRERRAIM N AREFEREUNARFIRASEPRREaRARTIES. BEBIRRETE
WNFHRKFERNART. EAREFEFNKESTIK, NEYBAREFHRAINATAHZE, MAEE
FERE FINRRER D . MiREMIATIEEERA T Windows EREIYIFIEE. &ETEMUK
Shift+Ctrl+Print Screen,

b R ERIRAY B — BB 2R LETE IS 1IN EL GoToMeeting. Microsoft Teams 2 Zoom EME &
W AP HEZHRMIE. SNARFZIRIFE, NARRERIPIIEETEMERINFIREZE
HREBXRBLESNAEZ, HWIEERIBERBRBIBEFASENANARFME, LIHEETFRIEEITI
NEMYE, RATREMEEENFT2EEEE,

BROLUEFEAUTERENZRE B REREIR .

- ELNAREFMNKE

« I8 Web 1 SaaS MR
- BHRRIIRE

- BEIRSEH (SSP) RE

Pz

RGBT R ERRE, HP—1MEMUREERTHRSHEAE, M5 — T EMRER
ERYVIR=RHRIEE, NhRSHEREERTXM T EMRE, EXEEIMEM—EMR
ERIFREE,

NRER/IMLT EBRMRE#ERENERRE, NphRSERIENAERTRERFRSE
IRINRERY RS E

BREARE A @
3 Fi&ERTF Windows B9 Citrix Workspace N 2R, HAREEHETARFRIPFNZ R LLHITRER
REY, WAIUEREH. B *NARRFRIPFFAFRIPIEZBENER, 1588 NRERFRIPFEIPHA?

FEUTERTEEN !

REHRIEHERSHEHRHIMIMN,
Print Screen BHINRREE.

HI]E tiI]E
F-Lf-l

JEBGRY
JEBGRY
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@ Citrix Workspace as W

Screen capture activity detected

Citrix has prevented Cluely from capturing content
protected by your admin. Further attempts to capture
screen by this app will also be prevented.

BEXRARSHRENNT R, F2AXE ZRRSHREN.

BANERSHRIENSNETRAFET—R. NREEFNEHZIEHZHBRES,
BRI BRET.

EATF i0S B Citrix Workspace N FA1ERF}

M 24.9.0 RRAFFEE, SERTF i0S B Citrix Workspace N AIEF} Z#FM REMIKINEE. NARERR
PRIBFIENREEMEE, FIINEFR EENRE LERNEURER, WITRErIBhIER R KT EE#H Y
REHEUNRERREICRIZIWENF BHRER.

EREAREZFREETHRNZETHRIR. EEALLINE, BT IKE SoTRENVEES
B

BRI RILOER N T RIS B RS AT

o EUNAME®E
o @ WebView $TFFHI Web 1 SaaS NAER
- SINIIIRE

Bh R IR ST
LEIHBERIBA LE R ZIRNBIREIIR. FH. QuickTime RREHEG. REEZMNAREFUIR. HR
BHIRINBEER TBMRIERE. Web 3 SaaS MAFEF UMK Citrix Virtual Apps and Desktops.
HITHRERRN, BREAPRET—REBEXHER HTFR2FRHA, FNEERERARFHR,
MARRE LETHNERAR. MEEHRAPEEMHERNKRERNNERFE, Fli0 :

- BRE8E . BHLENEREE,

- BRRE . BHLEREREIRME,

- BRHRG] | RPRRRERGIHMIGE,

- BRHE ! REIEEEZE.
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- NAERFTIHREE @ [HLEBURE RN AEFVIREETE R A Mo

Screen capture is disabled by your administrator for security reasons.

T2 ERBKEFEASREBRNERINRI
% B RestRIlETE I0S T iPadOS KEEZIINBE RS, IFIRERNMERZ N RERENAE,

SFF =R -

- % FiPad B R 8 BIRIERNSNEBETRE Lo
< BT BREFEREINBE TSR, R iPad BREITHAER.
s B! RWESTETRSLETTRNAR, MM iPad NS E a8 ESEIIRITRE.,
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ERNANSKE . ARENSERSR LEIELNANEHE,

SHBFN, FAERS LNABTERZ IR,

J0-AN ARA Thas F7 Aup

< Display

Resalution

External display

Mirrar
Cagzhoain dnwicn wivs ta seenad dinpl sy
Presentation

Cormerls your devace o @ lrecepad

Extand

Fuctwna wois diapl sy 80 &0 svisrmal d iRy

SRUIERR. Web 3 Saas M
IERR&E. Web 3§ SaaS N,

B EBATIMENERR. HAF

5l =< oo

D ENERERER L,

BRIBIUTRES, MABKFHNSNR
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Screen capture is disabled by your administrator for security reasons.

FRRERAT, SAFREHENERBMRRHRRAIENRRNEREER, ZRFR®EL,

&ATF Android kR Citrix Workspace M FTERF
LETHEERRSI T B P int R R SEREARNEE, o, EXRAMHLEREENNERBR. R
Hl. R BEHAENNAERTIR,

R EERINAEER T B M IIET E. Web 3¢ SaaS WA Citrix Virtual Apps and Desktops.
Android hfz Citrix Workspace N FfZFR AR FEERF. SESHBRN, fWEI—&ETR, SHER
EFBF.

B PILUER AT RIS B RS HIATIEE

o ERNBMER
« Web #] SaaS N3
. BRNIIERE

M Android hiz Citrix Workspace R TR 24.7.0 AT 18, MREHRINERIATHE. B2, ER
FALLINEE, BHIT BB o PIREINEES &,
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BRI

- NARRFRIPREENS N ARETHN,. NRETMNAEED THKRR, MEERES—
DARTEHREHINAEE, NN ARERNERSEBE DR AR ERP.

« HfEMA ChromeCustomTab BY, SMRIIRERZRIREEEIRE, B2, TFERAANSH
I0IESY WebView BY, IEINAES 5, ChromeCustomTab E=NAFEEFEIIAEH, EaIld
B3 fEEA PowerShell #3RE AndroidWebViewType &8 webview FE T WebView,
BXIEMER, 1EEH (/zh-cn/citrix-enterprise-browser/sso.html#set-

workspacecustomconfigurations).

B5 DLL XA

Ff DLL 3EA LR SIGRINEER B T1RIP Citrix Workspace N FIEF &2 F L RN oIS HEEE
(DLL) AZEEERIBE, NRFIAT HERZEERIIRIR, Citrix Workspace N BRI
B XLEFIHEILESRMNE, S, REREEDFRNBERAAZEETHEE DLL, NAER
RIFRELERIEESHEREIRER, XFABREESREERNAEFMEERIE,

IINEEE R FARE ZRIPHELIN BEFR S mMU M Citrix Workspace NAEFEHRIEEO (K
#ERE/StoreFront) o

LREPAG LEERERZEMEIEE DLL B, HERINEERIIELRHRIE,

Access 2016 b

I The digital signature on wfica32.exe is invalid.[Error 1118 (no error text available]]

— Copy text to clipboard

Cloze

HAREEEERY DLL RFHIERT, 1tHI8sRINeER @ . XAHE R REEMNAREFNSEE

Rifo
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@ Citrix Workspace

Suspicious activity alert!

An attempt to load an unknown module that
violated security policy has been detected and
prevented.

REARA ! IR HENERRERAFAFRINEE (INE DLL FrRRAE AP IER) BYISEIRT
Fo XEMERBECEEIUHNRESEXMEMNWENESZTTRRMHRFRIF. B2, BERER
SRR, FIRERHININE DLL BT 7R. RIATNREIRFIFMARX LR, BRI ARIETE
HEEEMERERREEE R,

ItbIhBEZ & A F Windows hiRAs 2206 K EShRAH Citrix Workspace W BER.

5 HDX™ $}3F Microsoft Teams LIt IFERE
{¥ & Citrix Workspace N BiEEFEREEEari=n, NEANBERRIPEY, L1LEY Microsoft Teams
FEREREBHE, HIEE Microsoft Teams FEREHERAN, BRIAFESRSIEHTE
s BOEMAHZERITAHFNNABRR - VY VDA FRAEN 2109 S{ESIMARN, F2ERIbk
I,
o REED, BTFHZE VDA REENAR - ETRIEL THRAHE Citrix Workspace M B2
R
o AT Linux BY Citrix Workspace W BIEF AR A 2311 S E ShRA
o S&FF Mac B Citrix Workspace [ FBFEFFhRAS 2308 I E S A
o &R Windows B Citrix Workspace N FAFERFhRAs 2309 & & Ak A

3+ FEATF Linux B9 Citrix Workspace N 2R, SEEZEMMIALTRERARS. EERAIL
hRE, EIRW FRRRIERRY config.json XHHRAN UseGbufferScreensharing B :
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mkdir -p /var/.config/citrix/hdx_rtc_engine

vim /var/.config/citrix/hdx_rtc_engine/config.json

{

"UseGbufferScreenSharing":1

BRTNARFRIPIIL{CAR Microsoft Teams &3 #F Citrix [FRIE R E, ZMELIFERMEHE
EBTEBETRER.

PR :

« BETNRRERFRIFIIMEILIR Microsoft Teams AZIFER A T AN BIEFIHIE (LAA)
HNEAGEE E#HITRERLS,

- EPHEMNNAZR (FIE06EHA BCR HKHEEAR) TEHERIHRE, IREZHH#THRE
ik, WEETRER,.

xE
- FERATF Linux B9 Citrix Workspace N2, HLINEERL T AT K B ERo

FMNARFERP (FURAR)

NARERFRIPIREEENZSY, AFRPEFEZIREAILRFUNRGESR EEANSERE/HRNE
=, Bal, NARFERIPIHEE{UGERTF Workspace &R, EBILLINAE, NBIEFFIFTIEERT B
iRE ERAMN AIRFE. MIEAT Windows B Citrix Workspace N IERF 2210 Fh, WARRFR
PRI AT Windows 1&#& _EBIAMIN FHIEF.

AL INEERIFR AR, 1BER Podio &R,

SREEE S

43R App Protection [ RREEMPIBEICRRIBHENR, REEESULNINEERE LR R Rl
NARKEERIE. WREVBREES, WEMNASSERIEREL,
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M Citrix Virtual Apps and Desktops (CVAD) 2511 Kk FF#R, SREREXHCNINEER AR Fo

M CVAD 2511 748, WNRIEFERA pefault.ica XS App Protection, RIEEIFEMK, 18
[z, 1&fERA Web Studio 3¢ PowerShell A\ Desktop Dellvery Controller (DDC) TER{J4H L EAH

B, BXIFHER, BB B ]
ERBRERIN, BSN BB LRI,

ZNE

E0MHFELE AR5 ERHNITHEER Citrix Workspace N BEFRABSTNE R App
Protection ZREEH X AFSE, 5B App Protection Z&H0E,

MRERATESKE, HEMBEIEEFEAB Citrix Workspace N AR AR IFLESKE, N
22 A App Protection JREEHISIERHAKLE,

Z1E VDA LB T ZESKNERE, HEEERIAF =EFA RDP E#EE) VDA iTEVIE, KIEF
WrFFiE#, K9 RDP B imIciASZ 15 App Protection ZRE&.
ERBEZTHNE, BHBN EZETKNE,

HIR{ER VDA 2308 1£ Microsoft Azure EFEEBY Windows Workstation VDA B, ZERWER
BV IE T F, LERRBIETE VDA 2311 MEShRAPEER,

App Protection 3 W BkH TR

MIEATF Windows 2405 hRAHY Citrix Workspace N FT2F I8, % App Protection Z23E7E I {Fih
VDA (%0 Windows 10 3 Windows 11) EMBFERIE VDA K, EXFNEM7R.

WBkFRT Citrix Virtual App 3§ Virtual Desktop &IETE Citrix Virtual Desktop RIEFHFEITHTIR. B
XIFAER, EEIF Citrix Virtual Apps and Desktops FHIX Bk,

B T k7R
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& @)—=( 2

—
ICA Virtual Desktop ;
— (Single -session VDA) (Mu\lltlir-tsueasls;zzp\io A)
with Citrix Workspace App

Client Endpoint with

Citrix Workspace App Q‘ Hop ‘1) Q'd Hop u)
BB BEEY App Protection EbkEMNE—BHTHREMN AZFFEEEE R App Protection 58
B,

EF App Protection THEEF NI T AR FIFHNEMNAREZF S EENE B RERERIRIRIERSA
VDA,

UTEZRIERIFERSA VDA MRERIE VDA FEEIWEKRY App Protection BIFIHEATT Y :

ZRIFRIERYS: VDA 1Y App Protection

App Protection RZHRFZRIFIRERS VDA (40 Windows Server 2k19 8% Windows Server
2k22) . Eit, App Protection R ZREE MIEITENH,

IR UES RIERIER S LR ERH App Protection B Citrix Workspace N2, B2, BEEM
App Protection FREEMNZBERREZSRIFRIERSA VDA PIES, WTEITH

BRFRIERY: VDA 8 App Protection

f&BhE T Windows 2405 hikZA<HY Citrix Workspace N ATEF, 2 App Protection THRERZZEE TE
i VDA (70 Windows 10 8 Windows 11) EBY, ©ATHZRIRE,

BRI LA TIN6E

- BIEEIER
- RREE
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PR -

1. BEiEit VDA iR AR R

- BTFNAEFRIPEERER, EEIMIMIT Citrix Workspace N T2 FHR ]
HFRE, XEREFEERMMRER LEREE.

- NRFFHEFEESNRNKRLAFAEMERIEFHRIT, WASIHARFEIEAIR
&, FEHBENABEIHEAR—BIRS.

2. HETHIRECE N DDAPI (B7RIE API) BY, AZEFENBKFRENEATHRERE
RV

TR ?

SEF—BEMURERETITABRA T HRSHERNEREICRE ZBEMN BIEF 2= Em,
ENRIEE—BREMUREAREFTSITHNREHRNBEZICRTENRF.

RHSHETR?

- IRF-BELBISEAREBNAEFRIFRE, NEEE_RERTNARRFRIPRE, RXE
B Fininm EREREHRMBEICRIEW M RESENEE,

- NRRALAPIERER RDP RIFHEE—BITEN, WAFEE BN BREFRP.

HINEERRINE . EItEF R E, EERFTENRRIEN AEFRIPRRE.

i B i PR PR Y

AT EMHRIRRE, BINES T (B—BMNEZE) LERANBREFRIPERRE. XiF, £%F
IHE R — Bk ESEITHRBICRN REHR TERTAHRE —ENBRAR.

BELLE SR BEIE ED

LERERET 2405 HrAHISER T Windows B9 Citrix Workspace N AAIEFRS, IBkZHRFPAZIFN
EFRRIPIIEE. ERIMUENNZRFITAERT AR RIPEEIVEMNBER. £E. Web [
B 2F5 SaaS AR, B2, NAERRIPTERSER.

EXNEkZ =T, BRI AER T NRREFR RPN EBN BER. fSHE. Web MNAEFI
SaaS WHER.

BEXEATELENRENRENERZER, FEHERBLNBEMRE,
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EA TR BEFRRIPH Citrix Analytics BRSS

LIR{EH Citrix Virtual Apps and Desktops BY, &SR EIAIRIERNNAE R EM4, Citrix
Analytics for Security EB—T$ 7 BBNHERNIIEE, ZMERICRXERAFPEHHAERMEBEX I
iR, EBNERBEEBTIN. MAMIRRILAR SN, WEEIUTHRAETHLERRE4HE
EEHNmESXRETH. B X BERNELER, BEEHEMER,

GRTHNAEFNESENEBHEEREE —1NEH2E AppProtection.Screencapture , RILLIEHA
ERGEAZRNERT NAREFFRIPFRENEMNBAEFISEHITRERE, §Xx0EERA
PEHNEZER, BBREEERETBUMESMH,

HEARSIREUATER :

« ®&ID

RARIPHIN A2 ATl
BERARGIMER
REHIRTERAT

- REMRAIEREZ

Vindows 10 Entarprise

REHRITIFIIR

B0 Citrix Workspace N AR, ERENAEFMRKEEK SaaS NARFER T NARERFRIFHR
BHRERE, WETEAFREMRRERRIERRERR

B2, MERTF Windows 2402 ixZAH Citrix Workspace N FIEF IR, “BEEHEIDIFYIRTHEE
BN N AR AN RERR TSR, WINREEEREBERRIFHRFPIN BEF H#ER
ER7TMNARFRRIFYREHRRRENZRNRER. ENNARERMIZREHRDEFIIR, BS
RECE RS ITSIR

© 1997-2026 Citrix Systems, Inc. All rights reserved. 70


https://docs.citrix.com/cn/zh/security-analytics/self-service-search.html
https://docs.citrix.com/cn/zh/security-analytics/self-service-search/self-service-search-virtual-apps-desktops.html#specify-search-query-to-filter-events

Citrix Workspace™ app

FEWERE L KEEETRIFIIRPHINARER, ENERRERZETE. EAUTHRES
FREDRPIRNERARITFIRPHINAEFEERE. BiGETUTRS !

« BHEZTRFIRPHNARER, FNERERT NAEFRIF R HAENR R,
- EAEAESTREIAIAIERIFIIRFBIN AR,
- HERSHNKE, BNERERTNARFRIFFSHRMENZRURSZEM.

RREMRTITIIRF RN GACS FECE, WRECET GACS, WINRESAMANTIFFTRE,

HIZHBRIIR

HEERE LERHEMHERNBEFN, IRERTNAREFRFRIF, NAREFRIF DLL FEAZ
BY#ER, AN, XARSISBHEINARZFRES DLL BIFRAMEBAMEELE.

MERATF Windows 2402 hixA<BY Citrix Workspace NFEFR IR, &0 LURHMEAHIERINE#I2HE
PRYIZR, LUBRIIN FERFRIF DLL S EARNZFEHIER, HEARNBERFRF DLL FEMSH
HEAREMRE, EhEHERRYIR, BERICEHEIRSIR,

FEVFRHERE, RNCRBRERESE, EaUERILIIEEE R AR N A2 FERAIE
Ik, FRARZFEIEHITE—TEE,

HIZHEFRYIRFETE GACS FECE. MRECE T GACS, LLIEESAMMBIFRITRS,

USB i aa D= HEERSIER

USB it 2z RchiZFBEFRTIFRF/ETE GACS HECE. HNREE T GACS, MINgESAMMT
IR A

BN, SEHEREEEEANEEES Citrix Workspace N AEFREEAN, NARREERIF
USB fhites i ahizF PR SEGR AR, HIELEEERRE,
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MSERTF Windows 2402 hrAsH9 Citrix Workspace N FTERFFE, USB ffikasikohiZFHERY IR IN
BERIFIZE ISR RIS ID A7 & ID HEBRS Citrix Workspace N IR ZIE A4 0] @AY
USB &%, ERHMEMIEERINE) USB THixssIXKshiZFHERRSIR, IHSIRECE USB THikssikshizRF
BERRT R,

FEWKAHRILE. ERALLINRERI S ERRA A X EBERRE, FHEZ IR #H—
FIRERB IR,

BT Linux kR Citrix Workspace N F3#2F{#H LD_PRELOAD IhgERI
HREFHITFIIR

MREMER LD_PRELOAD NN AREFIETET, NARFRFRIPRELZRIPRIENES. ER
WEENBER, BUEEERIVENER TERER TSR, tINEEGERFERTF Linux
B9 Citrix Workspace N A2,

ZEALIEE, FHITECEL1TSIZR LD_PRELOAD &9 PiREINEE S B

ZEERHT ARTE LNARF RPN — SRS

o ThRERER

Ihek e MAC FISS T 10S gl HTML5 CHROM
EOS

aksegiy v v v v v X X
BR
(RE#L
K7 FE A
=)

PR v v v v v X X
BE
(R
Iz FA#
SH)

R v v X - - X X
IBR
(Web #1
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Ihee e MAC P 10S gl HTML5 CHROM
EOS

Saas -
CEP)

B15% v v v - - X X
IE/ BB
RS R
BRIP

R v X X X X X X
RIDF

FRZ

i

& DLL v X X X X X X
FA

R DLL 4 X X X X X X
sl
&

ETFX v v v v v X X
Rz B 1R
i

EFig v X X X X X X
HETF
X, B
SEH
HEMA
CVAD
RIEH
R
BRI

b
Ae

REER v v v v v X X
G ¢opl

[z A% v v v v v X X
FFAR1F
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Ihee e MAC P 10S gl HTML5 CHROM
EOS
B
E
=15

| vV 3§55 | X A3Ff |- TER I KSR |

FEFLERSEM
e Linux : 5 Windows/Mac R[E, NMARFFRIPFNERFIFE OL T ERES (MANER]
W) BFEE, AZFEAHEEE (Web/SaaS #1F) o FE GNOME Display Manager (kiR
B 42.5 & 46+) o

« Mac : DisplayLink NMEE R HFRFRIPFRBETNIKE, EH DisplayLink fEANRERRHIH
NGB R AHIRTIEE e,

« Windows ARM64 : M Citrix Workspace R FFZFRA 25.7.0 R ESRAF IR 1o

« i0S : BRIEM Citrix Workspace N FF2FhRZA 24.9.0 FFaAR 5,

« HTML5/ ChromeOS | NAREFFRIFEXLEFE L2 R X, FMRHERDEE.

- RDP Ri& ! EFiEFa L, MEM RDP RIEREHERANAREFFRIFHZIREERIZITIE
Ik, NARERFRIPERS EEEIRIERSAR API, (B RDP il EXEARIFHETEE Bz Aiizt2t
EmgpX, MMmsad T B RsEEZES,

BHENX Web W EAEE
EE X Web RZFRSRE 2B 7E Citrix Workspace [ TR RS2 LUNI M Rt ALe, BIBRA
ERALENREERBRSEBITE | £BNARERBIRS RESTAPI A,

FoR&EH
« S&BTF Windows B Citrix Workspace BRI FBTERF : kA 2203 sk E S A A
« S&MATF Mac B Citrix Workspace M FTEFF : hR7s 2204 s E ShkA

(BEXEER, BB X FIthrA, iEATF Mac B9 Citrix Workspace [ FBT2R)
« S&ATF i0S B Citrix Workspace MBTEFF : hk4 2511 S E S kR4
« J&AF Android B Citrix Workspace TR : Hr7 2603 ESARA (R3EARM)
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BT P RIIHRE

RAMKINEER BT IEEFRBERESIHIE, HAZTPREDPERBBINSR, Citrix® FER I
AR INEERIAFES, EIGPRESHENNRT. Citrix JRERRIBRRIEE. XEENE
EEREUTH.

ECiE R FAREFF ARIF

£ Citrix Workspace N2, NWARFRIFAIRMHIZENEZ S, INEERST & intkE
BICRNBRRHRESREARIES. NARFFRIPFABLENEER (AR RENRELE
THBURSR) MER. IIhaErIBrIE AP KT E S IR R B E U R AR EIC R 25 IAF Bl
RAE R,

AXNE T HEERRETFE LB Citrix Workspace N TR F AL &N BIEFRIP
N ARERRIFERTUTFESB Citrix Workspace N FFER -

« S&FF Windows B Citrix Workspace N FAIEF
« S&FTF Mac B Citrix Workspace [ B2

« S&FTF Linux B Citrix Workspace N FT2F

« S&FT i0OS H Citrix Workspace [ 127}

« &M T Android B9 Citrix Workspace [ TR

REAH

N ARFRIPRBRHENERREREFEDENIR, HRERNRERRERTEREN
AP R, NARFRIFREEERMUSNBEXNEMEENEE TERMRERP. B2, M
BRERGNRE, FRSHIBRERMICRIZRRNF L E. BABRINMMHTEREIRAIM AR
XEERE, BT ARIEERELEMEBEFRHEZE R,

& F windows BY Citrix Workspace N BT/

WS
« Citrix Virtual Apps and Desktops™ 1912 LTSR k8 &= kAo
« StoreFront 1912 LTSR hiR8{ Workspace,
« Citrix Workspace N FAFERFHRA 2203.1 LTSR S EShRAS
- BB BEFRIPIFRIE
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« M Citrix Workspace RZFATERFhRAS 2212 F4&, 7 Citrix Workspace R T2 22 AR, N ATE
FRIPAHIRRIARE,

LEMEIHIN BANARFRIT 8 EEEE8RN RREEBIN AR R

o ¥F 2311 ZHIRY Citrix Workspace N FBFEFE AR A

@ Citrix Workspace >

App protection

Enable this option to prevent screen captures of the app, and to
protect it from keylogging malware,

|:| Start App Protection after installation

Mote: If you do not enable this checkbox, App Protection
automatically starts upon the first launch of
a protected resource or component,

Install Cancel

> M Citrix Workspace N FATERFARAS 2311 FF4A .

& Citrix Workspace

Add-on(s)

[:] Start App Protection after installation (1)
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g 8 EES, NARFFRIFNEREEILAE,

MRERBRALEEE, NTENERANAREFRIFNER, NARFRIPFERZRIPA
REAHERERE EEER.

ACE
F5&ERTF Windows BY Citrix Workspace N FITERFECE LU T N R IRIPINEE :
- pRBIERTEEEE -
o XfF Virtual Apps and Desktops, &2 ECiE Virtual Apps and Desktops BIBA$EEIE RS
REEE.
o 3F Web # SaasS ATRER, 1HEH ECE Web # SaaS AR HNMLERIZRMP RS
Ko
o XFEMRIUEN B BIBRS M -
- FRLBNAREFIERS U, ESH ERLENAREFERERS Ul BB S MIKIEFH
B BIERSHE IR SRR IC RN R R iEIR
o ERARIENSR, ESR ERAREYRICE S HIIEN BEIARS BRI RRIZ R
Bh R IEIA
o f£F API, iEBH £ GACS API BRiE B4 10IEH B BhARS R I R E IE R R R
EEEEPN

RECER) DLL EATNEE, 1520 ECER DLL AT,
BEENAREFRIFREERN, 1525 RENAREFRIFEREEL,
RERENAREFFRIPESEE, 1520 RENAREFRIPESEE,
ZERAMBELEXBENLE, B2 BIEWNBEE.

BR
o WWIIRE(NERMERIERS (40 Windows 11 #1 Windows 10) t3%37%,

« MARZA 2006.1 Fi5, Citrix Workspace N R AEZHF Windows 7. Eltt, NARFRFRIPE
Windows 7 EREIER. BXFHAER, ESH FH.

o kIR FhEd 2 R Em Y (RDP) £/,
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MR{THRE
SO LUER /startappprotection MGTTEMEMNAREFRFRIFPAML. B2, U /
includeappprotection HF X BEFF.

TREHTRESERRIFESHNESR !

N RARIPEE REIPNER ARFRIPNER

A& 7E Citrix Workspace [ BERSEGN SR RIIEIE EEAFD. 1&F. Citrix

EFH 25/ P SR XIENE Workspace N FBiEFHEIZH
B. BoEFPIRENEE. &
Nt~

TEER8s LECE ICARIERRE (SENRER EFERD. ®&E. Citrix
FEm) Workspace B2 HEI1ZH
B. BoEFHENERE. &
Ntk A

BNFEHEN, RERFRPFNEOSEER. EIUBERZFRIFEONASXENREEE, B8
&, FNRIETE Windows 10 ig& LfER PriScr BHRFEEE, NAMR/IVEREIFRIE Do

It GPO HREETFEA T ICA 1 SaaS &1, ICA M SaaS RiERF4LFEF Delivery Controller

#0 Citrix Secure Private Access #{T#El,

App Protection 183RIhEE :

MIEBTF Windows 2305 & EShRARY Citrix Workspace N FIEFFA, MIRFBEUTEEZ—,
N7E S5 IIEM BB SEGRRE LA REIDRINEE

- BEERUTHEAZ—BRNAREFRP

o EREIETIEE BEINBREFFRP 8 1E1E,
- {£F Istartappprotection SR S1TEME N AR RIPA L.

s NRFEREIEPREF BINARRERIP 8§ EEH KREH Istartappprotection 85175
¥, WEBHE—INZRIPRFREEBHEEICRER.
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RNAEFIEERSMAEARENRISESEBE 1T, HIM0, MIREENXLEREZA
GACS B{ GPO &g, MBMHILIEN SSP BRE EAEERAMEEICRINEE.

& F Linux BY Citrix Workspace T2/

MARZA 2108 Fia, NARFFRIFTIEIIEZE2A A, thIh8EZF Virtual Apps and Desktops, 7B
HINEH., BE, B TE AuthManConfig.xml XHAECENFAIEFRIFINEE, FEENFRIVIE
EERNBMRSEGEOBERAE.,

REN ARFRIPAN

1. YITMEA tarball MEE R E Citrix Workspace MAREFN, METUTER | REEERENH
BEFERPAY ? B | BTERRAILIIE. ERAIINEE, BHAEE Citrix Workspace B F
BF. EXH4ER, ERRENRAETER,

2. WA Y URENABREFFRIFAH. NARFRIPARINTRE,
3. EMERMTENUEEREN. NARFFRIFMXEEERETENET R F.

£ RPM #4a E R RN AR RIPA G
MARZ 2104 FF4R, Citrix Workspace N 2R HY RPM hRA 3z 5 BFEF R P

BERENARFRIP, BHRITUUTERE !

1. &% Citrix Workspace N 2R

2. M Citrix Workspace RN FT2F L &2 %23 App Protection
ctxappprotection<version>.rpm e,

3. EBRGUFEEREN.

£ Debian #{4& &3 App Protection 4§
MIRA 2101 FF45, Citrix Workspace RZFF2FHY Debian hik A3z #F App Protection,

EZ2%E App Protection B, BE7EZEE Citrix Workspace N ATEFE Z B MRIRITITIA TS !
export DEBIAN_FRONTEND="noninteractive"

sudo debconf-set-selections <<< "icaclient app_protection/

install_app_protection select yes"
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sudo debconf-show icaclient

* app_protection/install_app_protection: yes

sudo apt install -f ./icaclient_<version>._amd64.deb

MARZS 2106 F48, Citrix Workspace WS I AT —1NED, AIUD 5 A S MIIEEIESFEE)
RSB AN R E R I AL B M RIS R RS MIRINEE

[T
J3E T Linux B9 Citrix Workspace RZFTEFEZEL T App Protection IHEE :

s EREMRIIRREEMERRICRMBFERREIR, BEERER AuthManConfig.xml BRE &5 %
TR,
ENEYRSEHRREBEHREICRMERREIR, BFERER AuthManConfig.xml BiRE B
BfRSS a4 R,

E 9 Virtual Apps and Desktops ECERA SR ICRMBARREHIR, EEREA Virtual Apps and
Desktops ACERAfEER 10 R REHIR,

EftiE App Protection SRESE, 1BBIHEIE App Protection SR,

ZFoiE App Protection ZESI0E, FEIRECZE App Protection Z8HE,

&

N ABRIFIRS BRI A FHR. HIRES Citrix Workspace N ABEF—REIZ%E, MFHLK Citrix
Workspace N BEF AIsE RN ARIPIRS, HAIREETRUTHIZER !

B FRIPA IS TSI FARIEIE, BEALR, 15E1%53Z M F Linux B9 Citrix Workspace /7 fF#E
%, EFEZNTEN, AlSZREFHRA,

AL LEEARERE IR, BIVEEREFRANZFIEEIRMRERF Linux BY Citrix
Workspace ZRZFHEFHSHITEN. BXFHAER, FERRE. HHNEH,

& F Mac BY Citrix Workspace N FHTfZFF
73BT Mac B9 Citrix Workspace W FBT2FECE UL TR AFRIFIOEE -
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- EXERERNAREFEERS Ul NEMIIEN 8BRS BHEEN BEICRA FREER
BR, BERAERAERNAREFEERS Ul EZESMINIEN BBARSEANPREICRNMIRE
BHE,

« BEXEA API ABMRIEN BEIRSEH IR ENBEICENSREHENER, HBRER
GACS API g B 1730 B B IR S M I R 2 IC R R R EE.,

« BNEBNVANSEERERZICRNGESEE, B2 EMNBNSEEEDBEICRA
P F=EE,

« B/ Web l SaasS WARFEENRZICRNEREE, B2 Web 1 SaaS AR FE
EfREICRMNRREE,

- BEEBENARIFREEEN, BEREENBRPREBES
- ERENARIFESHNE, BERRENBRIPESNE,

ERTF i0S B Citrix Workspace M T2}
PrigiRid R

R
« Citrix Virtual Apps and Desktops 1912 LTSR 3¢ ¥E & hk4,
» StoreFront™ hRZA 1912 LTSR 3 TEX,
« SEMT i0S B Citrix Workspace N ATER 24.9.0 5L E S Ak,
« BRI BIEFRIFIFAE.

B

N AREFRIPREET MENERIZERAFFIE (HRERRHREBZBEPIENSTE AP
) BiBEREREER. XERENAREFRIPREBEETUERHEEXMEMEENEET
8, B, BERFRENARE, FHRSHERNZRIERANFHEI;. BATNFHEIRG!
FAERX LR, ERNTERIEEREELENSEPRESE R

A&
RAI A& F i0S BY Citrix Workspace™ [ BiZFFECE U TSR RBEEE I -
« Citrix Virtual Apps and Desktops - Citrix Virtual Apps and Desktops BIB5$E&RIZ R REE

BEThEERIATE DDC HECE. WMARFRIPEN AT DDC AR {TH, B XIFHER, 7L
i# 79 Virtual Apps and Desktops Bt &Rh &1 R REEE,
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« Web #1 Saas WAERF - Web ] SaaS AR HREICRIREEEIGET BT Z S
MBI RREHFITRRE, BXIFER, B2H Web #l SaaS AEFE B BEICRMG
REHE,

- BRRIERE - SN RIIRENHERICRNPRESEEsErI LOET £ BN BEFEERSH
FERS—IRa BRI A EHRTR B,

AL/ BREFECERS
TR MERU T AERNS MR R R ESREESERE

« R UI
« fEF3 API

fERA UI :

MERTF i0S BV Citrix Workspace R FFZF 24.9.0 Mk AFF48, Citrix Workspace N FRIEF IFEE
ReRBNARFEERS (GACS) NEHRIEREAENBEF R,

WRITER GACS ERREHBIRRIPIIEE, NXLEIgERTFEMRIERR
EIE R AT LUER Workspace BRE Ul BREN BIEFRIP -

1. BRI Citrix Cloud™ K P Hi%F Workspace ECiE,

B8 i Gl  Stort Page
Pl Cilrix P ) N
m

My Services - - ~ .

10 o [Each | @0

o2 AN =z
Library . - . ;

Library Offerings Resource Locations Domain Notifications
o gement (ViewLibrary ) (Editor AddNew ) (CaddNew ) CViewa )
Resource |
Licensing

My Services (5)
‘Workspace Configurat
o 20 = 29 36233 o =B o £336233 = 236233
Scppert T it £ = : =
Analytics Daa§ servica profile xaccp! Remote ©] Privata Access XAXD servica profile xacept
Notifications d " ; XAXD sarvice rotie xsccp
sanctoned appiation
System Log
Loarn mars Loarn mars Loarn mars Laarn mars Lasrn mars

Available Services (15)

2. EF NAEFRE > REMSBIIE > MAEFFRI.
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[Hnmz > Workspace Configuration > Aop Configuration > URL Configurat “]”

Workspace URL https:/apppastocloud.com  Production v

Glorewize ~) R Preview @ 1O clone sertings SR b

a O ndroid O chomeos 0 Hnas s O e O Vindows

AntiKey Logeing

@ wac Enabled @) Confieured

Windows Erabios @) | Confcured

ot Screen Capture
o 4 Configured. 0 Unsaved A

Andoid  Enabled @)  Configured
s e Configure
[ Enbled @) Confieured
indons et @D ot

. B BBIERFEP, AREER I0S BIFRS,
4. B REHIREE, AFIERE OS #1FRS.
. BRERRAMET, ARREE RHEER.
. ERWGE WIEER, BHEE

a1 w
W

(o]

Publish Settings

Do youwant to publish these settings in Production?

{EF API :

EBIER T LUER API BEEN R RIFINEE. &BF i0S B Citrix Workspace N ZFHYIL BN
*

BRASZANRRHBRIZE -
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“name”: “enable anti screen capture for auth ” “value”: “true” or “false”

ERANZA/RRICRINLE :

“name”: “enable anti key-logging for auth ” “value”: “true” or “false”

1yl

LUF 2B F & GACS A Citrix Workspace N FBiER 2 A RERIRM A RE ISR INEER R
JSON X 1% :

"category": "App Protection",
"userOverride": false,
"assignedTo": [
"AllUsersNoAuthentication"
1,
"settings": [{
"name": "Enable Anti Screen Capture For Auth",

"value": "true"

3

{
"name": "Enable Anti Key Logging For Auth",
"value": "true"

1]
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ERG— R EEERSR

MIEATF i0S B9 Citrix Workspace N FBIEF 24.9.0 lxAFA, BEAAUANSNRIIEREREANA

R RIPIAE. EERPIUERET AppConfig IEEXACE LETNEE,
- ZERABRESERHR

o $# ! enableAntiScreenCaptureForAuth
o {HHXE I FHRE
o 18 .

o WNRIGEN true, NEAREBIRINEE,
o WNRIGEN false, NEBHREHIRINEE,

- EEAMERICR

o P& . enableAntiKeylLoggingForAuth
o {EE | fRE
o 187 :

o WNRIGEN true, NEAHREICFEINEE
o WNRIGEN false, NEBRHEEIZRINEE

RRBEXRENS R

HEHREICRIAEE AR ERABENRE VI X TN, ETETHELNAER.

Web WAI2FE SaaS NARERF, HERUTERER !

Anti Key Logging Enabled

Anti Key Logging is enabled for this
store. Please turn off "Use Custom
Keyboards"” from store settings.

Keyboard Options

Cancel

EXAEEXREE, BHRITUTERE !

REBISE.
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. ERERNERNEER, B REED,

. NEBEREFBRERAEEXRR . iITEEREABRERE WEE,

- ERABREXRE WEED, BEHEH. KRR IEERE WEE,

4. BEFERE" Citrix Workspace N FTEFFHRE, AEBMEMEUARRER,

=

N

w

BRI
- REBIORFHP
BERRPPNEIIREE. EHREAZREICRIVENRF.
- BPRIERBHHREAICR
LA RSN ABEER, PR EREARMSEHE,
« RGN :
ERREN KN, FZFFNEIERBHIRZICRINEE.
« Web RESHRIERRE

Web RESPIIERBEAXFRES&EMREICRINEE.

PR mEE

M3ERTF iOS HY Citrix Workspace RZF 2% 24.9.0 i Fria, 2R TINEE -

i&EAF Android B Citrix Workspace N 2%
TR

« Citrix Virtual Apps and Desktops 1912 LTSR B3 = hR A<

« StoreFront 1912 LTSR hix2% Workspace,

« 3&MATF Android B Citrix Workspace N ATEF 24.7.0 ARELE =R Ao
- BN AR RIPIFRIE

[
BRI U AU T EIE B R REEEE
« Citrix Virtual Apps and Desktops - Citrix Virtual Apps and Desktops HIB; RREETHEE AT 7T

DDC HEE, NAREFRFIFRENAT DDC FiR[dH. BXFMAER, iBH2AA Virttual
Apps and Desktops ECERA R IZ R R R EE.
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* Web Fl SaaS MAER - Web 1 SaaS W AEFHRREE A LLET R £ E /IR
HITERREB. BXEHARER, 1HEHN Web # SaaS NAEFERENRFEE,

- BRRIERE - SNRIIRENBRBREEDErILEIERNARFRERSHERS—IinR
EIRMRT FHITECE,

ERERNRERFEERS
EAUERU T A AN SN IR REC B FREELI6E

« fEF UI
« £ API

fEEA UI :

Citrix Workspace NIRRT ERERAEBNBEFIRERS (GACS) NEMIIEREAENHE
BRI,

WRIKERE GACS ERREREIATIE, NXLEIEEERTFEMRIERES.
BEIE R A LUER Workspace BRE Ul BBEN BIEFRIF -

1. BREW Citrix Cloud 1K, #AFi%FWorkspace Configuration,

carix Clons e Stert Page
Pl Cilrix 2 @
joma

My Services v ~ 7

Il F fama] ™

o -
Library ;

Library Offerings Resource Locations Doma Notifications
Identity and Access Management ( View Library ) (EditorAddNew ) (CaddNew ) C )
Network L
Resource L
Licensin

My Services (5)
Waorkspace Canfiguration
& £ 382

Suppart Tickets 1t} A

Notifications

System Log

< > e > S
s more p— Leon more e more
Available Services (15)

2. ERENARE > REMBFHREIE > HARFRF.
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[Hnmz > Workspace Configuration > Aop Configuration > URL Configurat “]”

Workspace URL https:/apppastocloud.com  Production v

Glowide ©) R Preview © D) clonesetings SR b
a O ndroid O chomeos 0 Hnas s O e O Vindows
Aoy Loceine 2Configured, 0Unsaved A
@ wac Enabled @) Confieured
Windows Erabled @) Contieured
AntiScreen Capture
- 4 Configured. 0 Unsaved A
Andod . pabled @D Confieured
L Configured
@ wac Enabled @) Confieured
Windows Erabled @) Contizured

3. R BIREWHIR, JAEIEE Android 121ER S
4. R BER ViR, AERT XHER.
5. 7 XfpigE MEEHR, =F B

Publish Settings

Do youwant to publish these settings in Production?

{5/ API :

EBIER T LUUER AP BEEN R RIFIhEE. FF93&RF Android B Citrix Workspace N 2%
ERRZRMREBRNILE

“name”: “enable anti screen capture for auth ” “value”: “true” or “false”
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B . LUFRBTE GACS 14 Citrix Workspace N FRIEF 2 BB REHBIRINEER A JISON X
% :

"category": "App Protection",
"userOverride": false,
"assignedTo": [
"AllUsersNoAuthentication"
1
"settings": [{
"name": "Enable Anti Screen Capture For Auth",

"value": "true"

iy

ERF—mREERRAR

MSERTF Android B Citrix Workspace N FTERF 24.7.0 kAT s, EBRAIUNEHREIIRERSHE

N AR IRIPINEE. EIERATMUERET AppConfig RIBEXECE INEE,
- ZERBREERHR

o $# ! enableAntiScreenCaptureForAuth
- BB RRE
o 18 .

o NRIZEN true, NERAMIRSHIRIEE.
o INRIZEN false, MERRPIF=EHIRINEE,
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B2il

N ARFRIPREEENETIERIERNT2MNRP. BEEEMEPHREEMZ2EINAR
B%o X TFNRABERENIFR, ERUERRENEFRBIERSTHEFIEE, AX1FAESR,
BB RRRER,

B ERICRTRREE

B AU TE DB REICRMEREEE -
o BHI0UEF BBARS M
o EBHINEMEmE
« Web 1 SaaS N FB1EF

REGEIEN 8BRS EAIEESRR ISR REEE
B UERU T ARSI B BARS At ECERRBICRNRSEE

[HEvap ERATF ERF MAC EAT &EAF 108 ERTF
WINDOWS 8 CITRIX LINUX B9 8 CITRIX ANDROID
B CITRIX WORKSPAC CITRIX WORKSPAC B CITRIX
WORKSPAC E MR WORKSPAC E NAER WORKSPAC
E™ WAER E NAERF E NAERF
{E A4 TR AR = = = = =
PO
ER2EN = = = = =
B ERS
£ = = = = =
AuthManCo
nfig.xml
EFRASREEI R

1. BIITTT gpedit.msc FTFF Citrix Workspace [ TR FA R REIZER,
2. EHENEBB TAT, %2EEER > Citrix A > Citrix Workspace’,
3. RIEERAEMNRIIEERTIEERSEGIEEBNARERRP, BEAUATSBEZ—

- BRRIFEER
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EHNEMWIEEERSREENRZICRNEEHR, BEF ARSHAEIE > EBNRARER
R REKo

- BRIRSSEGFE

EHNEYRSEG R EEEMREICRNMRERHR, HEF BPRS > BENAEFR
P RBSo

4. FEELUF— M ERTIEIT

o BFREICR : PLEREICRBWRERE.
- FREHER  hLEAFENFEERENEZERS.

5. BHMAFHBE"
FHATT M
FHATT REUAFIRiGR) 8 2 2RI AR IR StoreFront BY 7574,

ERLBNARERS VI

MSERTF Windows 2302 53i& T Windows 2301 hik <Ry Citrix Workspace N FIEFEFFA, Citrix
Workspace NEEERFAFERERAEBNBERIERS (GACS) NERIIEREN BEIARSB A
BN AREF R

INRIEER GACS BRMBREICRMPFRHERINEE, NXEINEEER TS M IIEMN B BBk At
Ro

=r .

b= W

« £/ GACS AEMIEMBEMRSEHEENREICRIARRHRIGEEATERT
Windows B9 Citrix Workspace A EFF1i&E B F Mac B9 Citrix Workspace N EF. ©
AEATFEAT Linux BY Citrix Workspace N B2

« GACS EEREATERINAZEFMKEEUK Web # SaaS NARERF, XERIFFLHLEE
F8 Delivery Controller # Citrix Secure Private Access #4171l

« MEBTF Mac 2311 hRAHY Citrix Workspace N Fi2FFIE, EaIERALBN ARRFE
BRS Ul AmEEMAMIFRARE B AWM BBIRSEGHNBREFRRF. B2, R
IEERMNRET 2311 RAHIERT Mac B Citrix Workspace N BTER, NREEATREE
FEEE.

IR A LUER Workspace Configuration Ul BER BN FRIZF1RIP -
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1. BERIZ Citrix Cloud 1t #i%&$F Workspace Configuration,

@l cilrix

Home

My Servict

Library

es v

Identity and Access Management

Network Locations

Resource

Licensing

Locations

Workspace Configuration

Support Tickets.

Notifications

System Log

2. %F NAEFEE > REMSHRIE > MARFFRI.

B cixCloua

My Services (5)

g0
i
Analytics
Secrity performance and usage insights

Learn more:

Available Services (15)

10

[Eﬂz

@1

Y¢ Start Page

2o

Library Offerings Resource Locations Domain Notifications
(_ViewLibrary ) (CEditorAddNew ) (CAddNew ) (ViewAll )
5 36233 =B 5 36233

(=]

Daas$ service profile xaccpl
Daas service profile xaccp!

Learn more:

&

Remote Browser Isolation (?)
Protact corporate network from web based
atacks

Learn more:

gy s A

Secure Private Access

XAXD service profile xaccpl
XAXD service profile xaccp!

Learn more: Learn more:

Devendra Satram
CCID: bxjanSodm5w8

Home > Workspace Configuration

» App Configuration

Workspace Configuration

Access  Authentication

Customize

Service Integrations

Workspace URL  hitns//apopauto.cloud com

View configured settings

Updates and Plug-ins

Enterprise Browser

> App Experience

Sites.

~ Security and Authentication

App Protection

Production @

Authentication

Security Preferences

> Session Experience

> HDX and Multimedia

Q [0) Android () Chrome0S ) HTMLS ) wos
Anti Key Logging
Anti Screen Capture
Enables. and she app Ul screens.
Mac Enabled Configured

) windows

& submit Feedback

Switch URL

) Mac () Windows

ed, 0 Unsaved /'

1 Configured, O Unsaved A

3. B i Anti Screen Capture, A[SEIFE X FIRIERL

4. B Enabled YR, A58 E Publish Drafts,

(Windows = Mac) o
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= | cilnx a o v

Home > Worksp > App C:

Workspace Configuration

Access Authentication  Customize Service Integrations ~ Sites  Service Continuity ~ App Configuration

& submit Feedback

Ksp m
Production @ Switch URL
View configured settings

Search Configuration Settings Q O Android O chromeos O Hms Qios O Mac O Windows

Updates and Plug-ins Anti Key Logging

Enables that keysirokes.

Enterprise Browser

> App Experience
PP e Anti Screen Capture

1Confi d, 2 Unsaved A
~ Security and Authentication that taking hots and sharin Ui screens.
App Protection
Authentication
Mac Enabled Unsaved

Security Preferences
 Session Experience

@ Windows Unsaved

Appearance

Bidirectional content redirection

Clipboard

Connectivity

Anti-DLL Injection

5. BEPAREISR, AREFHENARIERY (Windows 5 Mac) o
6. RLEERAYIIERE, ARELHAHER.

Mobile Experience

A Youhees
to Workspa

2 Fh REBE MR R (/en-us/citrix-workspace-app/media/gacs-anti-keylogging.png)
7. ERMIGENEES, RHER.

&I & (/en-us/citrix-workspace-app/media/gacs-publish-drafts.png)

FEReBNARERS API
BIERFLUER AP it B X LN AIEFRIPINEE, RBIWT -

- BRREABRFREENIRE :

“name”: “E BT B /MR B BIARSIGEH I REEE “value™: “true” or “false”
- ERSERAFREICRIEE :

“name”: “E AT E /M RIEMN B BARSIEH IR ISR “value™: “true” or “false”

=15l - I T R2ATFTE GACS Ff Citrix Workspace N B2 E B R R & BB IZRINAE
B9 ISON 14 :

"category": "App Protection",
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"userOverride": true,

"assignedTo": [

"AllUsersNoAuthentication"

1

"settings": [

{
"name": "enable anti screen capture for auth and ssp",
"value": true

+

{

"name": "enable anti key-logging for auth and ssp",
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"value": true

1}

¥ AuthManConfig.xml BF SR RIFEER
SHE] $ICAR00T/config/AuthManConfig.xml FIRANTARRIBEMG :

/opt/Citrix/ICAClient/config$ cat AuthManConfig.xml | grep -i authmananti
-A 1

<key>AuthManAntiScreenCaptureEnabled</key>
<value>true</value>
<key>AuthManAntiKeyLoggingEnabled</key>

<value>true </value>

¥ AuthManConfig.xm| FBFBBIIRSZIEG T E
SHin%| $ICAR00T/config/AuthManConfig.xml IR TFARREH -

/opt/Citrix/ICAClient/config$ cat AuthManConfig.xml | grep -1i protection
-A 4

<!-- Selfservice App Protection configuration -->

<Selfservice>
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<AntiScreenCaptureEnabled>true</AntiScreenCaptureEnabled>

<AntiKeylLoggingEnabled>true</AntiKeylLoggingEnabled>

</Selfservice>

79 Virtual Apps and Desktops E0ERSRE ISR REEE

A REERIEPIRESREICRAS RREE . ERLURINTANA Virtual Apps and
Desktops ECEM REICRMS REEE

MARZS 2103 FF4#4, Citrix DaaS sz #5@31d StoreFront #1 Workspace S=I N FIFERF 1R

{£F Web Studio

@1 Web Studio A Citrix Virtual Apps™ 5§ Desktops ECE R ICFEN L REEE, BERITHY
THE

1. NAEFRIPEE XML EF. EEA XML EE, BRITUTIE !

a. BREW Citrix DaaS™ K, AEEE B > igE > EA XML &

= cilrix | paaspremium

Manage Vv Monitor All tenants v Downloads

@y rone Settings

Q search The following settings apply to all resources.
€% Machine Catalogs
@ Devery Groups Assignlicense
B3 Avplications
B roticies
e
ait
D’ Losging Date and time format in use: Same as local | Same as local | utc
By Adminisuators

Storefront
ED oo Packases

@ ones .

I & Sevinee T

(5 sackup+ Restore Proview

¢ auickpepioy

the
rely to the Citrix Gateway service.

s XML trust. When enabled. Citrix Cloud trusts credent
s Cioutend

b. sTAEA XML 57 *,
2. BN THERFRENARRFFRIPAE, BRITUTIE

a. 1 Citrix DaaS #, %% BB > 3Z{I4A,
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b. WEE—NRMAE, ARBEHIRFETNREE.

= CilfIX | DaaSPremium

c. mit MAERFRE, ARiERE BRECK M PRRHR 8iEE

Edit Delivery Group x
TSVDA_1_Protected

Users App Protection

App Protection, an add-on feature for the Citrix Workspace app. provides enhanced security for Citrix

published apps and desktops. The feature provides anti-keylogging and anti-screen-capturing

capabilities for client sessions, helping protect data from keyloggers and screenscrapers Before using
ake sure that the system requirements are met.

Desktops

Application Prelaunch

Application Lingering

User Sattings
tive only when a protected
StoreFront
App Protection
d content is blank, This feature is active
s
copse whether a protected window is

Access Policy

Restart Schedule

Save Cancel

d. /& RF

{£F PowerShell

1£ Citrix DaaS W8/, £ Citrix Virtual Apps and Desktops Remote PowerShell SDK FEY

cmdlet TEEREIITENL L (Citrix Cloud Connector IT&EHRS) HITATHHGHS,

EEAIE % %R Delivery Controller itB Al LS ERLE T ML Studio HEZ % FMA PowerShell &
e TSN L, A Citrix Virtual Apps and Desktops SDK AN FIZFRIPT A RUTRE

%o
* AppProtectionKeylLoggingRequired : True

* AppProtectionScreenCaptureRequired : True
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RAI U AT RTH RIS XL RER, Fla0, &R DGl BBEREIZRFIF, X DG2 &t
ERRBMREIF. &AL DG3 ERAXMMRE,

il

E N4 DG3 IR HAE XKL, 151E %A= BYE Delivery Controller™ _E3E1TLA T dn
A .

T .

Set-BrokerDesktopGroup -Name DG3 -AppProtectionkKeylLoggingRequired $true

-AppProtectionScreenCaptureRequired $true
BIIFIKE, /BT cmdlet :

Get-BrokerDesktopGroup -Property Name, AppProtectionKeylLoggingRequired,

AppProtectionScreenCaptureRequired | Format-Table -AutoSize
te4t, B XMLEE :

Set-BrokerSite -TrustRequestsSentToTheXmlServicePort $true

Ba{® StoreFront 1 Broker 2 [BIIMEZ L, B X IFMER, BERFMIZALOXE CTX236929
{R$P XenApp 1 XenDesktop XML ARS3.

79 Web 1 Saas i AREFEENREBICRMREEE

Web # SaaS W AIEF1E&EH T Windows BY Citrix Workspace N FBI2FFIERF Mac BY Citrix
Workspace WA EFHY Citrix Enterprise Browser ¥ F, MNRNFFER @1 Citrix Secure Private
Access R T M ARERFRIPERE, NNARERERIPRRET RN A,

ERLUUTAEN Web M SaaS N AREFECEN BIZFRF

« EJJ Workspace B2& Web 1 SaaS N BERFHNAERRIF, 1B5E2R &R T Citrix

Workspace B Citrix Secure Private Accesso

« E 5 StoreFront EZi& Web #1 SaaS NHEFHINBEFHRIF, 1§84 Citrix Secure Private
Access ¥ StoreFront F93% 5,

EdE& DLL A
ESABRT, K& DLL SEAMEERAF RS, ERILEAMN T A ES AL :

o AZREEITR (GPO)
- 2N BREFIERS (GACS)
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EFA R RFITEE
e & DLLJEA
+ & DLL FABERTIFTIR

AR DLL SEASEER

fERLLRIRE ANEAR DLL ZATIRE, WRAKECELLREE, W& DLL FAINRELTRERARS. |
RERYER :

« BIEH - 73 Citrix Authentication Manager. Citrix Workspace M2 Ul # Citrix Virtual Apps
and Desktops BT & DLL ;¥ AIhEE. BIERRTLURERFIENAMRERK DLL FATIEE.
« BE M - 3 Citrix Authentication Manager. Citrix Workspace W F#2R Ul # Citrix Virtual Apps
and Desktops 2R 7 & DLL ;¥ ALhgE.
ZE K DLLAARES, BHITUTHE :
1. BEIEITU TSI Citrix Workspace N FATEFA RS R EBIRIEMNR -

gpedit.msc

2. FIHHENEBEET AT, HIEEER > Citrix 4 > Citrix Workspace > BEREFFRF > &
DLL F Ao
E A& DLL 7 AZKE&(/en-us/citrix-workspace-app/media/anti-dll-gpo.png)

3. BEHER DLL FAKRBHEEBEM. PREAKEEIEFR, B, EAIUMNET SRS H/Y
it e
E R & DLL 7 A %B&(/en-us/citrix-workspace-app/media/enable-anti-dll-injection-policy.png)

4. BEHEHRE,

fEFR DLL 7 ARRAD ISR ERE

ERNEER, ERIMUERALLEREEFEM DLL MR DLL S ATHREFBERR, Citrix® BIIENIELIE(E
AFBIE R EALLREE, MNRREELLRE, XA DLL BFtiFsR. Fif DLL BFAZER
DLL fR#FH. PIRERIESE !

- BB - ®HRIFFIRFIARMND DLL MR DLL RIFRHERR.
- BEA - BHRAMBIITIFTIRFRY DLL 55K,

EEAR DLLEAEIRIFIIRREE, BHRITUTIE !
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1. WBISTITLL T e ST FF Citrix Workspace N TR FAH RSN R EIBIEMNR :

gpedit.msc

2. EIHENERBT ST, ®ISEENR > Citrix £ > Citrix Workspace > NARFFRIF > K

DLL R IFFIR,

E R & DLL £ A ZB&(/en-us/citrix-workspace-app/media/anti-dll-gpo.png)
3. BER DLL BRAFHNRERHEFERBH.

&l Anti-DLL Module Allow List

Anti-DLL Medule Allow List

() Not Configured Comment:

© Enabled

() Disabled
Supported on:

Options:

Previous Setting NE}(tSE‘tlII"Ig

ADMX Migrator encountered a policy that does not have a supportedOn value.

Help:

Anti-DLL Injection Module Allow List

[
{s
"filePath™ " C\\Program Files (x86)\\trusted\!

.

The DLL Allow List policy allows admins to exclude any DLL from
the Anti-DLL protection.

When the policy is:

Not Configured - No DLL is part of the allow list. Includes all the
DLLs during the Anti-DLL protection.

Enabled - Excludes DLLs mentioned in the allow list from the
Anti-DLL protection.

Disabled - Clears the DLL allow list. DLLs need to be configured
again when policy is enabled.

The Module Allow List field allows admins to add DLL
information that can be excluded from the Anti-DLL protection.
Sample format to add DLL to the allow list:
[

{
“filePath": " C\\Program Files (x86)\\trusted\\messagebox.dll"

4. 7R DLL AABRRAFIIR FERF, FNEEMK DLL RIPPHFRIVEIRSIKR, F DLL A0

ARIFFIRBROIEI -
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"filePath":"C:\\Program Files (x86)\\trusted\\messagebox.dll"
3
{
"filePath":"%PROGRAMFILES%\\trusted\\logging.d1l"
}
]
5. BEHEWE

wHReRENAEFIRBIRSHTIE
BIERALUER GACS E2ER DLL ;EAINEE, KRBT :

« anti dll injection — RINEZ AKX DLL 7F ATHREFRTRE AIEIR
« anti dll module allow list — FINZE MK DLL RIFHHEBRATFELY DLL

BEXFAER, BRAERNAREFEERS,.

T RATFE GACS F5EATF Windows B Citrix Workspace N T2 E H anti dll injection 1
anti dll module allow list 897~ JSON X4 :

"serviceURL": {

"url": "https://tuleshtest.cloudburrito.com:443"
3
"settings": {

"appSettings": {

"windows": [
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"category": "App Protection",

"userOverride": false,

"assignedTo": [

"AllUsersNoAuthentication"

1

"assignmentPriority": 0O,

"settings": [

{
"name": "anti dll injection",
"value": [
"Citrix Auth Manager",
"Citrix Virtual Apps And Desktops",
"Citrix Workspace app UI"
]
3
{
"name": "anti dl1l module allow list",
"value": [
{

"filePath": "C:\\Program Files (x86)\\Citrix\\ICA
Client\\wfica32.exe"

iy
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"filePath": "C:\\Program Files (x86)\\Citrix\\ICA
Client\\AuthManager\\AuthManSvr.exe"

iy

"name": "name",

"description": "desc",

"useForAppConfig": true

Ao E RBE RN

FoRFMH
EECERBRESLNINGE, BHREESUTRGE

o W F=EBE - Cloud Desktop Delivery Controller™ kg7 115 (8 S hkA

I FAHIERE - Citrix Virtual Apps and Desktops™ 7 2308 (5 = kA<

Windows Virtual Delivery Agent Installer hikZ< 2308 (& & A4

T Windows - Citrix Workspace app for Windows 2309 (5 = kA<

« XfF Mac - Citrix Workspace app for Mac 2308 B 5 & ik A
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« XFF Linux - Citrix Workspace app for Linux 2308 %8 & ARk A
* S&FTF Android — & F Android B9 Citrix Workspace N 2F 25.3.0
« SEFATF i0S — iEATF i0S By Citrix Workspace N T2} 24.9.0

M Citrix Virtual Apps and Desktops (CVAD) 2511 74, REEESCNEIASH. TEFMIED
B,

XtF CVAD 2511 ZAIBVRRA, EEARREIHON, SRERANIAEHERE T NARFRIFIEM
Rz RIS ER Ts/WS VDA LE35f Citrix AppProtection Service, 5T T B2 —XREA
ERBR S

- ERAMBIRTRT

a. EESEREN, 25985 (/en-us/citrix-workspace-app/media/search-icon.png)Eli%. #E
A cmd, AERHFUEBRIFNIET . LEFER MPERIT RS

b. BITU TS !

sc config ctxappprotectionsvc start=auto

sc start ctxappprotectionsvc

- FHEAFRE :

a. EESEREM, 259485 (/en-us/citrix-workspace-app/media/search-icon.png) iR, #
A services.msc, FA[G1% Enter, IEDFER RS RE.

(/fen-us/citrix-workspace-app/media/appprotection-services.png)
b. 3% Citrix AppProtection Service”, AFERELBRY.
c. AT Citrix AppProtection Service”, AFEZF B

d. EFBA > BihER>8r, AEREWE UHRRIRSTERAEEEN BB,
(/fen-us/citrix-workspace-app/media/appprotection-service-properties.png)

RESESULNINEEE TS Ao
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EHOMFH A LE R 2 H R BE RSO MBI R HARRA Citrix Workspace T2, BECERN AREFRIFE
BB, AXNAREFFRIPESEENFARGR, BERANAREFFRIFESRE,
X TR RPN B SRR BB B9 TR T

- MMRER 7T HREEELHN VDA Citrix RE&, HBIZIEEER Citrix Workspace™ [N AERFAR
ARZHREESNINEE, WRIEFELE, MARREAHIRER,

o WNRIWIEFEERB Citrix Workspace N FIFZFFhRASZ 1R ESHCNINEE, MSIEFZLE, FiRB
BICEANIRERZEETRUTHIZES ©

o Windows 3%% -

Citrix Workspace App *

Session is terminated as App Protection has detected policy tampering. Contact your
systemn administrator,

— Copy text to clipboard

o Mac

Session is terminated as App
Protection has detected policy

tampering. Contact your system
administrator.

Please try again in a few minutes.

OK

o Linux &%t
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Citrix Workspace

Session terminated
Session is terminated as App Protection has detected policy tampering. Contact your system administrator.

OK

Session ended because of policy tampering.
Contact your administrator.

> i0S

Connection Error

Session is terminated as App
Protection has detected policy
tampering. Contact your system
administrator.

More Info OK

EENAREFRIPESHRE
EEAUBEFRIFESINE, HIESILIAER R M5 VDA Citrix 8,

FoRFM
BRREEEUTRME

« XF=ERE - Cloud Desktop Delivery Controller™ A7 115 58 = kA
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o JFAMERE - Citrix Virtual Apps and Desktops™ iz 2308 E{E = kA
* Windows E#IERIEREIZFHRA 2308 HEZMRA

« XF Windows - Citrix Workspace app for Windows 2309 (& & kA

« XF Mac - Citrix Workspace app for Mac 2308 5% & & i

« 3F Linux - Citrix Workspace app for Linux 2308 588 ikl A~

« S&FF Android - Citrix Workspace [ZF3 Android ki 25.3.0

« S&HT iOS - Citrix Workspace [ iOS hig} 24.9.0

BRI T ANEER T E2SHERH VDA Citrix 588 :

LE#THY VDA Citrix SRBE ] LAER Citrix Studio #1 Web Studio #1T88E, U T EFE&ET Citrix
Studio ZFE, EWHAILUSHERIAYIZFZEF Web Studios

1. ERMEENRERTEHI2F (DDC) EH=EBZERY Web Studio HFFTH Citrix Studio B 2,
REkE g,

2. TEBE T, & RS > QUESRER,
3. B FRAIRE THIRE, H7E ICA TiEE NARFRI.
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Create Policy

Studio

Settings
Users and Machines

Summary

Select settings
[All Versions) « || All Settings - ]’ Search pe
Settings: 0 selected All Settings * kelected only

Accelerate folder mirrg| . -
Comgler Settmg > Pioh Connector for Configuration Manager 2012 =
Not Configured (Defaultfi{e.}

b Active Dlrectqry action 0 oo Pt Select
Computer setting - Profi
Not Configured (Defau Flash Redirection

b Active write back Select
Computer setting - Profi
Net Configured [Defaul Audio

b Active write back on se . Select
Computer setting - Profi Auto Client Reconnect
Not Configured (Defaulf Bandwidth

b Active write back regisi Select
Computer setting - Profil  Bidirectional Content Redirection
Not Configured (Defaulf .

b Adaptive audio Ryt S Select
User setting - ICA\Audio Location
Net Configured (Defaulf Desktop Ul

} Advance warning frequ mskiop Select

Computer setting - Conr|

End User Monitoring
Enhanced Desktop Experience

File Redirecticn -

Cancel

4. 1%$% Citrix Workspace M ARRFHESKE, AFEE &&F,
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Create Policy
. Select setti
Studio i
[All Versions) - “ App Protection = ” Search P
Settings: 0 selected [ ] View selected only
Settings

, } Posture check for Citrix Workspace App
Users and Machines Computer setting - ICA\App Protection

Nat Configured (Default: )

Summary

Back (=0 ] [ Cancel

IRIBIGE B O HI,
5. JAMR ERARIAE &iEE,
6. B A, FWMALUTHEXE:

» Windows-fi R REE

» Windows-P##ic R

o Linux-Bi R mEE

o Linux-PAsR&ERIER

e Mac-AntiScreencapture
e Mac-AntiKeylogging

» Android-Pr REHE

* iOS-AntiScreencapture
e i0S-AntiKeylogging

g0, wNRIEEFRIM“Windows-AntiScreencapture”#1“Windows-AntiKeylogging”, M3ZiFEEi0
EHEEXLEINEERER T Windows BY Citrix Workspace R T2 8] LUEHEE) VDA,
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Edit Setting

Posture check for Citrix Workspace App

Values:

[
| | Windows-AntiKeylogging

(=]
| Linux-AntiScreencapture | B
|

| Mac-AntiSc reencaptural

SE—
[ Use default value:
-

¥ Applies to the following VDA versions
Virtual Delivery Agent: 2303 Multi-session O5, 2308 Single-session 05

¥ Description

App Protection Posture Check

This allows you to block access to resources protected by App Protection unless they are on versions of Citrix Workspace App
where the specific App Protection controls can be enforced.

Note: If this feature is applied, users on the Workspace app versions that do not support App Protection Posture Check will also | =
be blocked from accessing protected sessions.

For more details on prerequisites and configuration refer to https://docs.citrix.com/en-us/citrix-workspace-app/app-protection/
features.html#posture-check

Important considerations while creating new policy:

- Each line should have only one capability.

- No space is allowed in the name of capability.

- Ensure the values are spelt correctly. Incorrectly spelt values will cause session disconnects.

s BNREUNRE— 18
« EERIRARITIFR E%.
- MREHEER. #HEBRRNERSRRIIEL L,

o BERIZE Windows-. Linux-. Android-. iOS- { Mac- BY{E S # Z 1,

7. MIFFEXHER, 2 BE.
8. $E5 -F_Jfo
9. T4 WRIES L > EENAFRMITENIXNR.
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Create Policy
H Assi licy ta
Studio ] e
: ) All objects in the site
+ Settings l User and machine objects: 0 selected ["] View selected only I
Users and Machines : ¥ Delivery Group Assign
Applies to all settings
Summary
» Delivery Group type Assign
Applies to all settings
» Organizational Unit (OU) Assign
Applies to all settings
Assign

b Tag
Applies to all settings

R INERE L ERBERIPRE R TAH, ARRT BE.
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Assign Policy

Delivery Group

Applies to: Virtual Delivery Agent: 5.6 Feature Pack 1, 7.0 Server O5, 7.0 Desktop O3, 7.1 Server OS5, 7.1 Desktop 05, 7.5
Server O5, 7.5 Desktop OS5, 7.6 Server 05, 7.6 Desktop OS5, 7.7 Server 05, 7.7 Desktop OS5, 7.8 Server O5, 7.8 Desktop 05, 7.9
Server 05, 7.9 Desktop 05, 7.11 Server 05, 7.11 Desktop 085, 7.12 Server O5, 7.12 Desktop OS, 7.13 Server 05, 7.13 Desktop
05, 7.14 Server 05, 7.14 Desktop OS5, 7.15 Server 05, 7.15 Desktop O5, 7.16 Server OS, 7,16 Desktop OS, 7.17 Server 05, 7.17
Desktop OS5, 7.18 Server 05, 7.18 Desktop OS5, 1208 Multi-session O5, 1808 Single-session 05, 1811 Multi-session 08, 1811
Single-session 05, 1903 Multi-session 05, 1903 Single-session 05, 1906 Multi-session O5, 1906 Single-session 05, 1909
Multi-session 05, 1909 Single-session 05, 1912 Multi-session 05, 1912 Single-session O35, 2003 Multi-session 05, 2003
Single-session 05, 2006 Multi-session O5, 2006 Single-session 05, 2009 Multi-session 05, 2009 Single-session 05, 2012
Multi-session OF, 2012 Single-session 05, 2103 Multi-session O, 2103 Single-session O5, 2106 Multi-session OS5, 2106
Single-session 05, 2109 Multi-session 05, 2109 Single-session 05, 2112 Multi-session 05, 2112 Single-session 05, 2203
Multi-session 05, 2203 Single-session 05, 2206 Multi-session 05, 2206 Single-session 05, 2209 Multi-session 05, 2209
Single-session 05, 2212 Multi-session 05, 2212 Single-session 05, 2303 Multi-session 05, 2303 Single-session 05, 2305
Multi-session QF, 2305 Single-session 08, 2308 Multi-session O, 2308 Single-session O5

Apply policy based on the delivery group membership of the desktop running the session.

Delivery Group elements:

Mode | Controller Delivery Group |
awddc1-0001 bvtlocal:80 - -
¥] Enable RdsDesktopAndAppGroup

VdiDesktopGroup

o

11. gF T—%,
12. 1f SRERAFR FERP ARG IN, AGED BR%KE §i%E,
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Create Policy
Studio Summary
View a summary of the settings you configured and provide a name for your new policy.
Policy name: Policy1 V] Enabl li
+ Settings i | nable palicy
+ Users and Machines Ligscriphion;
|
Summary :
Settings configured: 1 Assigned to: 1 user and machine objects
Posture check for Citrix Workspace... b Delivery Group
Computer setting - ICA\VApp Protection Applies to all settings
Windows-AntiKeylogging;Linux-
AntiScreencapture;Mac-
AntiScreencapture (Default: )
=
13. BE T

ELIERTESHRERRE,

RN ARFFRIPESEEXRWETRATA

- MNRBEATESIKE VDA Citrix 2RE&, HEBEFFEHB Citrix Workspace N BIEFIRARZ1FE
SEINEE, WEKXIERE, MARREAEIRER,
tﬂ%m\ﬁﬂﬁﬁﬁ Citrix Workspace N RZFRASZIFESOEINEE, WSKIERIE, FRHERU

ﬂ;\n:n\ .
=] *l /L,\ .

o Windows 21EZR%; .

Citrix Workspace App et

Session is terminated as the App Protection posture check failed. Contact your system
administrator.

— Copy text to clipboard
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o Mac

Session is terminated as the App

Protection posture check failed.
Contact your system
administrator.

Please try again in a few minutes.

OK

o Linux 12ER%:

Citrix Workspace

Session terminated

Session is terminated as the App Protection posture check failed. Contact your system administrator.

OK

session ended because of outdated Workspace
version. Contact your administrator.

> i0S

© 1997-2026 Citrix Systems, Inc. All rights reserved. 114



Citrix Workspace™ app

Connection Error

Session is terminated as the App
Protection posture check failed.
Contact your system administrator.

More Info OK

BRIEXXBEIEED

EXNBk =S, EaL R TAER T NBEER RPN ELINBEF. £HE. Web N AIEFD
SaaS W HER.

FoRFM
s B TAEMNAERNEE, FRERETEE—BELTITHZE Citrix Workspace N 2R for

Windows 2309 {8 S hRAN,

o EMRIEFTH Web ¢ SaaS WAIER, BAAREFEHARZ Citrix Enterprise Browser 123 S E &ShRk
o

MUTEERRERE—BK EAFRE VDA !

1. EFEFH GPO K&, BXIFAER, BEAENRI GPO R,

2. SohASRBRmIRRR, AEHEINTEVERE > EEER > Citrix A > Citrix Workspace > R
TR > BEIEXBLE R,

3. ZEFERA, ARBEHEE,

|
FIEBLE IR EEERA, MREZHAH#ITNEEE), WEHAEL,
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Windows Server ##{ERFEF I N AIEFRIF. EIt, NREFEHE—BKLT1T Windows
Server ##{F R4, WARETRERTNARFFRIFNEMNBZFMRHE,

EEREHERAIFIIR
BHUARFFNBFRRRAIIIR, BRTUTSE |

1. BREM Citrix Cloud™ 1K 7154+ Workspace Configuration,

. . Devendra Satram
cifrix 2 o coD:bxjansodmews

10 w2 @1 2o

Library Offerings Resource Locations Domain Notifications
Identity and Access Management (_View Library ) (EditorAddNew ) (CAddNew ) CViewaAu )

Library

Network Locations

My Services (5)
Workspace Configuration

o8 a0 £ 36233 a0
Support Tickets “ @

Notifications

System Log

Available Services (15)

2. 7F NARE > R2NSHRIE > I8 > MARK.

Home > Workspace Configuration > App Canfiguration

Workspace Configuration

Access Authentication Customize Service Integrations Sites. App Configuration

& Submit Feedback

Workspace URL  hitns//apopautecloud com
Production @ Switch URL
View configured settings

Q (0 Andraid (0 chromeos O HrmLs 0 ws 0 Mac () Windows.

Updates and Plug-ins Anti Key Logging

Enterprise Browser

> App Experience Anti Screen Capture

~ Sacurity and Authentication Enabl and sh: app Ul screens.
App Protaction
Authentication Mac Enablod Gonfigured
‘Security Preferences

> Session Experience

() windows
> HDX and Multimedia

3. B Screen Capture Allow List %1% Windows § i%4E,
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citrix

Home > Workspat > App Conf
Workspace URL ausndesoldclodburitocon Production

@ View conflgured changes

> URL Configuration

Updates and Plug-ins

Enterprise Browser

> App Experience

Security Preferences

> Session Experience
> HOK and Multimedia

> Accessories

Reset all todefault

4. B Edit 3£,

a

AntiKey Logging.

Anti Screen Capture

O Andrais

Anti-DLL Injection

O chomsos

O s

RS o rom losdng

DLL Injection Exception List

Local App Protection

Process Exclusion List

Screen Capture Allow List

fanti-srsen captur s snabled Nots: T

before s

Windows

J¥ & 7R Manage settings for Windows F&.

5. MINERNNERRMRIFIIRHNBREFER.

fian,

"name" :

"signature":

"publisher":

"name" :

"signature":

"publisher":

"ScreenshotTool_1.exe",

"Screenshottool_2.exe",

nn
4

"ScreenshotTool_1 Signature",

"ScreenshotTool_1 Publisher"

O Windows.

0 Confi v
0Configured,0 v
0 Configured, 0 r v
0 Configured, 0 Unsaved v
0 Configure v
0Cont ~
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Manage settings for Windows

[ FN
{
"name": "ScreenshotTool 1.exe",
"signature”: "ScreenshotTool_1 Signature",
"publisher”: "ScreenshotTool_1 Publisher"
s
{
"name": "ScreenshotTool 2.exe",
"signature": "",
"publisher": ""
}
]
hd
4 14

e name WNIUIEE, [EBY, publisher # signature REEEHIEM. BE, BEIUR
MOAEXBY publisher #F1 signature , MUREEIFSIFRFAIN FBIERF e EEL
REEE.

o MNRZA publisher F signature B, FILEENAEFIUEHRESE,

o b, EEILGBEFEIRPARMZNEKE, S TNAERAIRRERRAITFIIR
F,

_ J

EIREX publisher # signature 12, 1EBIAIKEY publisher #1 signature 2.
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6. B RFEMR, AERE AHER.
7. £ RTGIQE MFER, BE B

Publish Settings

Do you want to publish these settings in Production?

FRHY publisher #] signature f§R

EIREY publisher # signature EE, BHRITUTTE :

1. FTANRAREFHEX .exe XHHXHAIE,
2. ARET .exe X, AEET BY. RER—TEBUHEE RS
3. BF BFEH, THELWZE publisher (&
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@ SelfService.exe Properties

Security Details revious Versions '
' General Compatibility .
H |
I Signature list

Mame of signer:  |Digest ... Timastamp
Citrix Systems, Inc§sha256 10 Nove._.

Details
|

Ok Cancel Apply

4. Bl ERERW PHNE-IKE, ARG F4AER > BEHIED.
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| Digital Signature Details

General  Advanced

=, Digital Signature Information
This digital signature is OK.

Signer information
Name: i&tri:n Systems, Inc.
E-mail: ;Hm: available
Signing tirme: |10 Movember 2023 12:16:59
Countersignatures
Name of signer:

E-mail ... Timestamp
DigiCert Timestamp 2023 Not av...

10 Novem...

Details

OK

5 B HHAER > B8, XAERETRHABRE signature o
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1 p Certificate

General Details

I Show: <All>
Field

S Enhanced Ke...
o CRL Distributi...
& Certificate Fo...
o Authority Inf...
< Key Usage

Certification Path

Value
Coede Signing (...
[1]CRL Distrib...

[1]Certificate P...
[1]Authority In...
Digital Signatu...

= Thumbprint d2e052e9da%0...

A LIO - A

Edit

Properties

Copy to File...

0K

EEHTZHBRIIR

ERHBRNNBHZFRTIR, BRITUTER

1. BRZH Citrix Cloud™ 1K 7 H1%4% Workspace Configuration,

B citix Cloua e startpage

Lo Devendra Satram
Nl Cilrix 2 o CCID: bxjanSodmsws

Home
My Services v - P

i 10 2 &1 20
Library . . : " P

Library Offerings Resource Locations Domain Notifications
Identity and Access Management (_View Library ) (EditorAddNew ) (CAddNew ) CViewaAu )
Network Locations
Resource Locations
Licensing

My Services (5)
Workspace Configuration
o8 =B 5 36233 =B & 5 36233 5 36233
Support Tickets i [a¥a) & & [a¥a)
Analytics Daa$ service profile xaccpl Remote Browser Isolation (D Secure Private Access XAXD service profile xaccp!
Notifications Security performance and usage insights. Daas servica profile xaccp o T s toall T
attacks.

System Log

Learn more: Learn more: Learn more: Learn more:

Available Services (15)

2. & NREFEE > REMNSHRIE > K& > NAEFRP.
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cikrix

Home > Workspace Configuration > App Configuration

Workspace Configuration

Access Authentication Customize Service Integrations Sites App Configuration

& Submit Feedback

Workspace URL  hitos://apppaute.cloud com
Production @ Switch URL
View configured settings

Q [ Android () caromens: ) HrMLs 0 ios D Mmac [0 windows.

Undates and Plug-ins Anti Key Logging 1Configured, 0 Unsaved v

Enterprise Browser

> App Experience

Anti Screen Capture
1Configured, 0 Unsaved A
~ Security and Authentication Enablos anti and shar app Ul screens.
App Protaction
Authentication Mac Enabled Configured
Security Preferences

> Session Experience

) windows
> HOX and Multimedia

3. B HEEHRIIR, AFIEF Windows §iEAE,

Q O Android O chromeos O HMs Qios O Mee O Windows

Updates and Plug-ins. Anti Key Logging.

Enterprise Browser

> App Experience
Anti Screen Capture
~ Security and Authentication

App Protection

Authentication Anti-DLL Injection

Securty Preferences the modules from losing.

> Session Experience

3 HOX and Multimedia DLL Injection Exception List - .
ctoncontol, e
> Accessories
Reset al to default Local App Protection
0 Config v
ani bt frfocat aont
Process Exclusion List
c A~
Windows Edit Configured

4. BEHYntE IR,

H &SR Windows & B RE,

5. AINERNINEEIZHRYIRAERZER.

fian,

"name": "sample_program.exe",

"publisher": "sample_publisheri",
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"signature": "sample_thumbprint1"

Manage settings for Windows

[ -
{
"name": "sample_program.exe",
"publisher"”: "sample publisherl”,
"signature"”: "sample_thumbprint1”
by
{
"name": "abc.exe",
"publisher"”: "sample publisher2",
"signature"”: "sample_thumbprint2"
}
1
4 »

e name WIUEE, [ERF, publisher #1 signature A&, BIE, BiH
70 publisher #1 signature MUMARSIEMIGHIZRMBIZIRT,

o« b5, ERILGESTEIBRPIAINZNRE, HSDHIZRINBHIZFRTIR,

\

EIREY publisher # signature 12, 1EBRIREY publisher # signature 2.
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6. B RFEMR, AERE AHER.
7. £ RTGIQE MFER, BE B

Publish Settings

Do you want to publish these settings in Production?

8. EHF/EBM Citrix Workspace appo

A8 USB Mikas Wahi2r HEFRIIR
SERTMERI R 75752 — 1% USB 12 &7 INB) USB TRk a2 HERFIE -

o EAARKITR
- FREENBEFIERS U

fEFRLESRBERTR

1. #BII551T gpedit.msc FTFF Citrix Workspace N TR AR REIERR,. B XIFAER,
BRAHEEEITR,

2. 7£ Computer Configuration (ITEHNEE) THT, ¥%%] Administrative Templates (EIEt

#) > Citrix Components (Citrix 28f§) > Citrix Workspace™ > App Protection (NFBTERF
{R4F) > USB Filter Driver Exclusion List (USB %28 chi2FHEFRFIR) o
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1=/ Local Group Policy Editor
File Action View Help
e A5 =@

1/ Local Computer Policy
v & Computer Configuration
> [ Software Settings
> [] Windows Settings
v [ Administrative Templates
~ [ Citrix Components
~ [ Citrix Workspace
> || App Protection
1 cep
Citrix Enterprise Brows
Citrix Secure Browser
Citrix Workspace Upd|
Client Engine
Compliance
Diagnostics
DRl
Fast Connect AP Supp
Global App Config Ser
Multi-Stream ICA
Network routing
Remoting dlient devicq
SelfSenvice
Storefront
User authentication
User experience
Control Panel

CRECLECRECRERRERERE

:

Printers
Server
> [ Start Menu and Taskbar
> [ system
> [] Windows Components
7 Al Settings.
v & User Configuration
> [ Software Settings
> (] Windows Settings
> [] Administrative Templates

CEERER
z

Select an item to view its description.  Setting State Comment
(1 Anti-DLL Injection

Block DoubleHop Launch Not configured No

] USB Filter Driver Exclusion List Not configured No

< >

2 setting(s)

3. ¥%#Z Enabled (BEEHA) , SA/GTE Options (%) NAIEFIHAEHERRAY USB 8% 8
Vendor ID ({

\ Extended /£ Standard /

[N7E ID) #1 Product ID (725 ID) o
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W/ USB Filter Driver Exclusion List o X

E‘ USB Filter Driver Exclusicn List Previous Setting Nyt

(O Not Configured Comment:

(®) Enabled
() Disabled
Supported on: ADMX Migrator encountered a policy that does not have a supportedOn value.
Options: Help:
USB Filter Driver Exclusion List This feature is to exclude the USB devices which have compatibilty | ™
issues with App Protection feature.
{ A
"deviceName"; "Device1", When the policy is:
"vendorlD": "FFFF", v
too b omm e Not Configured - None of the USB devices are part of the exclusion
list. USB Filter attaches to all the USB devices if App Protection is
active.

Enabled - Excludes the USB devices(Pairs of vendor ID and product
ID) mentioned in the exclusion list from the App Protection.

Disabled - Clears device exclusion list.
The USB Filter Driver Exclusion List field allows admins to add pairs
of vendor ID and product ID information that can be excluded from

the App Protection.

Sample format to add vendor IDs and product IDs to the exclusion
list: v

e productID # vendorID HIGRFEE, [FEY, deviceName FAE5EFIMERY.
o b5, ERAILUBEFELLRAPARINZ LB KL USB & RINRIHERIIR,

FEIREX productID A vendorID , IEZEIFIFKEY productId #1 vendorID o

4. BEH oK (MAE) »

ERLRMNARERS I

1. BREW Citrix Cloud™ 1K, fA/Fi%#E Workspace Configuration,
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B Citix Cloud e StartPage
. . Devendra Satram
Al Cifrix
Home
My Services v
10 2 @1 2o
Library =
Library Offerings Resource Locations Domain Notifications
Identity and Access Management (_Vview Library ) (EditorAddNew ) (CAddNew ) CviewAl )

Network Locations

Resource Locations

Licensing
My Services (5)
Workspace Configuration
ok 5 96233 EE PN L 5 96233
Support Tickets hia == & (==
Analytics DaaS service profile xaccpl Remote Browser Isolation () Secure Private Access XAXD service profile xaccpl
Notifications Sscurty performanca and Daas servic profile x Protact corporate network from web based Zoro Trust Notwork A aum XAXD service profle xaccp!
sanctioned applications.
System Log

Learn more: Learn more: Learn more: Learn more: Learn more:

Available Services (15)

2. ¥F NRRFEE > RENSHEIE > iEE > NARFRI.

cikrix

Heme > Workspace Configuration > App Configuration
Workspace Configuration

Access  Authentication  Customize  ServiceIntegrations  Sites

& Submit Feedback

Workspace URL  hitos//apepaute.cloud.com

View configured settings

Q [0) Android () Chrome0S ) HTMLS ) wos ) Mac () Windows

Updates and Plug-ins Anti Key Logging

Enables anti-keyl Koy

1 Configured, 0

wed N

Enterprise Browser

> App Experience

Anti Screen Capture
1 Configured, 0 Un ~
~ Security and Authentication Enablos and shy app Ul scroons.
App Protection
Authentication Mac Configured
Security Preferences

> Session Experience

) windows
» HDX and Multimedia

3. B USB Filter Driver Exclusion List, FA/53%™ Windows £ i%&1E.

Search Co

a O Android O chromeos O Hmwis Oos O vee O indows

16

Updates and Plug-ns Anti Key Logging. 0.0 1

nables ant eyloging that provets keyloggers from capturing oystiokes.
Enterprise Browser Enatles antkeylogingthat prevets keyloggers from capturing koyst

> App Experience
Anti Screen Capture

~ Secuity and Authentication

App Protection

Authentiation Ant-DLL Injection
TConfigured. 0 Unsaved v
. S—— e .
Secuity Preferences e oo fom 02415
> Session Experience
3 DX and Mulimedia DL Injection Exception List ot 0 et
st ont We e ot .
> Accessories
Reset all o default Local App Protection - .
Eatios antkelogsing. [y ——
Process Excluson List
Unsaved
Screen Capture Allow List
saved
fantseren capure s nsblaote securtyposure.
Setoreuang
USB Filter Drver Excusion List
TConfigured. 0 Unsaved A
Windows Edit Configured
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4. BEHYREED,

LEEH 2R EE Windows ISEBRR.
5. AINEFINE USB Thikes ik shi2 FHERRYRAVHIZ SN A BYE R

fgn,

[

{
"deviceName": "Devicel",
"vendorID": "FFFF",
"productID": "FFFF"

}

]
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Manage settings for Windows

[

{
"deviceName": "Devicel",
"vendorID": "FFFF",
"productID": "FFFF"

s

{
"deviceName": "",
"vendorID": "1FFF",
"productID": "1FFF"

}

Save draft

e productID # vendorID IGRFIEE, [FEf, deviceName FE5EFIMERY.
o LS, BEILUBEFELLRPARMZNEE, FZ1 USB & RINRIHRIIR

. J

EIREX productID # vendorID , IEEAIREY productIdD #1 vendorID o
6. EHREER, AERLRHER
7. ERMIKE INEER, BERB
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Publish Settings

Do you want to publish these settings in Production?

8. EFBEh Citrix Workspace N HIERF.

JREY productID A vendoriD
EIREY productID # vendorID , IERITUTHE :

1. RS EEEE, AENRIIERNNBBRTIRPIILE,

2. ERBELHRERN, AEREHEYE. EENER—TEEEERR.

3. BEFARGR", AR B TIRPIEEBH IDIATL

4. TEEFET, #IZk vio_ BIER vendorID , HIZXA PID_ HYER productID ,
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USB Composite Device Properties X
General Driver Details Events

o USB Composite Device

Property

Hardware Ids v

Value

USB\VID_046D&PID_C31C&REV_4920
USB\VID_046D&PID_C31C

‘ OK ‘ Cancel

B0EfER LD_PRELOAD IheE N AEFHNAFSIR

£/ LD_PRELOAD IhgEfC B IFFIRAGEA FERAF Linux B9 Citrix Workspace™ [z
Fo
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MR EMIEESTHN BEFREA LD_PRELOAD, NWARFFIFREIEREFIPFRIENED. IR
GEEIENNBREFREESERIE, ERIUERATFIIRINE. EAFEREMER
LD_PRELOAD KN A 2R, B IMECELIFIIR,

SNREAMER LD_PRELOAD NN AR IETEIETT, NARFRIPRELEZFRIFRIESH, BUR
FHEAENNARFIEEERME, EAIUERAITIIRIIGE, ERITXENARERET, EF
ZREIITIIR.

EALLES U T ESER TN N AR AN INEITIFFIR

1. IRFETEFELIEZRIFRY VDA AZFRIE B TIRT#H R,
2. ARFIIREIZEREX FHRNIIE RS RIHR,

IRBIPELEZ4RIF VDA BRINVHTE

Y AR FIPEER LD_PRELOAD MELESZ{RF VDA E&hEY, 1EI0IEFEA LD _PRELOAD HY
HI2, FLUSEIEMHZRNRI YR,

ZiR5IEA Lb_PRELOAD RUHAR, IBERAUTHIA. HERFAN .sh FERAHEZRREOFIN

sudo BT :

#!/bin/bash

declare -A map

append_kv() {
local key="$1"
local val="$2"

local sep="8$3"

if [[ -v "map[$key]" && -n "${map[$key]}" 1]1; then

map["$key"]+="$sepSval"
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else

map [ ll$keyll ] =ll$valll

fi

escape_json_string() {

local str="$1"

# Escape backslashes first, then quotes, then other control characters

str="${str//\\/\\\\}" #\ - \\

str="${str//\"/\\\"}" #" o A\"

str="${str//$"'\t'/\\t}"

3+

tab - \t

str="${str//$'\n"'/\\n}" # newline - \n

str="${str//$"'\r'/\\r}"

3+

carriage return - \r

printf '%s' "$str"

print_procs_JSON() {

printf "{\n"

first=true

for key in "${!map[@]}"; do

if [ "$first" = true ]; then

first=false
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else

printf ",\n"

fi

printf " \"%s\": \"%s\"" "$(escape_json_string "$key")" "$
(escape_json_string "${map[$key]}")"

done

printf "\n}\n"

validate_json() {

local json="$1"

if command -v jq >/dev/null 2>&1; then

printf '%s' "$json" | jq -e . >/dev/null 2>&1

return $?

fi

if command -v python3 >/dev/null 2>&1; then

printf '%s' "$json" | python3 -c 'import json, sys;
json.load(sys.stdin)' >/dev/null 2>&1

return $?

fi
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for

# No validator available on PATH.

return 2

pid in /proc/*/; do

pid=${pid%*/}

pid=${pid##*/}

# Only numeric /proc entries are process IDs.

[[ "$pid" =~ A[0-9]+$ ]] || continue

environ_file="/proc/$pid/environ"

cmdline_file="/proc/$pid/cmdline"

if [[ ! -r "$environ_file" || ! -r "$cmdline_file" ]]; then

continue

fi

# Check if the process has the LD_PRELOAD environment variable set

1d_preload=$(cat "$environ_file" 2>/dev/null | tr '\@' '\n'

'"ALD_PRELOAD=' | cut -d '=' -f 2-)

if [ -n "$1d_preload" ]; then
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# Keep only argv[0] (the executable path/name) from cmdline.

cmdline=$(cat "$cmdline_file" 2>/dev/null | tr '\@' '\n' | head -n

1)
[ -n "$cmdline" ] || continue
# Output the LD_PRELOAD value and the process cmdline in JSON
format
append_kv "LD_PRELOAD=$1d_preload" "$cmdline" "|"
fi
done

# Generate and validate JSON output before printing.

json_output="$(print_procs_JSON)"

if ! validate_json "$json_output"; then

status=%$?

if [ "$status" -eq 2 ]; then

echo "Warning: could not validate JSON (no jg/python3 found)." >&2

printf '%s\n' "$json_output"

exit 0

fi

echo "Error: generated invalid JSON output." >&2
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exit 1

fi

printf '%s\n' "$json_output"

IRIE_ LR AR R, IRAISHZRIF VDA B RMAV#HZ, HRFXEHZRINETITFHIR,
XR—INROIER, BR7THEEMESIRNNAEFTIRE L.

S sudo
_./detect 1d preload procs.sh
{
"LD_PRELOAD=/snap/lxd/current/1lib/x86 64-linux-gnu/libSegFault\\.so0": "lxcfs",
"LD_ PRELOAD :/snap/snapd-desktop-integration/387/gnome-platform/\\SLIB/bindtex

tdomaln\\ so": "/snap/snapd-desktop-integration/387/usr/bin/user-session-helper|
_fbnapf:napd debktop—integration[38?[u5r[bin[snapd—desktop—integration”,
"LD_PRELOAD=:/snap/firmware-updater/226/gnome-platform/\\SLIB/bindtextdomain\}

.s0": "/snap/firmware-updater/226/bin/firmware-notifier"”
:
1

SIBARIFAIRECEX
HFLZEFRR, #BRRFIIREEXHRINRZE, EFEETEXRFERNEZILEEX M+,

1. 7E“$ICAROOT/config/" X A3l —1 % /3 AppProtection_Preload_Allowlist.json BYZES 4,

2. %c, BUTHEIUANBRRFMER, BN FEER TAREIET LD_PRELOAD R{F AR ER
L%EEO

"LD_PRELOAD_PATH1" : "PROCESS_PATH1",

"LD_PRELOAD_PATH2" : "PROCESS_PATH2|PROCESS_PATH3"

L}('FEM/T%?”J\JJDEE% HYRBIEIR

3. REXMH, SAEERUTHRIZE AppProtection_Preload_Allowlist.json SZHEIABR,

© 1997-2026 Citrix Systems, Inc. All rights reserved. 138



Citrix Workspace™ app

sudo chmod 644 $ICAROOT/config/AppProtection_Preload_Allowlist.json

REXREFATERSR/NNENRAN, UHLETR, DI ERHRNENRERFRHER
WRAAT (\\) #1758 Yo

B0, RISHEARLNT

LD_PRELOAD=:/snap/firmware-updater/226/gnome-platform/\\$LIB/bindtextdomain\

\.so0": "/snap/firmware-updater/226/bin/firmware-notifier
- BEEABRHEETF 126 XFNAIETE, AIMUMEAENRARLINEBBANDIFIIREE !

LD_PRELOAD=:/snap/firmware-updater/\\d+/gnome-platform/\\$LIB/bindtextdomain\

\.so0": "/snap/firmware-updater/226/bin/firmware-notifier
o ERILEREPEE. S, ENRENRANEXNPREHRFR, HEBEX !

LD_PRELOAD=:/snap/firmware-updater/226/gnome-platform/\\$LIB/bindtextdomain\

\.so0": "/snap/firmware-updater/226/bin/firmware-notifier

- IRFEEMGHFR, HI0 * (BIS) & \» (@EAFS) , BUERNARXNHEH#ITHE
Xo

KRN AREFFREP

£ Windows ERANRBREFFIFHTE

NARFRFRIFETE, *"XIFERANBRERRIP. H—H#ZFNRRAZEZEHZE Citrix Workspace
[ 2R, FHERF Start App Protection ETZ IBLA LT ETERF,

EXRANARFRP, BRITUTIER

1. E# Workspace N FHER.
2. RREEEEFHENITEN.

3. BRR%E Workspace N AIEF.

- WFETF U NRE, BRERIETREERMNARFRP 8 1EE,
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& Citrix Workspace

Add-on(s)

Citrix plugins and services (0/T)
() start App Protection after installation (©

Third party plugins (0/1)
() install Microsoft Teams VDI Plugin @

s WFETFHRITHNELE, BRFREBRIIZENRKAI /startAppProtection #RG1TiE
i,

5140 © PS c:\Users\WDKRemoteUser\Downloads> .\CitrixWorkspaceApp.exe

4. TRTER, BIANNBREFRFRIPFETATEIERES, BEEGDIEAF MBTU RS, KER
BONMAEGRE AT EFELE RS I FENAH, KENER STATE: 1 STOPPED, #1tHMN
AL 52 RPN

* sc query appprotectionsvc
C:\Users\WDKRemoteUser>sc query appprotectionsvc
SERVICE_NAME: appprotectionsvc

TYPE : 18 WIN32_OWN_PROCESS
STATE : 1 STOPPED

WIN32_EXIT_CODE : 1077 (©xu35)
SERVICE_EXIT_CODE : & (©8x8)
CHECKPOINT 1 Bx0
WAIT_HINT . OxB

* sC query ctxapinject
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C:\Users\WDKRemoteUser>sc query ctxapinject

SERVICE_NAME: ctxapinject
TYPE : 1 KERNEL_DRIVER
STATE : 1 STOPPED
WIN32_EXIT_CODE : 1077 (@xu35)
SERVICE_EXIT_CODE : 8 (©x8)
CHECKPOINT . Bx®
WAIT_HINT : Bx@

e sc query ctxapdriver

C:\Users\WDKRemotelUser>sc query ctxapdriver

SERVICE_NAME: ctxapdriver
TYPE : 1 KERNEL_DRIVER
STATE : 1 STOPPED
WIN32_EXIT_CODE : 1077 (Oxu35)
SERVICE_EXIT_CODE : ®@ (Bx8)
CHECKPOINT : Bxe
WAIT_HINT : Bx@

e sc query ctxapusbfilter
C:\Users\WDKRemoteUser>sc query ctxapusbfilter

SERVICE_NAME: ctxapusbfilter
TYPE : 1 KERNEL_DRIVER
STATE : 1 STOPPED
WIN32_EXIT_CODE : 1877 (exu35)

SERVICE_EXIT_CODE : @ (@exe)
CHECKPOINT . Bx0
WAIT_HINT : Bx0

{X{X{R#F sStart App Protection after installation £IZIEXRIER, HEEXLTEME
BfEH /startAppProtection fRR{TIEI, HABEFENBERRIPRIFELETARERS.
MREMNTERBRATNAERFRIFNZR (BRNARER. ERER. SMHKIE. Web/
SaaS M AER) , ENIEMAENAREEFRIPFIRSBHEEITIRS. NREFENAEFRFRF
REFRIERS, BBEMENAREFFRIFICEHISENER. EXEASMAHNTSE, 15
S LA,

RRARFHREN

RXHENE T AR RRSHERE,
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IERIAER T A 7E7E Windows ER2ARSHIRER] -

B GPO LB RFEHEREA

IR SRR AR AR

S %] Computer Configuration (GtE#1EE) > Administrative Templates (EIEi&EtR) >
Citrix Components (Citrix £84) > Citrix Workspace™ > App Protection (NZFAIZF1RIF)
> #3%4% Screen Capture Notification (FREHFEH)

.=/ Local Group Policy Editor
File Action View Help
e 1@ = HmE 7

1=/ Local Computer Palicy
v & Computer Configuration
> [ Software Settings
> || Windows Settings
~ || Administrative Templates
~w || Citrix Components
~ [ Citrix Workspace
> | App Protection
1 cerp
“| Citrix Enterprise Browser
(1 Citrix Secure Browser
"] Citrix Workspace Updates
| Client Engine
| Compliance
1 Diagnostics
1 oPl
| Fast Connect APl Support
| Global App Config Service
1 Multi-Stream ICA

A T Mlamosmds wai bise

3. EEHRRETEEFERA.

[ mppotecion

Setting State
~| Anti-DLL Injection
| Block DoubleHop Launch

Screen Capture Notification

Edit policy setting

Requirements:
All Citrix Workspace supported
platforms

Description;

If “Disabled", screen capture
notifications will not appear when a
tool tries to capture/record a
protected window.

If "Enabled” or "Not configured",
screen capture notifications will
appear when a tool tries to

capture/record a protected window.

Not configured
een Capture Notification Mot configured

Not configured

|i=] USB Filter Driver Exclusion List
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R e T SRR

& Screen Capture Notification a X

ificati :
[F] Screen Capture Notification Previous Setting Next Setting

() Not Configured ~ Comment ‘
(O Enabled
)
— Supported on: v Workspace supported platforms .
v
Options: Help:
F

If “Disabled", screen capture notifications will not appear when a
tool tries to capture/record a protected window.

If "Enabled” or "Not configured”, screen capture notifications will
appear when a tool tries to capture/record a protected window.

4. FEERMA.

RARBTA
ZRE, SAPSHBREZFRIPHZRY, BRHERENAHI,

MRFEURECEENER TEH T RRBRARENARER, NERSHRENKENKZ
B%, RARPHFREREN,

b

P REHEER

AXNBUEEAREFE _EA Citrix Workspace app HEBR App Protection &,

BXBEHRAR, BERUTRE !
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- BRABERG R
o SRESESULI

« App Protection Z&I0E

KREREBE R App Protection

EATF Windows B Citrix Workspace N AT

M Citrix Workspace app 2212 kkRAFF44, App Protection ZRINZEE, BR, ZAGTTREA T ERNE
REERES, BEABATHEREEEH 7T “RERBE App Protection” § 1E1E,

« T 2311 ZHIBY Citrix Workspace app hig 7 :

@ Citrix Workspace

App protection

Enable this option to prevent screen captures of the app, and to
protect it from keylogging malware,

|:| Start App Protection after installation

Mote: If you do not enable this checkbox, App Protection
automatically starts upon the first launch of
a protected resource or component,

Install

Cancel

« M Citrix Workspace app 2311 hRA<FF44 :
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& Citrix Workspace

Add-on(s)

[:] Start App Protection after installation ()

[N

Install Cancel

XfF 2212 ZHiRY Citrix Workspace app hRA, X SHEE LS Citrix Workspace app B ixH“EH
App Protection” £ IEAERY, F %% App Protection HEELAFENRES.

@ Citrix Workspace

App protection

Enable this option to prevent screen captures of the app, and to
protect it from keylogging malware.

|:| Enable app protection

Warning: You cannot disable this feature, To disable it, you must
uninstall Citrix Workspace app.
For more information, contact your system administratar.

Install Cancel

NARFRIPAULTFERIPRESHIEESITRS. BERERSIVRS, BRITUATEIRZ— !

« XF Citrix Workspace RZFF2FhRA 2206 S ESARA, ST TS -
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SC query appprotectionsvc

BN Command Prompt

Microsoft Windows [Version 10.0.19044,2604]
(c) Microsoft Corporation. All rights reserved.

C:\WINDOWS\system32:sc query appprotectionsvc

SERVICE_NAME: appprotectlonsvc
TYPF 210 WTN32 _OWN_PROCESS
STATE : 4 RUNNING
(STOPPABLE, NOT PAUSABLE, IGNORES SHUTDOWN)
WIN32_ EXIT_CODE : 0 (0x0)
SERVICE_EXIT CODE : © (0x9)
CHECKPOINT :
WATIT HINT

C:\WINDOWS\system32>

« XF 2206 ZHIHY Citrix Workspace N AAIEFHRA, ST TGS -

SC query entryprotectsvc

:\Users\ra »sc query entryprotectsvc

SERVICE_NAME: entryprotectsvc
TYPE : 1@ WIN32 OWN PROCESS
STATE : 4 RUNNING
(STOPPABLE, NOT_PAUSABLE, IGNORES_SHUTDOWN)
WIN32 EXIT_CODE 1 @ (6x9)
SERVICE_EXIT_CODE : @ (©x8)
CHECKPOINT :
WAIT_HINT

TzﬂZmecmmmwwmeF%&rW$¢ INRITEZLEE Citrix Workspace N T2
BRER BANARRHRP £ EIEHST LR SRERS, NEERUTHEIFER

C:\Windows\system32>sc query appprotectionsvc
[SC] EnumQueryServicesStatus:OpenService FAILED 1060:

The specified service does not exist as an installed service.
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& F windows BY Citrix Workspace NI/
1. %R HEWE prmtiiERE
2. & Win + R TSI XEHE > A cmd > i%F Enter’,
3. BT TS :
- INRIFFERAZ 2311 ZETRIERT Windows B Citrix Workspace N FIERFRRA, N5EiTL
TS -
o sC query appprotectionsvc
° sC query entryprotectdrv
° SC query epinject6

o sc query epusbfilter

o WNRBERRIERAT Windows hRA 2311 FHE ShRAH Citrix Workspace N 2R, 1BiE
T TS -
° sC query appprotectionsvc
° sC query ctxapdriver
° sC query ctxapinject
° sc query ctxapusbfilter
?Ef \—D%»L/(&}‘A E /u\”&%IEJ‘I&%EGEEEJTTE o
& T Mac B Citrix Workspace N FRTEFF
E/E.E\ E /u\Lw% EPFEﬂ”&% E/L;\#?IEL ~o
EHF Linux BY Citrix Workspace N EER
1. BITRER util XHRPHERIKERETHRITX M. B0, /opt/Citrix/ICAClient/util/

setlog o
2. BE 28EA (WPBREEN, FTHRERIVEEFRFHNAR) -
3. BENAREFEFRIFATIER.
4. BRBEHRFFA, FNAREFFRIPAERIIZENFH (NERESNER) .
5. BFF App Protection E2HARBFHFTR. 1%EHF Group > Inherited,

6. 71 wfica EFBEE. AHETE wlica Fi%&#F Verbose, 1R App Protection k& %5, wfica T
ERNE], MSWKBIEE < P3563 > citrix-wfica: App Protection is not installeds
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7. EohRiEN, BEMCREIREREM Log output Path FIgERIX .

Citrix Log Preferences

Class Level Working Level Expand All
-3
! Wica Verbase Verbose Coll Al
— Webhelper
App Protection Verbose Verbose Set All Default
i— App Protection Service  Inherited Yerbose =
Set All Disabled
I App Protection Preload Inherited Yerbose
— Anti-Keylogging 58 Inherited Verbose | et All Inherited
Anti-Keylogging X11 Inherited Verbose E
— AntrKeylogqing XCB Inherited Verbose
' Anti-Screencapture X11 Inherited Verbose
— AntiScreencapture XCB Inherited Verbose
Crypto Wrapper
M| Date (18] Tirne M| Name B Process 1D set All Default
|__|Thread ID B Sesson 1D _|usarID || Group ID
'!! Log Class 5_: Log Level | Function |__: Source File Set All Disabled
|| Thread Name st All Enabled
Log Cutput Path HMarilogrotruiCACkent. log Apply Changes
Max Log Size (MiB) 200 Load Current | g
Max Old Log Files 2 Load Default ;
Max Log Sessions 200

I PR HERR

App Protection A#REIE TN

HE— MEAFNNE (preload) BN B EFTEER T Linux BY Citrix Workspace™ [ iR L3B1T
By, BRBRUTEIR

FoiEE i (/en-us/citrix-workspace-app/media/unable-to-launch.png)
BRERICRE, BFRBUTSBRIRE:

1. I93F App Protection fRE @S 1IETEE1T, BERAUTHRS :
systemctl status AppProtectionService-install.service

2. EFEIHTEN, ARER.

3. MNREFBFREAFE, BEM IRFIELEZRF VDA BaifviHiz FIREEIARIRG S0
il pti =

4. XATFIHRE, ARER,
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5. MNRZNARRFENEN, 15Z[EFEH LD_PRELOAD F5I&K, B XEBIFAER, 15811
LD_PRELOAD 7tiF5REE,

6. SARFIEIAFE, BREBX BEHERIIFAR. EXIFAELR, HEH BEESE.

3BT App Protection RS ANZRRERNNAERF LER
NR@E App Protection JREEZANZRATEANNARZEF LEXR, BRITUTSE

1. SNRIERT Citrix Workspace N RRFMRABET U TIRA, BREAEFIESRA

« S&FF Windows B9 Citrix Workspace N FAAFER 2002
« S&ATF Windows (Store) B9 Citrix Workspace W FIf2/% 2305.1
« &M T Windows B9 Citrix Workspace N AFEF 2203.1 LTSR
 S&HTF Mac B9 Citrix Workspace TR 2001
 S&FTF Linux B9 Citrix Workspace R 2 2108
« S&FTF Android B9 Citrix Workspace N FF2RF 24.7.0
 S&FT iOS Y Citrix Workspace [ FBTER 24.9.0
2. FARIEZZABTE Windows ZRIFRIERS (B Windows 2K16 3 Windows 2K22) H&4E
Citrix Workspace N 2%

3. MRHELARAEEMRETHIR, BWREHEHEKR Citrix AR BXKRERTHNESZE
% ) -lﬁé/%'%—_l E lu\l‘ly%o

ERFMMNARBIEE, BEANARFRIPRBNIRREN NS ERER
MREAAMNAEIEN, EEBRNARFRIPREBIFRRENRSZLER, BRITUTIR

1. H{RIZH Delivery Controller™ hRARETF 1912,

INRITEARRE 1912 MkAZ BT Delivery Controller, MR #FMN RIZF R

2. MNRT{ERMIZ 1912 F) 2203 2889 StoreFront kA, BEWIEEEEEE A StoreFront BE
Xo BXEH StoreFront BEXMEZER, 1BEIREA StoreFront BE Xo

3. WRIEFEARIZE StoreFront 2308 S E S hkA, NIFTFEF StoreFront BE X EFEHAET
StoreFront 2308 I E SR HITES BIRIER 2T E1EH A StoreFront FREEEBIEAT
N R RIF,

4. WIHEREBEIEMARXVABAT LAREFRIPIIEE.
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5. NRFHE LRFEEZRMEAER, BREREHBHER Citrix EALF. X KEAENEZE
B, 1585 IE Citrix Workspace N FTER BE 1 g StoreFront Hi&o

BEE BN AEFRIPFHNAERNTAEIIZ 2R

X} FiEATF Windows Y Citrix Workspace W EIEF, EREIETNINE A REBBIINBER
R 8 31%4E, UAMEFRNBAEFRIPFIRSEEMHEL T TS, NREREIRPREARER
BN REFFRP §3%E, WEEMERTNAREFRIFRIEBNZERN, NARFFRIPFRSS85)
Bl BIERGLE, NAEFRIPEUREREE—LEFEERs). Y, TaUEREHREN, HE

Ith, BNEREIRETER REGEINAERFRP 8 IEE. BE, EFEIERTNARRERP
NERE, NEIZLEE. B2, IRMATEIENEATNARFRFRIFNER, BRITUTYS
=

1. UEERSMITASSRRIAHSTUTSS, RENAREFFRIFIRS S EREEST
I sc query AppProtectionSvc

2. MRNARFRIPIRSARE!T, BSTU T TEMZARS !
I sc start AppProtectionSvc

3. MMRTFHRIAFE, BRERTHER Citrix ARz, BXREASHNESER, H8HE BE
Wge,

TER AR AN AEFRP

YNSRFTEBEF Web Studio 8¢ PowerShell AAME AR (THE A ER N BRZFRIF, BRITUT
TR

1. RELEEREWEAMEFNTRIL. MNRAFRNIFENERT A, WEEREBNARFRF.

2. NRMENFEHEARETA, EREFTENIFELEFRINFAE,

3. AMFHIEfE, EFETFAHERSHHZIREBRERNBERFR.

4. NRBEVMFLEATR, BERNATEERREZRNBREFRRFRF, BETUThSRERTER
T TrustRequestsSentToTheXmlServicePort

Get-BrokerSite | Select-Object TrustRequestsSentToTheXmlServicePort

5. NERKEMA TrustRequestsSentToTheXmlServicePort , BERUTAEZ—EA XML {E
£
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« fF Web Studio :

a. BRIEH Citrix DaaS™ kP, AT BIE >

= cCilnX  DaasPremium

& > B XML 5.

Manage ~  Monitor

Settings

‘The following settings apply to all resources.

Assign |
;;;;
e i us: Das Premim.-Por User D
Date and time
e andiime & s Some s a5
=l
6 zones
Enable DNS resolution
3 ssckup+ R Preview
4 Quick ep!
e @
V@

b. ¥TF B XML 5 F %,

o {EF PowerShell : ETUTHESUER XML E1F :

Set-BrokerSite -TrustRequestsSentToTheXmlServicePort $true

6. B TrustRequestsSentToThexmlServicePort [&, BXERANAREFER.
JBEER Citrix A1,

7. NRF R L RAHERNAT AR B AR AREFRP,

N RAERFRIPEREER IEFLN A
BRRERUTRY :
o IRETEERAS M Citrix Workspace N I FARA,
RAIEEE B A& HAIThEE,

XN
° Z jJ Eiﬂz:ztr_ /n\J:O
EogS

Citrix Workspace NFEFBEER /includeappprotection FF %,

Downloads

2. MERFHR LR MHENAREFFRIFRIBIARERNAE, BIRERTHEXR Citrix SAZFF. BX

WERENWEZEER, B8R WE Citrix Workspace M FZFHE

JE Citrix O LNRBEHEEER !

o &/MEE X ARRIFH Citrix B, 2#E Citrix Workspace N AERF.

© 1997-2026 Citrix Systems, Inc. All rights reserved.
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# Linux E&%T Citrix Workspace RAEFHER T NARF RPN T ES IR ERSR

1. MNREEANZERT 2204 IRAB Citrix Workspace N ER, NN ARFERIPHEER IHER
glibc 2.34 ESRARIRIERSE.

2. NMRWLLZETE, WEEFEHRAMRERAAET EEHN. ENRERABEIRMFPIX
g, BRITU TR —

. EFREFIRERY
o HARERZIMERE, AGFERLREZ Citrix Workspace N A2,
3@ Live OS Bzh, HNIBERIERAEFHPER rm -rf /etc/1d.so.preload Xf#o

IR SR B S

LURER 7 18 m] sl B B9 — L m) A Ko an feg 3 B AT S PR HRRR

ICA® XHMEN, BRIENHEET

NRERT NARFRIPRIEEICNINERELN BREFNRERIER ICA XHRENR, N
BREIEF R RUATHEIRHERZ— ¢

&M T Linux B9 Citrix Workspace N R 2%

Citrix Workspace - Ix

Session terminated
Session is berminated as App Protection has detected policy tampering. Contack vour system administrator.,

oK

« J&EATF Mac B9 Citrix Workspace N R &R
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Session is terminated as App
Protection has detected policy

tampering. Contact your system
administrator.

Please try again in a few minutes.

OK

« i&ATF Windows Y Citrix Workspace N FRIEF

Citrix Workspace App

Session is terminated as App Protection has detected policy tampering. Contact your

systern administrator,

— Copy text to clipboard

B2, fREME ICAXHRKELERBESIONERSA, FENHEE!T, BRITUTIE !

1. 7£ Virtual Delivery Agent F1, $ITLATIRIE :

/

7‘

a. BITUTHESHIE ctxappprotectionsv IRZER

ETEETT

sc query ctxappprotectionsvc

b. 408 ctxappprotectionsve ARFBFKIEIT, BHRITUTHTBENZRS :

¥ ctxappprotectionsve FRENEBIEREXNED, HEBSITUTHS :

sc config ctxappprotectionsvc start=auto
ii. BWITITU TR ERARS :
sc start ctxappprotectionsvc

2. EEPImP, PITUUTERE !
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a. }&E vdappp.dll XHR2ENMTF Citrix Workspace N FIEFRIZENE, Citrix Workspace [
RREFNBRINREAENT !
« Windows #2{EZR 4t — C:\Program Files (x86)\Citrix\ICA Client
 Linux : /opt/Citrix/ICAClient
« Mac - NEH
b. FERF Windows B Citrix Workspace W BF2ER, 1EfER procexp.exe H1ZE vdappp.dll
XS BEMEE wlica32.exe H,
c. XFERATF Linux BY Citrix Workspace N2, BHE vdappp.dll XS EMEE!

wfica.exe H,

3. ﬁﬂ%’%iﬁﬂbrﬂfﬁ, 1§W$E,u\#$§$ Citrix ?ﬁ*ﬁ*#o ﬁ?i”&%ﬁuﬁﬁ%%ﬁ: SY) %%[EE/:L!.:\
W&,

SHEMELRERES, REEESNELETE

NREEFEoIEMIENEE, REESULNINERELETE, NAERRANENEMNENARER
FRIFIRS RT1T. BEEBIRERE LRITUTER

1. SBITUT@SHIKWE ctxappprotectionsve REEBEIEEGITHIZE BTG -

sc query ctxappprotectionsvc

S—g—

2. 308 ctxappprotectionsve BREZFRIGIT, BHITUTHBRENIZIRS :
a. BLBITUTHSRF ctxappprotectionsve ARSZHIEEIEBEXNELD :
sc config ctxappprotectionsvc start=auto
b. WBIEITU TS EIMNIZRS !
sc start ctxappprotectionsvc

3. MNRRBEISHLNINEEMTEERE T, BRERTHEXR Citrix :&AXZF. B XKWEBTRIF
MER, BFEHAERSE,

FOREREN REFRIFESHE

LUR BB 7 1EFI sE B B 89— L (Rl A Ko an ] A R L () 3t

RIFBKIE, REFEMAHRHER
NREMNEMNAEFHRERIERARLL, RETEAHERER, BRITUTEE !
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1. WEER Citrix Workspace N RAREFRARE R T UTRAZ— !

« &R Windows B Citrix Workspace T2 2309
« S&FTF Mac H Citrix Workspace W B2 2308

« S&FT Linux B9 Citrix Workspace R FF2F 2308

_-==

AR

#02 Citrix Workspace M AREFRAR TS E 1 PHIENRAE, FENRREFRFRIPESK
EREEER, NRMNARFRRERIEREL, MARETERERER. B, N0
R Citrix Workspace MBIEFRAKXRFHEFTFTHE 1 PIHIRE, HENBEFRRIPZ
SHEREER, WELNAERFIEERIEFELLEHEREBIRER,

.

2. RENAREFRIPESKERESTERR.

3. N2 Citrix Workspace N ARZFhRAKRFEHFT Lithkd, FHEESHOENR LA T EDRES,
B BEFHELR Citrix BARSR . BXREAEHNESER, BEHATNRE,

MAEFRIFESKEEREA, BIERFRIERLILE

BE, MRNBERFRIPFESKEREER, HAEKIEEEIIAAR Citrix Workspace W RIEF%E
¥, MSiEHmEit,

BR, IRKIEREL, BHRITUTHSE !
1. 7£ Virtual Delivery Agent B, $ITLATIRIE :
a. BITUTHSHKE ctxappprotectionsve RZBEFRIEIESIT :

sc query ctxappprotectionsvc

b. 202 ctxappprotectionsve BRFZBFREIT, BRITU T BEENZARS :
i. TITUU e ctxappprotectionsve service BIEmIZEEEH N automatic :
sc config ctxappprotectionsvc start=auto
i. BITATaRERRSS
sc start ctxappprotectionsvc
2. RETFRANZESHE EEEEBU TSR Z— !

« XFEATF Windows B Citrix Workspace N FF2F, windows-
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« XFEATF Linux BY Citrix Workspace N AFER, linux-
« XFEATF Mac B9 Citrix Workspace N FH#EF, mac-

3. WEEAHE ERECREMRX TAERMI, RACISETTEM.

4. IE reg IE
( Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Citrix\AppProtectionPolicies )
, UBIFZEEKRE R E Virtual Delivery Agent @45,

5. WNRFHEFE L%, FHHIBAR Citrix Workspace N AIEFHSIETAER, 1HWEREHEE
% Citrix AR, BXKRERENEZER, 15817 AEKE,

RARFRIFESKEE—FELTHE, BES—FELERIE

B, NEERRFRIPESKENETREE— TN FELIE, MES—1TFELERIE. fla, NA
R RIPESKREINREIEER T Windows B Citrix Workspace N R ET1E, {BIEERT Linux
B9 Citrix Workspace N AIEF _ EART1E,

EXMIERT, BHRITUTIE
1. REERANZESHNEERTEBU TR —

o XFEATF Windows B Citrix Workspace 2%, windows-
« XFEATF Linux BY Citrix Workspace N ATER, linux-

« XFIEATF Mac B9 Citrix Workspace N FHTEF, mac-

2. RELZSHEEESERIERX FERMI, BAEl2HBETFan,

3. #& Virtual Delivery Agent EBY reg fiIE
( Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Citrix\AppProtectionPolicies )
, URIFESKHEREE Virtual Delivery Agent [E%5, EN1%57E Studio FEBERIRNAIT
Ao

4. TNRFHEEAE LREY, FERIETIEZERIIBRRAR Citrix Workspace N 2RF, MUWEBREH
BXR Citrix BEAEZ . BXWEHEHNEZER, BRBEERE.

AEME

- BIREERT Windows BY Citrix Workspace MR HE, B2 iEAT Windows BYHEW
%

« BEEHT Mac B Citrix Workspace N BERFBE, 155 EHTF Mac HEKE.
« BIRESERT Android B Citrix Workspace W R AE, 1525 tfAKREHK.
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o BIWEFERT Linux MY Citrix Workspace R AL, BRITUTSE :

a. BITREMN util BRPHIINBFIRERIRITXMHE. FI80, /opt/Citrix/ICAClient/util/setlog.
b. (Ai%E) B Set All Disabled (£F2HA) , HHAFRNBEFRENEE.
C. E% IJ’_‘_}EH*EJJW%?FE;L,\'LEio

d. BEARREHIERE Verbose (F4) , RNARFEFRIFATRINGERNFH (NERE
%*”%Eﬂa&) o

e. BRANBRERFRIPEHERETEF TR, 1%EF Group (4H) > Inherited (4%7)

f. A Linux BEIEREARERE (M install dir B5h util/setlog) , FHELLEERNRAEICFER
SES R EL,

g. A wfica EABE. AR BT wlica Fi%EF Verbose (1F4l) . MIRALZENARREFFIPH
wfica ToE MR BEEFRRIP, NaWEBE < P3563 > citrix-wfica: App Protection is

not installed,
h. B wfica 71 winstation driver BB EIZF &5 IEHR N Verbose (3F4) »
i. BohRiEs, BEMICREREHEEEREPIRBIAISHEF,

Citrix Log Preferences

Class Level  Working Level i Expand Al

| -+ Whica Verbose Verbose
1I' — Webhelper

App Protection Verbote Verbose Set All Default

App Protection Service  Inherited Verboss

Collapse All

Set All Disabled
I App Protection Preload Inherited Verbose
— Anti-Keylogging 58 Inherited Werbose set All Inherited
I Anti-Keylogging X11 Inherited Verbose
— Anti-Keylogging XCB Inherited Verbose
: Anti-Screencapture X11 Inherited Verbose
L AntiScreencapture XCB Inherited Verbose
Crypto Wrapper
M| Date || Time | Name B Process 1D set All Default
|__|Thread ID B session D _|UserID || GroupID
! All Di
M| Log Class || Log Level | Function || Source File St e
|| Thread Name set All Enabled
Log Cutput Path Narflogrotrod/1CACEent. log Apply Changes
Max Log Size (MiB) 200 Load Current ]
Max Odd Log Files 2 Load Default .
Max Log Sessions 200

o EIKE Virtual Delivery Agent B R, BHRITUTSE :
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a. E@iT CDF #4M App Protection RS IXEVERER, 15 ERFTEER,

Al coFcontrol
File View Tocls Fiter Help

MF_DLL_CtxVideoCodec

¥ X (] MF_Libeary_MMPrctharshal _Library
AppExpenence_CreateProcessHook MF_DLL_CtxWeb AuthnHook [} MF_Library_SREventLog PE_Library_MeVc_User_Mode
Expenence_QuxCipboardSve. MF_DLL_CixWinkogonProv [_] MF_Library, PE_Library_MrVc_User_Madefd
AcpExpenence_ QuiSensVeSve MF_DLL_Cbowsapi [ MF_Libeary_Tiwwetemark PE_Library_PicaSveChent
AopExpenence Qi Smant MF_DLL Ctici [_] MF_Library_VCTrace PE_Library_SensVelb
PopExpenence_Data TransferCommon MF_DLL lcaPerd {_] MF_ A PE_Service_( ProtectionSve
AppExpenence_Dnd MF_DLL_ImeVe [_] MF_Service_CtxlcalCtisSve: PE_Service_CteAudaSve
AppExpenence_ExplHook HF_I)LL MarorCredentiall [_] MF_Service_SEMS PE_Service_CtrCestManagerSvc:
#AppExpenence_GeolocSime MF_DLL_MMHost Transpoe (] MF_Service_SEMSComPlugn PE_Service_CtxCieMipSve
AopExpenence_LaunchRedrectr MF_DLL_MMVD [_] MF_ _ServerFTA PE_Service_CtxDnd!
AopExpenence_ibCioboard SveActor HFJu. SMC [_] MF_Session_Continuum PE_Service (G
AopExpenence_MubiTouch MF_DLL_UpClert (] MF_Seasion_CtxPrelaunch PE_Service_CxMutiTouchSve
AopExpenence_SCardHook MF_DLL_UpProw [_] MF_Session_EuemApp PE_Senvice_CtxNsapSve.
AppExpesence_SeHook2() MF_I)LL UsbStor [} MF_Session_ICACTLS: PE_Service_CtiRogHelperSve
AppExpenience_ShellHook MF_DLL_Win32SplHook [_] MF_Session_ICAFT PE_Service_CtrRogSve
fppExpenence_TaskbarGp MF_DLL_ Wesca (] MF_Session_ICASTExe PE_Service_CtxSmatCardSve
AcpExpenence_TWI MF_Driver_CoUpcibs [_] MF_Session_KiMap: PE_Service_CxSwcl
AopExpenence v MF_Driver_CoUpDrv [_] MF_Seasion_VerfyVModule PE_Service_MrVcSvebd
AopExpesence_VDAIEInterceptor MF_Driver_CollpdUl [} MF_: PE_Session_StunManagerDil
AppExpenence_Vdaf MF_Diiver_CtxDVC (] MF_Lkity_CMSTART Policy_lca_Settings
BrokerAgent MF_Diiver_lcaEndpoint ] MF_2c_ Polcy_la_
Ercker: MF_Driver_POCommon [} MF_Bc_FortDi Puru_DlL_ﬂnkbm&ro
EBrokerAgent Distrbuted Tracng MF_Driver_POCrypt [_] MF_Bc_Supll Porica_DLL_FICAddapi
BrokerAgertEvents MF_Driver_PORFrame [_] Networking WebSocket Core Pomca_DLL_PICATW
BrokerAgertHeathCheck MF_Drrver_Rdd [ Metworking WebSocket Datagram Portica_DLL_PICAWsa0i
BrokerAgertLaunchStace MF_Driver_RMPNDry ] Metwoding WebSocket Hub Portica_DLL_WmiPlugin
Broker AgertLoad Balancrg MF_Drrver_SMC [l \WebSocket Rpe Pottca_Diver_Picadd
BrokerAgentMontorManager MF_Driver_TwExpod [ PE_DLL_Ouxlocationipi Portica_| _Td
BrokerAgentPlugn Frosy MF_Driver_Wdca (] PE_DLL CoclocationApiéd Portica_Hook_PicalATweak Hook
EBrokerAgent SeasionMontonng MF_EXE_Cugh [} PE_DLL_CocliMon SCCMVDILog
BrokerAgent SessionParametens. MF_GhxStack_Mgr (] PE_DynLink_ClentNotfArea Settng_UPS_Printing
BrokerAgent Shortcut Enumerator MF_Gfx_PxiProvider [_] PE_DynLink_CMPAP| StackControl_Agent ToStack
BrokerAgert WakeOnLan MF_Ghx_StatusTool [7] PE_DynLink_CMPAPIES StackCortral_Service
CdeBrokerAgert MF_Hook_iemelHook [T PE_DynLink_CMPCOM StackControl_Stack ToAgent
Service MF_Hook_MiApHook [} PE_DymLink_CMPCOME4 UWACacheGeneratorHelper
Carse Authentication IdentityAssartion MF_Hook_MmHook (] PE_DynLink_CMPEMUL UWACacheSenvice:
CarscLocallUserSrv_Chent MF_Hook_Reglsa (] PE_DynLink_CMPEMULES uw
CarscLocalUserSev_Service MF_Hook_ (] PE_DynLink_CMPMRVC WMIPrxy
MF_Hook_TzHook [T} PE_DynLink_CMPMRVCE4
CaraServicesManager_Clent MF_Hook_UlHook [T PE_DynLink _CMPVDO
CaraServicesManager_Senvice MF_Hook_VIPHook: [T PE_DynLink_CMPVDOBS
Deskacpinfomaton WHiLog MF_Library_Aggregator [T} PE_Liovary_CiuMp._KeyStorage Mgr
Deshacpinfomanon WMILkisLog MF_Library_CareCop l P ChiMap _Vakdator
Devices_CamControl MF_Library_CredertialProviderPugn || PE_Library_CMPSr
Devvices_ChiRdr MF_Library_QtiPacket [T} PE_Library_CMPSr64
Devices_icak2m MF_Library_CtxPriP Manager Cl PE Library_CixCppBase
Devices_icak Zmeng MF_Library_CxPriP Litis || PE_Library_CiGvchBase
Devices_icausbt MF_Library_CixSSPI [] PE_Lirery_CixMisapProv
Devices_PucaDm MF_Library_leaClisSveictor [_| PE_Liorary_CixNsapProved
Devices_PuaPar MF_Library_kcaRpe [ PE_Library_CoxNsapProvKemel
Devices_PrcaProvider MF_Library_imeCommon L] PE_Library_CixSensVelibDl

b. EREFERT, HNATEFEMEMITENMIR COF iRix. RIS CDF iRER, HEH
CTX237216,

Windows ISR EHERR

et T — MRS A ERERERETFRENAE, NRDREZRF SR 570 ARBN
Tig)mz el gy,

RET HHNARFRIPHN CWA 5, NERFTML

1. IREBAEWESRS g Citrix Workspace N TR BiE.

2. REBRAIFAE DM FBRERFFAES

3. 1RERIR U RER ) Pk I SR R A 3

4. BEBIFFIFME DB AR RERRIFAER,

5. REBHEMIFME DB FHERERMIFAER

6. X HRIEREMAER, EEAUTAERBIRE X #HENTRAFEME

e procdump -ma 1234 C:\dumps\myprocess.dmp
« 1234 BHRXNAEF#HE ID.

e C:\dumps\myprocess.dmp EIEENXHFRIRE,
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7. RIRERIRIFRE BEREFER] zip XHFH, FRE EEE Citrix XFEFREGIF,

TR T HEAEFRIFN CWA 5, AERFER

1. REBHEWESRS FRUEE Citrix Workspace N FBTER HiEo
2. IR System details B3 PmtiliEE RAFHER,

3. ¥R Issue Environment EBFRIRIKEE [RIRRIFIE,

4. ¥&H& Environment Details EB53 Pl e FERFAMER.

5. 2R Other details BB AU HAFAER.

6. BCEE Windows AHHIRER RN AIEF T BAFEME. BXIF4(ER, 2% MSDN Collecting
User-Mode Dumps

7. WIRERIRAE BERER] zip XHFF, FREEEEF Citrix EFEHG,

HZET AppProtection BY CWA BY, R4TA% BSOD

1. ¥218 log collection 24 FrhUEE Citrix Workspace A EF Hi&o
2. ¥REB System details B Pl RIFMER.

3. ¥ZER Issue Environment EB PRI RIREIRIE,

4. ¥ZER Environment Details 32 FrifisE HIRFAE R,

5. &R Other details &B%3 s HAF4AESR.

6. i2 T BSOD T1E L 28 fFELEFRIRED.

7. BZE Windows LU BSOD HEBNEZE, 15IRBEEIAIIES Generate a Kernel or
Complete Crash Dump

8. FUERIRIFE BEREFR] zip XHFH, FRELEE Citrix <FHEH,

ELZETHNAERFERIPN CWA 5, MABFERRMEET
MRV AREFHIRENTA, FINSITERE. BRRFREERE, BRITUTIE !

1. &R BEWEE B9 PmBRIEE Citrix Workspace N 2R Ho

2. IR REFAERE SO FmBIE RFEFEES.

3. 1R R B0 P Ee [REIIE,

4. IR WRIFAER BOFmRREE IRFAER.

5. IR HMFAESE S mbiksE HiiFdEs.

6. FURERIRIFRE BEREFER] zip XHFH, FRE LEE Citrix FFREGIF,
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RGFAER

1.

2.

BRNERERAFAER, BTUTHSHIRMEMR nfo X4 :

e msinfo32 /nfo C:\path\to\output\systeminfo.nfo

s fRFZ .nfo XMHLLE Citrix =
EALLT PowerShell 555 H B R EN N BIEFFHHE HAREFERIX S ¢

Get-WmiObject -Query "SELECT * FROM Win32_Product" | Select-Object -Property

Name, Version | Out-File -FilePath "C:\path\to\your\installed_apps.txt"

3. fR7F installed_apps.txt X, ZXHRE Citrix £,
G} 2k
1. AHRIFE | IR XEERIRIERA. CWA RHFAHEIER, HIBAZRIFAEFH 4T SARA

FAER.
FETE  IERALRRFEEE
RAER  WARAREELRERER.

. WERGEA | MRABEFEREE X, BRAFAEE.

REIRE - BIEHEXEE, 40 GACS. MDM. SPA. GPIO. Director-Monitor ¢ App

Protection,
EMSRE | REEIn)EAIFHS R,
INEASAER © AR AR (Fla0, 2=2. —XR. 1/10. 5/10) o

HRIFE

8.

IRERE | EEINEEARM. THERRS.

P XI¥E - RIEE XFABAM X ER.

CVAD ki : 5% BB Citrix Virtual Apps and Desktops BIRRZ,

Broker hig#s : 2% FBRY Broker hRZ,

StoreFront/WSP ii# : @#E StoreFront 2% Workspace Services Platform BIRRAIELE 2o
PrimEf BB | JIHERENREREREREER.

BEBULIRMY | RRIEEEANERELLE A

MIARE : IRMAERFEIRE, UEEFHI T,

HFAER

1.

Mg BAEHE - RUXNIRIF R R R ZHE, AR E AN )&,
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2. EFIERBRA | 2ZMIRMENEFAKRNEKRAR, UhBIEESR.
3. FAMMHNEIME | PESHMENFHIRBIERENSTE, EEHE,
4. REMEVILE | REZEMKENHE, WERLVIEH DT RHATHRIR,

N RERFRIFRRICER

N AR EERILESSE Citrix Workspace N FTER (CWA) B4R EIEIMN—a8. EaIUEECE
RESRFHRITC, T EREBENARM CWA FFIHIRZE AppProtection BRI EBRIRRFIZE,
FRTEIUR R RIS RF RN ERAR,

anfarsiRl R R RIFRRIG E 2R
EAILGESPITU TSR, B CWA BREETIARIIEE :

1. ¥TFF Citrix Workspace N AIEF.
2. BIBREE,
3. EEERERERIDD

| @ Citrix Workspace = x

Advanced Preferences

Connection center High OPI
Shortcuts and Reconnect Keyboard and Language bar
Citrix Workspace Updates Data collection

I Cunfiguratiun checkerl Recet Citrix Workspace
Delete passwords Support information
Citrix Files Leg Collection

Authentication Settings

About

Version 25.8.0.39(2508)
© 2025 Citrix Systerns, Inc. All Rights Reserved.
Third Party Motices

4. NARFRIPERIVESRETIER D PR A
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@ Citrix Workspace Configuration Checker *

Test Providers

Select
[] SSOMChecker AppPHealthChecker
| AppPHealthChecker
Run
5. Provider Suite Test Details
a AppPHealt...  Installation_St.. Is_Product_Installed AppProtection is installed
@ AppPHealt...  Installation_5t.. Are_Drivers_Installed Drivers installed correctly.
@ AppPHealt..  Service_Status  Is_AppPService_Runn... appprotectionsve is running,
a AppPHealt...  Service_Status  Is_CteApDriver_Runni.. cbcapdriver is running.
@ AppPHealt...  Service_Status  [s_CtxAplnject_Runni..  cteapinject is running.
X AppPHealt., Service_Status  Is_UshFilter_Running cteapusbfilter is not running,
a AppPHealt...  System_Status  AppProtection_Regui.. Mo reboot required.
@ AppPHealt...  System_Status  Is_Lower Filter_Driver... Lower filter driver is not configured.
a AppPHealt..  System_Status  Is_Upper_Filter_Driver... Upper filter driver is not configured.

ERANAEFRIFERINER

R AR RIFERIGE ISR TR SR AppProtection EEBNEITRESHITIZHICE., ILTERMHEE X
ERIMRRERRH LR, ©REBEIRABENEE =R IR FRE,

ETERZBMERRE, B2, HRHRHTATHREHRIIZEER. ERALLIEERR
=N AREFIEREN A 5 t,

18 FHF Workspace BY_E TN FHRIP

ETXRAFRFRETRANREE, JLRIERF. HIREMMESE, BROMANTDAF K
FA N R RIFERBS
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Kt LT SR R ARIR

&R LAER Broker 5 10] SRESKLIN oh E M Y E K itz K SEME_E T SX W A RF. Broker 1R SRE&TE X
THEFIBR GRS AENIN, ZREAZT—ARN, SRIANES—TRGEAEX, I3 —4H

R AR M 17 1R) A PR o

YA RERFAERS Broker I5R RSP —SR B SN BYER TR TECRT, A BIEARIAS

940, BRINBERT, APRENAELL SRR GE, ErTLURIREREIEEZ Broker iiRIER
B, ZERFNeTUNBFE— 1R GH. B XIFHMER, 1EEHE New-BrokerAccessPolicyRules

SNR AP RVER SR SRBS NN B RE X RYERR k2R ITEC, Broker I1R)SRESAINIFRAILL R 2 BUR (#

T REMER E XN AFRIFRIIIEE ¢

* AppProtectionKeyLoggingRequired

* AppProtectionScreenCaptureRequired

f£F3 Broker 13iR)SREEHLN 5 | BBYEREA R SREELUE —F AL IERZ ThikER.
=, W7 RNFAERERENFRBRIZE L T XN AR,

ETXMNARFGR
UTFEXTAER L TXNARIPFHN—EGR !
« JEdiniRM X NG P B B AR
« ARREENKERRANARF
- RIEBRESHERERANARF
- NRERFAERNBRIP

FoRFM

BRREEEUTRME

s MBI BERS (NLS), BFETAHAFMKZUENHR
o FATEK -

o EAT DaaS WL FAIEF1RIP
o EATEBEREIHINKRENG SN BENZ R RIEREIN.

mE1
HIHBRABIAHER Access Gateway TIRRISMIRRE P B R R IR RGP,

BERAAX FHERNG
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1. EBEBEN SR,
2. RIEIEHYMSIERE BEN I,

a. BF3| Citrix Cloud HESZMKRAIE,

Nl cilrix P v
Home
My Services v
A 11 <3 &1 o227 <ho
Library - =
Library Offerings Resource Locations Domain Notifications Open Tickets
Identity and Access Management Cviewlibray ) (CEditorAddNew ) (CaddNew ) Ciewau ) (CopenaTicket )
Resource Locations
Licensing
My Services (13)
Workspace Configuration
of £330 @D 5130 P [=E: =]k

Support Tickets Tie & & &8 S

Analytics App Delivery and Security Application Delivery Daas Files
Notifications erformance and usage insgh Detver and secure your apps and AP Management S U, R
System Log ) o o

e 3 e 3 e 3 <
= Lo Leam more
Request a Trial by selecting Manage to get full access to enhanced app delivery & seourity solutions.
Free for 60 days. . 3130 =130
R o}
Hypervisor Management ITSM Adapter for ServiceNow Intelligent Traffic Management License Usage Insights Microapp Integrations
Nage e
Leam more Leammore
130 2 330 330
& B & B B B
Secure Browser Secure Private Access Workspace Environment
e etk o e b { Natwork Accass Management J
b. BEARIMMKAIE
. NAAZELIES

= | cifrix & o v

Home > Network Locations

Network Locations

Network locations allow you to specify the internal networks in your organization. Subscribers who access their through these |

Search. Q

Locationname & PublicIP address range Location tags

Branch B 111132 location_internal

Brach A 11132 location_internal

A B RN B R R,
EAIERFFFERF, BAMEXAERT.
Et 1P #USERF R, HMALEN AR

TERFEMBERIER T, EEA

EAIBIFEFERTP, A location internal, B X B

d directly to the VDAS host , reducing latency for internal network traffic.

Add network location

Network
Internal

Internal

M4 1P sthhtk i+,

HMENESER, BERRAUERS,
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Edit a Network Location X

Network locations corresponds to the public IP ranges of the networks that your internal users connect
rom, s your iresses to determine whether
ly to the company network.

Public IP address range

l 105.211.120.59/32 X l

Location tags.

l location_internal
Choose a network connectivity type:
@ Internal

QO External Tech Preview

! X l

ZZIII%MM P S EEIE M ERESERISE T RE N ASBIREBERBITHEE, WIZERR
FREBERE

3. BCi& Broker 0] SEE& M

MNFENRME, FRINQERPRIBIARIRR, — P REA T @I XEE, 5—17%RE
BT ERER, ERENBESHRMX (BINERER) NERERNARFRIF. ERUTSE
ECEAIE 7R SRS

a. &% Citrix PowerShell SDK Hi%E##E R = API, # Citrix 1% Citrix Cloud PowerShell Bzi{t
AT HFR,

b. i&Z{TAS Get-BrokerAccessPolicyRule o
B ERFEMERMANRE RIS KT R,
c. HEIEEFRHR(THR DesktopGroupUid,
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, True], [IF

d. £/ DesktopGroupUid ;51T T an G LURBGE R T2 X (T HN K, EVERIERE, —
NEBREY AllowedConnections ‘€15 ViaAG, B— N ERE S NotViaAG.

Get-BrokerAccessPolicyRule -DesktopGroupuid 15
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ripti
1 r‘nupﬂ ame

oup, True]}

*rotection

tad nranap : FDelive s T I )1icyRuledfDelivi roup, Truel}

TREEHESD, TLEIRIERE

« App Protection_AG - AllowedConnections @& ViaAG, XEiBidihRM X EEIRE

« App Protection_Direct — AllowedConnections ‘B5 NotViaAG, X2 R:@id e * &
AR B

4. XANBEZRBRNBREFRIPRE, FMERU T SERRNERERAIRE !

* Set-BrokerAccessPolicyRule "App Protection_AG"
-IncludedSmartAccessFilterEnabled $true -IncludedSmartAccessTags
Workspace:LOCATION_internal -AppProtectionScreenCaptureRequired $false
-AppProtectionKeylLoggingRequired $false

°* New-BrokerAccessPolicyRule "App Protection_AG_Exclude"

-ExcludedsmartAccessFilterEnabled $true -ExcludedSmartAccessTags
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Workspace:LOCATION_internal -AppProtectionScreenCaptureRequired $true
-AppProtectionKeyLoggingRequired $true -DesktopGroupuUid 15

-AllowedConnections ViaAG -AllowedProtocols HDX, RDP

e Remove-BrokerAccessPolicyRule "App Protection_Direct”
5. IR :

IR Citrix Workspace AEEFHEHER. MASERESIRFIFNZR. BEINERER
RIPREEENH. MAEEE BEFE—SHEREN IP MISEEARANIESE) BaR—&F, &
REINAERRIPREEZR

HE2
35 B A B R SHE R B AR AR P,

MNFREENAREENRE, BTFZEX. ElRP, NRisR O (EPA) AL, W]
FigERARER. FIEEMKEIRMANTREENEE,

1. BCEBEN &ML,
2. ERUTHREEILT EPA FHENS M INIERR

a. B Citrix ADC BIE Ul, T 'EEB"E£H, SME/'RL > AAA - NAEFRE > BHR
EZW. REEFERNELIRS2S, TR auth_vs,

CilriX. ADC AZURE AA (100)

Dashboard Configuration Reporting Document tation Downloads fod
Q e Security > AAA-Application Traffic > Authentication Virtual Servers
. —_— : o
= Authentication Virtual Servers @ S
AZURE >
Add Statistics No action v
Syst > Q
AppExpert > (@] NAME STATE 1P ADDRESS POR PROTOCOL
0 auth_vs oup 2085136176 443 ssL
Traffic >
Total 1 25PerPage v Page 1 ofl
Optimization
Security v
DNS Security
AAA Applicatior v
Authentication
Profile
ADFSProxy
Profile
Group:
Usel
>
>
’ @

b. SMMEFPIWIEREE > FRINHE
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Cashbomd Contigursisn Reporing Becumenteiion Downloady 2

v Authentication Virtual Server

amc Setting A e
. i Pasten F0A5 TG
3 Atwnced Sesargn
Cartificate + Polboms
1 * ey

Aebvaissed Authverites atvon Policies

Form Baed Yirtusl Sarvers E

-

P

401 Bz Virtual Sorvers E

Authentication Policy

Q x ®
P T — xTF
0 100 HTTPREQCOOKIE VALUEMNSC_TASS") EQCmanageotp”) NO_AUTHN NEXT
[m] n True P NEXT TrustedLogin
[u] 120 Cert_ NoAuth True NO_AUTHN NEXT Certhuth

c. B AN LA RER,

Authentication Policy > Policy Binding

Policy Binding

Select Policy*

Click to select > Add E

Binding Details
Priority*

130

Goto Expression*

NEXT v

Select Next Factor

Click to select > Add

<D

d. BIZET EPA HEHSNIIERK. MARRRN, HEERIERER"N EPA, BT FRIN"X
ellES e
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Authentication Policy > PolicyBinding > Create Authentication Policy

Create Authentication Policy

-
Expression Editor
Evaly
» More
i > i1

I BIER SR IRIE EPA BRIFRR.

Authentication Policy > Policy Binding > Create Authentication Policy > Create Authentication EPA Action

Create Authentication EPA Action X

Name*

|®

Default Group

Q tine Group

Kill Process

Delete Files

Expression EPA Editor

Select v Select v Select v ia) ‘

e. T RIRBMWIE EPA BIFREL, MAUTIFARGR, ARRE QIR UEIERE !

o 2FR . EPAIRIEIIRTR. TELLRBIFA EPA Action FileEXistss

o BIAE  BARIAERTR. MR EPA RXIXA True, MAPFRMBIBRIAE, ELRH)
1, BRIALBN FileExistso

- BEA  WmAREART. R EPAKRKNA False, MAFRRINEIRES,

o RE | RIEFEN EPA KX, ELRAIH, MIRFEREXH, WIAK EPA 3
BRI ¢ sys.client_expr("file_0_C:\\\\epa\\\\avinstalled.txt")

SRR EIR SIS AR F R,
f. ERENRIESETHA true, AFRTEIE
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Authentication Policy > Policy Binding > Create Authentication Policy

Create Authentication Policy

» More

.
1TRREIR R HE R R

0. ERBESRE RE L, HITIATRE !

i S EBEIFRERIEE N NEXT

i. EEBRT—MRERSOE, EFEEE Application Delivery Controller™ (ADC) A&

PIGIEACERY LDAP SREK,

iii. BEWE"
S x
o
L.
3. AREMEECIEEEEIAIRIRE !
a. 1t auth_vs BRS BB R ERIEELARS SR TIE L, EF ek Rg.
B 1R I0E B3 BR 55 28 (/en-us/citrix-workspace-app/media/step-3-a.png)
b. BEHFRINHE"
ANIN4BZE (/en-us/citrix-workspace-app/media/step-3-b.png)
c. EERBHPE REL, BHEERIR IS AR,
PR EEBE (/en-us/citrix-workspace-app/media/step-3-c.png)
LEE BBl SR 10 I S e 5 R SRS R R
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B 1R IRIEE RE I/ 17] (/en-us/citrix-workspace-app/media/step-3-d.png)

d. TRIBREHRIEEEARNE FEE L, MASEHRREGH, AERERINLEE
BEEARIEEE X .
LR 2R el BRI E e Rk BX M R .

e. NIRIERINGI s TERREHIEA trusted, HAREFEEIFE Broker iH18)SRB&HNI A5 | FHLL
HITRRB, RE eI

B3R B 17 303 AL i 34 (/en-us/citrix-workspace-app/media/step-3-e.png)

SRR O SR B A IS e A RN F =,

f. ERER IO, HABHXGENRER. EXMBERT, BFHRERAZETLEH
1XHY, 154 AAA.USER.IS_MEMBER_OF ("FileExists") o EEEH“GIE"

Authentication Smart Access Policy > Policy Binding > Create Authentication Smart Access Policy

Create Authentication Smart Access Policy x

AAAAAAA

m
4
3
®
@
g
[

pression Editor

AAA USER.IS_MEMBER_OF("FileExists")

RO SRR F R,
g. T¥“Goto Expressioni&i¥ /3 End, AIFEEBind’,

Policy Binding X

Select Policy*

4. NAZEERIKECEEREIIRRE

a. R E—TRRAHITIRE, EFTER v vi AN

b. WFFFTE v, HRIBEMIUIITEFRREXH REL, NEEMNIAIR, EHRET
A untrusted, IATZEFIEFTE Broker 5] SRBEFLNIS | BLOHITECE, 2T el
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c. WFFLR vi, RS MNIEIEEERRRE RSN REN DR, WABKXIRZHR
AR EXMFRT, AFRERARZEERIREHZDN, FRA
AAA.USER.IS_MEMBER_OF ("FileExists").NOT o

5. EZi& Broker i5a)EB&FRN

a. ZEE Citrix PowerShell SDK i3] = API, #1 Citrix % Citrix Cloud PowerShell B4t
A #FfIh,

b. 551784 Get-BrokerAccessPolicyRule o

NETPBEMBER(GHEBNIFRE Broker 18] HKEEAIFIR,
c. HEIEEHHIZR{FLHB DesktopGroupUid,

ection

ntNameFilterEnabled
nith

d. ERMNU T BRI A T4 E ARV SRES
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Get-BrokerAccessPolicyRule -DesktopGroupuid 7

e. NTHEAZREMRERIEA,, BEAUTHRDEIES— Broker A0 5EE :

New-BrokerAccessPolicyRule -Name CAP_Desktops_AG_Trusted-DesktopGroupuid 7
- AllowedConnections ViaAG -AllowedProtocols HDX, RDP -AllowedUsers
AnyAuthenticated -AllowRestart $true -Enabled $true-
IncludedSmartAccessFilterEnabled $true

f. BERAREERSENNARFRIFANFTRZEENREBANBIEFRF, BERU T
N

T .

Set-BrokerAccessPolicyRule CAP_Desktops_AG_trusted
-IncludedSmartAccessTags Workspace:trusted -AppProtectionKeyLoggingRequired

$false -AppProtectionScreenCaptureRequired $false

Set-BrokerAccessPolicyRule CAP_Desktops_AG -IncludedSmartAccessTags
Workspace:untrusted -AppProtectionKeylLoggingRequired $true

-AppProtectionScreenCaptureRequired $true
6. IR :

iR Citrix Workspace NFAEFHEFER. NZEENIRE (B EPA BBEZMGNIRE) B
RFRIFNRR. E3E 'JVﬁH%zVT%?F%W%EEF“JﬁO MARZEENREREIRE—H IR i’%i%
AN AREFRIPREEN A,

783
BN B TARE S & RS T4 B S F R PR R R,

1. EEBEREBRSOERSS !

a. &F3 Citrix Cloud,

b. SHBISHABEE > GERSHE, NELTER,
=lowe .. [H&k|

e * Identity and Access Menagement * Davico Posture

Identity and Access Management

Authenticatior Addmaralentcr Frpr— sy Fecmery [ Davies Posters)

Device Posture ® Daabled

About dvice st
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C.

BT eIEIg SRR,
Bl Ie &g T H I
TESRBRFIN T, MM T HISE B HIEIZECitrix Workspace [ HEEFHRZS

BEEEMN TR BHEEA FHF T >=

WABIKIE NS Citrix Workspace N RRZFIRA. ELLTRAIF, ER 23.7.0.19
ERBERT, EEEH.

TR FRP, BARBRRT.

EMRFERFERT, WARBIINILR.

e GIEREY E A 8 1EAELUS B I G2 RV SRR,

i 8l

2. BCi& Broker Access FEB&FRM :

a.

Z# Citrix PowerShell SDK #FiE1#EZE]= API, #0 Citrix 1% Citrix Cloud PowerShell Bzh1t
AT HFR,

s—
S

i&{T89 Get-BrokerAccessPolicyRule o

NETPBEMBER(FHBIFRE Broker Access FKERFIZR,
KB EF R TEAR DesktopGroupUid,
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5, True], [IfCreated

tection

ule0fDeliv Group, True], [IFCr sPolicyRule0fDeliver

d. ERL T BIRENMN A T E R fFEHAYRES

Get-BrokerAccessPolicyRule -DesktopGroupuid 7
e. ENNARFFRIFNATEMILE, BBITU TS !

Set-BrokerAccessPolicyRule "Contextual App Protection Delivery Group_AG"
-IncludedSmartAccessFilterEnabled $true -IncludedSmartAccessFilterEnabled

Workspace: COMPLIANT
f. ERNAEFRFRIFNATFAEMILE, BSTUTSeS !
New-BrokerAccessPolicyRule "Contextual App Protection Delivery

Group_AG_NonCompliant"-DesktopGroupUid 7 -AllowedConnections ViaAG

-AllowedProtocols HDX, RDP -Enabled $true -AllowRestart $true
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-ExcludedSmartAccessFilterEnabled $true -ExcludedSmartAccessTags

Workspace:COMPLIANT-IncludedSmartAccessFilterEnabled $true
3. I&IE :

M Citrix Workspace N AR EiH. MFTEIZEHREEH Citrix Workspace ARZFRAER. &
SEINAREFRIPERKNHE, BXM Citrix Workspace N IZF 5, HMNFHFEIGEEK
89 Citrix Workspace MAREFRAER. EeEBINAEFRIPEREENA.

Tz 4
RN BN ERF4ER App Protection,

UTHBRAFENFEHNRAFER App Protection -

1. ERERNEAF S App Protection SRB&HY Active Directory FEF 4R, TEILRFIAF, Active
Directory FAF 485 ProductManagers.

2. ER{& Broker iR SEB&FRM
a. ¥&P& Citrix % Citrix Cloud PowerShell Bzf{b AT FPmk, Z2E Citrix PowerShell SDK

FiEESR = AP,

b. SB{Tf4% Get-BrokerAccessPolicyRule o

RETRFENERIANFRE Broker iHR &SR,
c. HEIEEHHIR{THB DesktopGroupUid,
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5, True], [IfCreated

tection

ule0fDeliv Group, True], [IFCr sPolicyRule0fDeliver

d. ERL T BIRENMN A T E R fFEHAYRES

Get-BrokerAccessPolicyRule -DesktopGroupuid 7

e. & ProductManagers AP HF I B App Protection &, 1HSITU TS -

New-BrokerAccessPolicyRule "Example Rule Name_1" -DesktopGroupuid 7
-AllowedConnections AnyViaAG -AllowedProtocols HDX -AllowedUsers Filtered

-AppProtectionScreenCaptureRequired $true -IncludedUserFilterEnabled $true

-IncludedUsers domain.com\ProductManagers

f. ZRFRETF ProductManagers FiF4HRYA R 2 A App Protection ZREg, 1ES1TIA TS -

New-BrokerAccessPolicyRule "Example Rule Name_2" -DesktopGroupUid 7

-AllowedConnections AnyViaAG -AllowedProtocols HDX -AllowedUsers Filtered
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-AppProtectionScreenCaptureRequired $false-ExcludedUserFilterEnabled $true

-ExcludedUsers domain.com\ProductManagers
3. I&IE :

#02R Citrix Workspace N AR BE$TF, ERE. X ProductManagers Active Directory FiF
AR F &17E R Citrix Workspace AR, BoiREFEIFNZR, BREIINARREFRIFE
2 F, IR Citrix Workspace N TER, $AREUARET ProductManagers Active Directory 3
FAENAREMNBRER. BoIZFEIPHER, EREINAEFRIFERER.

& T StoreFront BB N AFRIF

BERANAFRIFRE THRANZ AN, ATLURERR. HiIREMMEINR, BRMNNAFRIPR
BN AR TFER DA

KRR TR A AR 4P

SR AR AR R SRBS NN B E X RER T as R SL e IR TN AR RIBHRRBEX T
AP AR HBIMN, ZREASZ AN, SRANTE—IIMHEX, HIS5—HE
BEmise s A ) A PR

AP ERFAGE RS RIEIRR R — R B AN BEE iR AR, AP EREIA R
H, BINERT, BRPIEAOARSANEFIRES, EILWEREEKRSEELRIEH )RR, %
SEMWBT UM A FR—1RTH, BXiFHER, 1S New-BrokerAccessPolicyRule,

RIERG R RN PHIUTEHRM T IBRXBANARIPNZRES, FiiREAFNEESLIRIR
BEFLI R E X A& st as PR A -

* AppProtectionKeyLoggingRequired

* AppProtectionScreenCaptureRequired

ERARIEIRRIEH5 | BB IR IR s RN EE LR, B XEESREIRmiERES,
BBHIE CTX227055, BEFUTAR, THNA(EREREHRREEFILE BRIV AR,

MRRMMAEERTNARE, NWERIABER TEEANBBREANARF. AU THSEAKR
F4H LRI AR :
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Set-BrokerDesktopGroup -Name "Admin Desktop"
-AppProtectionKeyLoggingRequired $false

-AppProtectionScreenCaptureRequired $false

SoREMH
Ey StoreFront ERIBHRENBRIP, BAREHRE oREH B9 IRBINER,

EABEMARF
« 3F 2209 B EFhRAE CVAD :

EFTXNAFIFERIANEAR. TEMNEE,
o 3F CVAD 2209 EERRA :

BIRIBIUATHEAN CVAD 2209 REERAE A L TXMA R,

o M Citrix F& TIE FEER T &M Citrix Virtual Apps and Desktops hR <9 T8 A 1RIP
REE (THEER) o

o FERMIERIZZ™ARTITIAT PowerShell a3 45

asnp Citrix*

Set-BrokerSite -TrustRequestsSentToTheXmlServicePort $true
o IBITU TS UER G EHISRPEA L XN ARF -

Import-ConfigFeatureTable <path to the downloaded feature table>

fian,

Import-
ConfigFeatureTable\Downloads\FeatureTable.OnPrem.AppProtContextualAc
cess.xml

IEThEERTE
1. BTU TS URERSTEER L T NARF

Get-ConfigEnabledFeature | Select-String AppProtection
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2. MNREEHR, BN ZEmE+ER AppProtectionContextualAccess o

'S C:\Windows?, em32> Get-ConfigEnabledFeature Select-String AppProtection

ippProtectionContextualAcce

AppProtection

LT ARPER
UTRAEXOAERANER L TYXARIFN— LR ¢

- BRAREIREXEENN AR

o ZHMNETR 2R84 1R B ohiERRIN BZFRIF, HERM Citrix Workspace N ZFE 0
BYIE Y R FB R 1R 1P (/zh-en/citrix-workspace-app/app-protection/contextual-app-protection-

storefront/scenario-2-based-on-source-of-launch.html)

« ZA%E Active Directory A7 F P BY N FA#E 1R #P(/zh-cnlcitrix-workspace-app/app-protection/

contextual-app-protection-storefront/scenario-3-based-on-active-directory-group.html)

« BF EPA RBER NIKEE B R B 2R RIP(/zh-cn/citrix-workspace-app/app-protection/

contextual-app-protection-storefront/scenario-4-based-on-epa-scan-result.html)

« FN4FTE AP A B BN BIERFRIF (/zh-en/citrix-workspace-app/app-protection/contextual-app-

protection-storefront/scenario-5-based-on-specific-user-groups.html)

FoRE M
ARSI TR :

« Citrix Virtual Apps and Desktops™ hfx7 2109 E{E S kA
« Delivery Controller™ g7 2109 % & kA

« StoreFront hiixA 1912 LTSR SERARA

* VPN EARSS 883 X AR S 17 30 B AR S 2R AT B

« NetScaler #l StoreFront Z BIREZEM . B X FMER, 1ESHT NetScaler Gateway 5
StoreFront S£A%

« Citrix Virtual Apps and Desktops hfz4x 2006 XERIRAFZTESF A XML &
« Citrix Virtual Apps and Desktops hiZx 2209 X ERRAEZES A T XN ARIPIIEE

« 7f NetScaler Gateway /2 Smart Access, MUNWMEE Smart Access In&Mizng, B X*iF
MER, FERLZIHNE,

« WFAIEXK -
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o AU A ERIFIFAIIE

o JEFTEB Smart Access n%E I =AY Citrix Gateway Universal i8]

&1

EZRNM B WG EIREFRIEA App Protection.

UTREE 349 winiebesktop HIZR{FLHARY iPhone FAF22F App Protection I :

1. BIEEREIIRRER

a. B Citrix ADC B Ul,

b. EAEMISMIED, 3 Citrix Gateway > EHIIRS 3.

1I2F VPN ERIRSS 22845, THIEECE Broker 58] SRES BRI FFo
c. B VPN ERIERSS . RFNEES, AEEE RIERKB. HETRIIEREIIXR.

d. BdE RINHE.

VPN Virtual Server Session Policy Binding

Add Binding

L
O it
O 100
O 110
O 130
O 140
O 150

Regenarate Priorities

Mo action

Regenerate Priorities

FOLICY NAME

FLOG 1723020000

PL_WE_1T2.30.200.M

Workspale

chrome_iPhone

temg

EXPRESSION

HTTRREQHEADER  User-Agent” LCONTAINS[CitrixReceaivar™)

HTTRREQHEADER User-Agent LCONTAINS " CirixRaceivar )L NOT

HTTRREQHEADER["User-Agent” LCONTAINS " CirixReceiver™)

HTTRREQHEADER["User-Agent” ) CONTAINSFhon™)

HTTRREQHEADER[ User-Agent” L CONTAINSFhon™)

)

FROFILE

AC_O5_1T23020001

AC_WB_ 1723020011

Workapace

chrome_iFhone

remp

e. B AN UEIEZIEREK,
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VPN Virtual Server Session Policy Binding > Policy Binding

Policy Binding

Select Policy*

Click to select p ‘ Add |

Binding Details
Priority*

160

[~ J&=D

@ % Please select value.

f. MARIERBIST. EtHRFP, E=F temp.

VPN Virtual Server Session Policy Binding > Policy Binding > Create Citrix Gateway Session Policy

Create Citrix Gateway Session Policy

X
Name*
‘ temp ‘@
Profile*
172.30.200.111_443 ~ ‘ Add ‘ ‘ Edit ‘
© Advanced Policy Classic Policy
Expression* Expression Editor
Select W Select ~ Select ~ =

Press Control+Space to start the expression and then type " to get the next set of options

Evaluate

=
. S R (i .
g. B Profile A8 700 LUHSTE Profile a#5. BdE S,
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Create Citrix Gateway Session Profile

Name*

temp ‘ ®

Unchecked Override Global check box indicates that the value is inherited from
Global Citrix Gateway Parameters.

VPN Virtual Server Session Policy Binding > Policy Binding > Create Citrix Gateway Session Policy > Create Citrix Gateway Session Profile

Network Configuration Client Experience Security Published Applications Remote Desktop PColP
Override Global
DNS Virtual Server
[0) override Global
WINS Server IP
D Override Global
Kill Connections*
[0) override Global
[0) Advanced Settings
L
7 > nZo I > =1 ”
h. HRIEREEOR, REREAREE
i. BIEBUTREARLUEE User Agent ZRFEHHY iPhone :
HTTP.REQ.HEADER("User-Agent").CONTAINS("iPhone")
VP Wirtual Server Session Pobcy Binding > Folicy Binding > Crests Citnx Gateway Session Policy Expwe sybon Echior
Expression Editor x
jon Edite

. BEWEULIERIERK,
2. Bl Broker AR SREGFLM

B RN AT ET

a. 7t Delivery Controller™ (DDC) HiE{TU T4 :

Get-BrokerAccessPolicyRule

3R X 1718 winleDesktop HYiPhone AR, BHITIA TR !
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Itk#r 5% T DDC FRE X HIFRE Broker i5iRIERES, TELLA A, A(F4H winieDesktop
A Broker iR 5RB& A winleDesktop_AG #1 winl@Desktop_Direct o i&iC FA{TLHRIE
m4H UID, UFT—FER,

b. EFAMU TS winlobesktop Al Broker ihB)SREEFN, LUEEEE 117 X B
iPhone AAF :

New-BrokerAccessPolicyRule -Name Winl@Desktop_AG_1iPhone
-DesktopGroupUid <Uid_of_desktopGroup> -AllowedConnections ViaAG
-AllowedProtocols HDX, RDP -AllowedUsers AnyAuthenticated
-AllowRestart $true -AppProtectionKeyLoggingRequired $false
-AppProtectionScreenCaptureRequired $false -Enabled $true
-IncludedSmartAccessFilterEnabled $true

Uid_of desktopGroup @2 EF & 1 51T GetBrokerAccessPolicy FLNFRFHIAI T4
B DesktopGroupUID,

c. EREIIHEMXA) winlepesktop iPhone BFZEANRBEFRIP, B3I BESE 1 $6)
#28 Smart Access 17ig temp. AU TaHEIE Smart Access TREE :

Set-BrokerAccessPolicyRule Winl0Desktop_AG_iPhone
-IncludedSmartAccessTags Primary_HDX_Proxy:temp
-AppProtectionScreenCaptureRequired $false
-AppProtectionKeylLoggingRequired $false

Primary_HDX_Proxy %% 1 H“8l% Smart Access RIEE"H R A VPN ELIARSS 254 F5.
d. EHNHSFR winiodesktop AP ERBNBAEFFRIPERE, BERAU TGRS

Set-BrokerAccessPolicyRule Winl@Desktop_AG
-AppProtectionScreenCaptureRequired $true
-AppProtectionkKeyLoggingRequired $true

3. I®iF

3FF iPhone : #0ZR Citrix Workspace WA EF BETE iPhone £3T7, BB, @idifin]W X &%
MNEBE R Citrix Workspace MATERF. ZARILATE StoreFront PERIFAENZEIR, FENBARE
FRIPANZE R
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T iPhone UM H9I&E © #0ER Citrix Workspace N FREF BT 1Zi&% EITH, BB, &®diH
1) % &3 MAEBE R Citrix Workspace N B1ERF. ERILUTE StoreFront FEE|FIEHNEIR,
FENRREFFRIPUAZR,

B2

5 = BAUAE A MNE TR 33893758 EEhAY App Protection, {RHNEIFIM Citrix Workspace
N R ERIEEEE A App Protection,

MTE2E4 7 winlebesktop BIZZTLHAY App Protection FIS TR, 3EHEE M b 28 /S ThET2E
F3, # M Citrix Workspace [ FBT2F B ahiViE %S B App Protection :

1. BIZEREIIRRES

a. BIE—EEEIHIRIZRBELATRIEM Citrix Workspace 2B ofNER, Mai— 1" AR B
KGRI App Protection FFAE N, BIBMUTREIL, UQZE User Agent FRIEH

By CitrixReceiver -

I HTTP.REQ.HEADER("User-Agent").CONTAINS("CitrixReceiver")

TS ERF, EEEHEREAN cwa o

Expression*

Select A Select Y Select 'y

HTTRREQ.HEADER("User-Agent".CONTAINS{"CitrixReceiver”)

b. SIESB—NEREHIRERERLATHEARM Citrix Workspace R TR B ahiVER,
HTTP.REQ.HEADER("User-Agent").CONTAINS("CitrixReceiver").NOT o TELLIERT,
L ES BE 5 IR ZREB& 9 browsers

Expression *

‘ Select A B Select o

HTTEREQ.HEADER("User-Agent”). CONTAINS("CitrixReceiver”).NOT

2. SN REEAN :
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a. i&fT GetBrokerAccessPolicyRule MUZEZE winieDesktop FIF/MIIEIGR)HREE, T
{140 winieDesktop , 1XIEiAR]ZRES79 winieDesktop AG #
wini@Desktop_Direct o i F wini@Desktop HISEEH UID,

b. AU TRSA winieDesktop BIEMIEILRIZERE, LUTHEM Citrix Workspace N2
EohrYERE

New-BrokerAccessPolicyRule -Name Winl@Desktop_AG_CWA
-DesktopGroupUid <Uid_of_desktopGroup> -AllowedConnections ViaAG
-AllowedProtocols HDX, RDP -AllowedUsers AnyAuthenticated

-AllowRestart $true -Enabled $true -IncludedSmartAccessFilterEnabled
$true

Uid_of desktopGroup @3 EF & 1 51T GetBrokerAccessPolicy FLNFRFAIAI T4
79 DesktopGroupUID,

c. EARAUTHS, B3I BEEHRFE cwa , ET CWA HIERS A App Protection
RE&

Set-BrokerAccessPolicyRule Winl0Desktop_AG_CWA
-IncludedSmartAccessTags Primary_HDX_Proxy:cwa
-AppProtectionScreenCaptureRequired $true
-AppProtectionkKeyLoggingRequired $true

Primary_HDX_Proxy EF & 1“6I3EZ% 8140 ZREE I T VPN EHIRSS 284,
d. FEAUTHSERBEENEERELNEREENNBREFRIPRE

Set-BrokerAccessPolicyRule Winl@Desktop_AG -IncludedSmartAccessTags

Primary_HDX_Proxy:browser -AppProtectionScreenCaptureRequired $false
-AppProtectionKeyLoggingRequired $false

3. I8E

#02R Citrix Workspace N AR BEITH, EiEiH. BXER Citrix Workspace 2R, FH@id
R X N BB ER B SIFT R AR, BRI UBRRIZE RN BEFFRIFEREEA, @I
EEMNEREERNZIR, EaIUERINBAREFFRIPREERZA,

%53
A ENBIUMAR4ETE Active Directory AR AN BIEFHRI.
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LUF2RETF Active Directory £H xd.locallsales B winiebesktop FHFZENAREFFRIFHINS
B

1. 5517 Get-BrokerAccessPolicyRule UZEE winieDesktop FIFNMLIEIFIRIERER, WFR
{140 winiepesktop , B TIEIGAZEEE ¢ winleDesktop_AG #
wini@Desktop_Direct o id F Wini@Desktop HYSEMEZE UID,

2. /3 winiebesktop SIE—MUIEIARIEEEIN, LATHIER R Active Directory 48
xd.local\sales FRFFHIEE,

New-BrokerAccessPolicyRule -Name WinlODesktop_AG_Sales_Group
-DesktopGroupUid <Uid_of_desktopGroup> -AllowedConnections ViaAG
-AllowedProtocols HDX, RDP -AllowedUsers Filtered -AllowRestart $true
-Enabled $true

Uid_of desktopGroup @@ T4 B 1 BT GetBrokerAccessPolicy #NIFRIFHIAZ (I LARY
DesktopGroupUID,

3. EAUTHSRET AD 4 xd.local\sales #J Windows 10 £E AR Z AN AEFRIPERE ©

Set-BrokerAccessPolicyRule Winl@Desktop_AG_Sales_Group -AllowedUsers
Filtered -IncludedUsers xd.locall\sales -IncludedUserFilterEnabled $true
-AppProtectionScreenCaptureRequired $false
-AppProtectionKeyLoggingRequired $false

4. ERUTHSRERKE xd.locallsales B P ZABIFRE Bt X &R S BN AEFRIPRE -

Set-BrokerAccessPolicyRule Winl0Desktop_AG -AllowedUsers
Anyauthenticated -ExcludedUserFilterEnabled $true -ExcludedUsers
xd.local\sales -AppProtectionScreenCaptureRequired $true
-AppProtectionKeylLoggingRequired $true

5. &3

#NR Citrix Workspace ZFATEF E#IF, 1/EfH. LU xd.locallsales Active Directory £-RHIF
F &13%& R Citrix Workspace MR, BoZFRIPHNER, BREINAREFRIPFERR,

JE$H Citrix Workspace N BTERF, SARUARET xd.local\sales WA BB XER. BoIRF
PFHRR, EREINAREFRIFERR.
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R4

HHRABFIRE EPA SHLRNREEANARFRE
NTFRAET EPA BiHIREEALARFRIANSE
SERELE !

HHREAEUTRE

o« BRIQIE. BINFEITREFE (BFRINBFREANRERFA) URE X KK
+ LDAP Bk 2sAcEH4E X KB

1. B Citrix ADC, #AI5%% % Configuration (EZi&) > Citrix Gateway > Virtual Servers (FE#l

ARs528) o
2. MERXELIRS SR, AFET Edit (FRIE) .
3. RENEEMNIIEERENX 4,
4. EEEXNELARSEE, AEEE Edit (FHH) .
5. 8 Authentication Policies (HAIE%ER) > Add Binding (GRINZE)
6. 7f Select Policy (&IFHEE) T, 2EH Add (RN o
7. 7 Name (&%) FEH, BASHEIERRAILT.
8. 1E Action Type (1Z{E3EEY) THiFIFRAH, EE EPA,
9. IEREANXFEH, WA True o

10. EBF'T, B&E AN
11. EAFFERT, BA EPARIERRT.

12, WMARRIAE M PREA % EILtAEP, “FRINEA%FFA FileExists, “FREAAITH
FileNotEXxists.

13. AN FERF, WANUTE:
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14,

15.

16.

17.

18.

19.

20.

21.

22.

sys.client_expr("file_0_c:\\\\epa\\\\compliance.txt") ||
sys.client_expr("file_0_c:\\\\epa\\\\trusteddevice.txt") ||
sys.client_expr("file_0_/tmp/compliance.txt") ||

sys.client_expr("file_0_/tmp/trusteddevice.txt")

Configure Authentication EPA Action

BEaE, AEREYHRE.

B RIERE > ARINGBE"

TE RN T, BE A
TR, MARERBIST.
FERENFERP, WANLTE:

| AAA.USER.IS_MEMBER_OF("FileExists")

Configure Citrix Gateway Session Polic;

BhelE, ARRETHE

FEESEREN, BEEER
-
El#To

# A Powershell 7##TFF Windows Powershell,

AN ToAEAERE EPA RERISENN AEFRIPEREE, 77A25/H Smart Access
tag"EPA_GW:Trusted-Device-PC" :
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Set-BrokerAccessPolicyRule "Contextual App Protection Delivery
Group_AG" -IncludedSmartAccessFilterEnabled $true
-IncludedSmartAccessTags EPA_GW:Trusted-Device-PC
-AppProtectionScreenCaptureRequired $false

Hrh, EPA GW 2 VPN E#IRS 2% .

23. EAUTHTEARET EPA HERISENNBREFRIFREE, 57525/ F Smart Access
tag"EPA_GW:Trusted-Device-PC" :

New-BrokerAccessPolicyRule "Contextual App Protection Delivery
Group_AG_NonCompliant"-DesktopGroupUid 17 -AllowedConnections ViaAG
-AllowedProtocols HDX, RDP -Enabled $true -AllowRestart $true
-ExcludedSmartAccessFilterEnabled $true -ExcludedSmartAccessTags
EPA_GW:Trusted-Device-PC -IncludedSmartAccessFilterEnabled $true
-AppProtectionScreenCaptureRequired $true

24. IRIF

Y0 Citrix Workspace MBI EITH, EEH. NZEEFIZEE R Citrix Workspace 72
F. EMRFIFNZERR, B2EINBREFFRIFERR,

7E$H Citrix Workspace NA12F, HMARZEENIREBRER. BoIRFIFNATR, E2F3
NABERFRIPFEER.

mEs
58 A BN o R F P 4 U R R FR TR R (R4

BENBEANBFRERYARFR, BERNSERFAHARRNARERRF

181E Workspace ;B8 B Eﬂﬂglﬂﬁﬁ EFRHERIPSE

Citrix Virtual Apps and Desktops BB S B iaEiBid AR S 2R PR A RS URL B R Citrix
Workspace for Web, Fi@ida3th Citrix Workspace [ F"FH&F"Z’ZE HDX 5| ZEEINAEFNE
Ho RIEEER"RESEM Citrix Workspace app for Web F173t Citrix Workspace N A2 FRiERE
MERARIRNER,
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R

Wi s _ERBIEEEAIAM Citrix Workspace N BEFAGN, XE—MELZERE, H
Citrix Workspace FE/&EH] HDX 5| Z#B T 528+, Ltb733EF5/ Citrix Workspace app for
HTML5, BEFEETE Citrix Workspace 3§ Citrix StoreFront £, AXERERILHZE,

TR

« MRISERRN S A2 $F Citrix Workspace Web 1 B2 %,
o HRISERMILULT Citrix Workspace N BEFRA 2 — :

o 3&AF Windows 2106 5 E ShRAHY Citrix Workspace N FBT2F

o 3&AF macOS 2106 S EmhkAR Citrix Workspace N2
o WNRIEERABEEXIEHEN Workspace URL, TIAZERIAR cloud.com 3 :

o HA{R Citrix Web ¥ BREZRIRAKXFHEFTF 24.4.00

- Workspace URL @ E“Citrix’s #/%0 . prod.mycompany.com/xyz/Citrix/* o

NESEERNRERRF

1. ERMNEEZE, RIERRSEZRE Citrix Workspace Web B2, 1RIEIZATN ST 2SEAIL
TR —

. ATAKB

« EF Chromium 89 Edge

L& BE, EENEany BREFBIERE,

© 1997-2026 Citrix Systems, Inc. All rights reserved. 192


https://docs.citrix.com/cn/zh/citrix-workspace/workspace-web-extensions.html#supported-browsers
http://cloud.com/
https://docs.citrix.com/zh-cn/citrix-workspace/workspace-web-extensions/whats-new.html#supports-custom-domains
https://chrome.google.com/webstore/detail/citrix-workspace-web-exte/dbdlmgpfijccjgnnpacnamgdfmljoeee?hl=en&authuser=0
https://microsoftedge.microsoft.com/addons/detail/citrix-workspace-web-exte/pmdpflpcmcomdkocbehamllbfkdgnalf

Citrix Workspace™ app

Actit work offline

> |
E Troubleshoot

ﬁ (annlnad Logs)

o

Read More

Braafdractes

LR+ {
Citrix Workspace Web
Workspace App Detected
Version 22.11...

Login Timeout

%)

»

2. WIEBYREN 52 E REIEIE.

3. SMAENEREXH > KFIZE > BR.

N ARFNKEREERE, EANUERNARREFNKSE TR K E58

H. BEEfER Citrix Workspace N BERF.

Advanced

Current Method:

(Llse Citrix Workspace .ﬂkup)

Apps and Desktops Launch Preference

Apps and desktops will launch in your web browser.

Launch your apps and desktops with the app or with your web browser.

INRIFIETEER Citrix Workspace N BIZEFE AR

HITEAER

BRI LA TEDL,

N /L,\E

EXMERT, £F
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Advanced

Apps and Desktops Launch Preference
Launch your apps and desktops with the app or with your web browser.

Current Method:

Apps and desktops will launch in your Citrix Workspace app on your device using Citrix Workspace Browser Extension

Use Web Browser

4. EHHERTA BB RIPHEMN B RRE T,
w N EES R
R R—EEREHAMRINE £ EIH5H 2.

- EEHZRIPHIN TR Z R FsEIE Citrix Workspace Web B, RSB TR
—, NEEIe)ER, BETEE R Citrix Workspace for Web Z BIREZY B.

Z=

@ Citrix Workspace App ><

You must use the Citrix Workspace web extension to
start this protected resource.

Use Extension

Web Extension Required

You must use the Citrix Workspace web extension to start this protected
resource. Further assistance can be found on the Help page.

Help

© 1997-2026 Citrix Systems, Inc. All rights reserved. 194




Citrix Workspace™ app

- HEDIEETIREN Web F%EE B, EIWBIUTHEIRZ— RENEETEL ) A Citrix
Workspace NATERF MUARILEIR, BXFAER, BERARXIXNE,

@ Citrix Workspace App ><

This protected resource can't be launched. Further
assistance can be found on the Help page.

Help

Unable to Launch Resource

This protected resource can't bae launched. Further assistance can be
found on the Help page.

Help

B StoreFront AT E SR EIHIN AR RIF S5

Citrix Virtual Apps and Desktops B S BB EAMNI E 2R PR AN AEE URL ER
StoreFront for Web, F@idZ# Citrix Workspace W AIEFE&E HDX 5| ZE BN ARFE R
Ho. ANEYER"EEA StoreFront for Web F1AMHt Citrix Workspace N FATEFA S EZEMERRIRN
R,

AE
Himm _ERBEFAAM Citrix Workspace WAEFALHRY, XE—MWELERE, HHP

Citrix Workspace NG HDX 5| & EXIRERH, LiA=#1/9 Citrix Workspace app for
HTML5, BHEETE Citrix Workspace 3§ Citrix StoreFront £, AXERERILHS,

B StoreFront HITESBEINNARFRIFXE, EERATNARFFRIFFIZEIREES NN KEaaH
BRMEBE.
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MREEZERBER (FH HTMLS BFiG) BREED, NERTNAERFRIPFHNRIE
FrBELE, RN s R INME] Citrix Workspace N BERF

INERIGFERRYZE StoreFront 2308 B E b4, NITE StoreFront L& IEH BN %S 28 B TN B A
Citrix Workspace N ATEFHIERT, EEJUER Web XIS 2A0ER T NAREFRIF KRR
EFRMNEE, MNREFERBIZ StoreFront 1912 | 2203 Zia/AYkRA, MMATIRER (/zh-cn/citrix-
workspace-app/app-protection/app-protection-hybrid-launch-storefront. html#how-to-deploy) 543
PN R B RE Xo

PR :

StoreFront TEIEE R E FMIEETEAE Citrix Workspace N ARIEFRA, HIREUGERZET RE
hRZ<BY Citrix Workspace N FAFEF, M StoreFront AaflEER, Hit, ERIRESHIRMD
THBELEESHER T ARFRIPREBNELNAEZEFMRE, Citrix ZiXEENAZFE R
E/NE, ZRERBIEMNRZFHNBARZFERIPIERRA Citrix Workspace N FRI2F 255
BNAREFMNEH. §XxZXSEEMFHAEFER, BB (/zh-cn/citrix-workspace-app/app-

protection/features.html#posture-check),

@D StoreFront 2308 B E S A HITESBED

StoreFront 2308 kAL ENEA T LARFRIPFREHNEMNBREFMNEEESBEIRS, Bl
ThEERNIAEEA. B X 7E StoreFront 2308 B E mhi A LB BN ARRFRIFLUAITESBEIRIFHAE

B, 1384 (/zh-cn/storefront/current-release/manage-citrix-receiver-for-web-site/app-protection)s,

381 StoreFront 1912 B) 2203 A HITESELD

StoreFront 1912 F) 2203 kAR FnEI U TEENXERER T N AREFRIFRERNEL N AZFH
SERVEREE !

Citrix ZIXTEFRZ StoreFront 2308 3¢ & = hix A BI I FRLL B E Xo

FoREM
B X Citrix AN AREFRIPFABRANER, BEERAEL,

gOfeTERE

1. TE% A stf-customization-AppP.zip B Zip X4, HPAZELMNEBZEER] StoreFront ARS3 8811
BEHNBFIEMEXMH. M Citrix T3 FTHZXMH. ZXHESEUATRE .
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o WS HIBIFEE bin SX43HY DLL
 fERRRTGFRIER TEPRFERY JavaScript AR E S+

« deploy-solution.ps1 PowerShell filZA<, StoreFront B RFERIZHIAIBER RS R

2. FRIE4E stf-customization-AppP.zip X1, HENXMHREEENUEFTAFEIES PowerShell,

iZ1T deploy-solution.psl @i, ZMDESUTEE:
e -Action : HIARITEVIR(E. SOFHIEMT -

o Deploy RREUTELINEMEMRARE. CREIBIUBRAEZENINHNER, 8§
BRAREXM, AREHEMRS. U TRSEERED T E StoreFront RSS2 LERERE
P E 3: N

EN Administrator Windows PowerShell O >
W lle oy oy-solution. psl

at cummind pipeline
r the following par ameters

files to be modified at: ~\Desktop'StoreBackup'Store

scriptionsstore)’ to start...

hstf-customization-AppP=

<

o ApplyUICustomization IR{E7EEIE Ul ENEBENX, i 1‘?»5‘137[_%% ¥ Already
installed (E%%£) # Use light version (ER#E{ERR) &, LtHiRIEsRHITEN A5
¥ MAH, Citrix Workspace MR, H#RESHT ?&ﬁﬂlﬁi@z—xfiﬁﬁﬁiﬁ;o
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P5 C:\Users\administrator.wC6PF\Downloads\stf-customization-AppP (2)> .\deploy-solution.psl

cmdlet main at command pipeline position 1
Supply values for the following parameters
Action: ApplyUICustomization

StoreNam:

Applied

P5 C:\U strator . WCEPF\Downloads\stf-customization-AppP (2)> |

o RemoveUICustomization R{EHUH ApplyUICustomization BY#2{E, FHH Already
Installed (B%%E) # Use light version (A5 ERR) EMBXEI.

 -StoreName @ ZINEMITIRENEIERRIT. LSHEREIMER, BAE5 Deploy #
F—itz iz,

« -BackupDir : A]5 Deploy R{E—iLZENESE, BTEMEERCESEHD. WRKE
%, WEKEEIESD. BB AREH,

#NER StoreCustomization_Input.dll % StoreCustomization_Launch.dll REEEAMEBENX
o, ERELFERAERESREN

BRTNAEFFRIFNNAEFNEENXERZEEEXTRET. MRKME, WEAEFNRE
ARER

“ll

A% R StoreFront B E XA
HITU TS B LUAR £y StoreFront BE XN -

1. %3] \Desktop\StoreBackup\&lt;store name> B RFHFUT XM & HIRIENHER -

« StoreCustomization_Input.dll ¥1 StoreCustomization_Launch.dll X{4%!]
IISINETPub\Citrix\&It;store name>\bin B
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« web.config X2 IISINETPub\Citrix\StoreWeb B

o *js # style.css X142 IISINETPub\Citrix\StoreWeb\Custom B

A1 \Desktop\StoreBackup\&lt;store name> B RHPEFER BB HZANBBENXX
f, ERIESENXLEXHNBEREFEEXER,

2. ¥TFF PowerShell,

3. BEETU TS 1ELE ISADMIN F] CitrixSubscriptionsStore ARSS :

sc stop IISADMIN

sc stop CitrixSubscriptionsStore
4, BELTITU TS EREE) ISADMIN #1 CitrixSubscriptionsStore RS3 :

sc start IISADMIN

sc start CitrixSubscriptionsStore

FRIFRFENESBIINRELAF AR

1. EEERTE StoreFront fREF EMERAARE, ERFPHERIEWNERIE, REER
Web X5 254 #9 URL 7] StoreFronts

2. BEFE Citrix Workspace N ATEF BB ENHRESHRINCNE], BHREEA WA IGE DA Y]
RE
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@ GitixRaceiver x + v - 8 X

(S C @ nsgepabvtlocal/Citrix/StoreWet T &

]

DESKTOPS

Settings

About

Log off

Activate Citrix Receiver

Change Citrix Receiver

£59PM 1
A 1 q, [

. Py — . D O
iWE Citrix Workspace RFBI2FIE, EAILEEH BaIFTE B R ALARS RIPNE LT AR

A= o

1E StoreFront B FAIEER

E7E StoreFront FEAIRER, i&EEI% StoreFront X%, IR ATIIEAER NetScaler
Gateway RIERBEITE B S EAEERINHEE,

B EEHEER

EEANARRFRIFNRIEN, BNTIRERBIIMNTHIR

@ (Citrix Recever x + v = o =

€« C @ nsgepabvilocal/Citrix/StoreWet a &

@ QIZUXORCLUKORIica A~
n P Type here to search
HILESEIRAY AT RERELO T
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- NARFMNEEEE NN REFIT o

Settings

Account

About

Log off

Advanced

Activate Citrix Workspace app
ownloads 2 file that 2dds this workspace to your o

Downloads a file that adds

WNRIETERRN Citrix Workspace N BfEFF EE T ERABER, MU TREFM®, @Rt

15’

Just a moment, we're detecting if Citrix Receiver is already
installed.

w seconds. P

cﬁ Application

o 10 window appears. proceed to dow )
citnx | Workspace If no window appears, proceed to downloa

W | agree with the

o NS ESARIME Citrix Workspace N AIERF.
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Settings

About

Log off

Activate Citrix Workspace app
Downloads 2 filethat adds this workspace to your local Citrix Wori

Chang
Opensap

WNRITTEREIN Citrix Workspace BRI mE T BERE, NSHMIER, MTFREFAR -

@ Citrix Receiver x +
< c i avtlocal/Citrix/StoreWet

Just a moment, we're detecting if Citrix Receiver is already
installed.

\Y it 'k-‘u ver is detected, you will see a window in a few seconds. Please
C Launch Applioanon

v appears, proceed to download

W | agree with the

ORBR | BAUE ERERHABHERT NARFRIPHRIE, EEKFIRER R EER Citrix
Workspace BT/, SRS Citrix Workspace N FBIEFHMICTIE,

i1k

AR Citrix Workspace N AR FEEESIER T NAERFRIFNRIE. NBREESEIR
RIFIERAE HIRFE, StoreFront BIESRAILIER deploy-solution.psl @5
ApplyUICustomization IR{ERF2iEEAMEEIMABREIEN

BELE AT IRE) T ERNRBHR

b Al ReppI TEMAEER R ERSEREEE, ABESEE (LLM) 2EERNRERHIRIEE
AR TRFRBEBREE. EaMENBERIPFEXEENREETIH, XMXFELHZEH,
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N g RIFEE N R LE R RINNEEHIAZE (25K B Microsoft Recall F&4k Al I¥5)
Thee) REBNRIFBURER. BIEMRXERIPHERM, Citix BT RIPEBULBEFHEFMER
PSRRI BIE L 2.

EER Citrix NAEFFRIPY DiESHIATEE, BRI TAERERE RN -

 3&BTF Windows LTSR 2203.1 XE&ShRAEY Citrix Workspace A EF, &RF Windows CR
2305.1 EShRAR Citrix Workspace NI

« SEHTF i0S} 24.9.0 RESARAR Citrix Workspace NI

« 3&ATF Linux 2108 &2 E = hkABY Citrix Workspace N 2R

« EAF Mac 2001 & ESHrRARY Citrix Workspace N FBIEZF

* 3&BTF Android 24.7.0 EShRAE Citrix Workspace N B2

« Citrix Workspace W B2 1912 RESHRA

PHLE Microsoft Recall IR RIEIREIR

iEAF Windows 2507 Y Citrix Workspace MR AERT T arm64 1%%. FANARE
FARIP B REETR SR A MHBELE Microsoft Recall 7ZEEF arm64 By Copilot+ PC _HEFKRER
BHER,

N AR HRIPEHR] Director 1 Monitor
&

iEATF Windows B Citrix Workspace N2 (CWA) I AT NBZ LT, 1 Aol s
BXBRT (BI40 Microsoft Recall) , TEFohEE, XL M@ @A Citrix Director #1 Monitor
IREEHFIR BT M, FEEREBRRITG X QHN AN BEFRIPREERIPETE.

BAFLEH (a0 Microsoft Recall) BICNZEEIE, BEREXLEY, EEAZTEFIRE
[ A2 RIFERER,

I AEMNEEEMRBEFRRE, EERAIUINREFRFNRERZEN, FHRD LD
HNRE. XMERNHG AEIEBALLENRR MM, #—FEITT Citix® WIRNBERF
ZEREE.
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Citrix Workspace N BiEF8d ™~ mlES x AR MIGEFERBRAENEIE, BFIFrER
FEREIHIT, UNRATFRE. B, f2MauHiy, IEUATRE .

« R&EID
- AFR%
- BYiE)ER
o 1P i3k

FoRE M
Citrix BRUHERIE | VDA iiA 2507 HE S ARA

« Citrix Director ¥#Z2424 : Citrix Virtual Apps and Desktops 2603 55 = iR 4.

« Citrix Monitor : DDC hik#& 128 (& & kAo
« &ERATF Windows B Citrix Workspace BB (CWA) : = EFRERRA 2603 S E kA

o WFNARRRIFEG, SERMNIET Citrix RIREER X NN BREFRERIPER (Fia,
FhRE#IR. B DLLEA) -

SR

i eAELopl
Windows Recall 27tinmR EE1TH Al RI2, ERSMRARMEEA R BRATHIREBUHITY
o XERIEAIELSHRER, i :

- EERMEMARNAREE,

- FEMRENEARHINBRERFPEREVENBREF SR

« RIEHAIEAI WAV E B AR
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& & Recall (preview) % Search your history = =]

LEL @ Citrix Workspace (7 ) Today at10:34 $ 0 W =55
- %

- a x
B the user is accessing sensitive con  *

File  Edit  View Hiv =~ B I @ @~ % o & 8

the user is accessing sensitive content on the
vda .

this content_tan be confidential and any leak
of data here can be disastrous

<
ENG 10,35 AM
~ | D o
eedback
€§3 < 4 Mar §Mar T T T Y T T Today e @ b
Settings

SNRWFAR, MINEERTRER TG & SR EEINBIA P MiE FIOREZREIE, BESIEEREH
= (1]l o8

Bt R XL EH?
21EEThEAE], CWA £ B850 Windows Recall & ik 2 E b F5E RS,

g LTS
s SEOS

o WNEHS : NRENEB Recall BRIERE AR REHIRER, NA:
o RIPEMH | IRENER) Recall HREBE R RFHIARE, ki

b D

Microsof ft Edge closed unexpectedy.
@ Deshboard 1 Monitor > Endpoint
. Endpoint Security voowooa
Filters, o
530 AM 600 AM 630 AM 700AM 730 M 800 AM 830 AM 900 AM
Q) Alerts
N 3 B s » 1l Protected events 1l Unprotected events
®
3 Applications
Audit Trail €
Timestamp /N | UserName | Endpoint Name | Delivery Group | os | Citrix Workspace App... | Event Status | EventType
> 03/05/2026 912 AM administrator@bvt local APPP RdsDesktopAndAppGroup Windows 11 24H2 263035 Protected Recall
03/05/2026 9:12 AM administrator@bvt.local APPP RdsDesktopAndAppGroup Windows 1124H2 263.0.35 Protected Screen capture
03/05/2026 9113 AM administrator@bvt.local APPP RdsDesktopAndAppGroup Windows 11 24H2 263035 Protected Recall
03/05/2026 9:14 AM administrator@bvt.local APPP RdsDesktopAndAppGroup Windows 11 24H2 263.0.35 Protected Soreen capture
03/05/2026 9:14 AM administrator@bvt local APPP RdsDesktopAndAppGroup Windows 11 24H2 263.0.35 Protected Screen capture

Eﬁ:ﬁiﬁﬁ WEHNERERFTE ; BRT resourceType # resourceName Z4%, AEEFE
AEHMFE,

R

HAPRITERAB IR REREN, REIZFRHEREN. MMREB7T App Protection Anti-
screen capture g, MSFRNBTNFBERTEETHER, ZTEMAHBRSIENBNEERX
15, BERIERAEERT SHWER,
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Rl &X UL =12

Y CWA NBREHIX T EERBH G REHRRENSIERE EEAFERERN, 41X
screenCaptureEvent . ZEH BT ENLIMEEE, UNEZTLIRE.

04/01/2026 10:01 AM jigneshkumar@JP MICRVDIFDI076 Per76-A2.2603-VDA-DG Windows 11 2aH2 263035  Protected Screen capture

Per-260376-M1 Screen Capture Tool Path CAWindows\System32
ICA session Signed true

DLL EAR

DLL (GhaSHEEE) B—MrIHITE. Z#H2R DLL A Citrix #1286, R&4% DLLFA, XL
DLL TR MERREBIA — BFEEYRER (PN, BER KR RERE) , tEEERE
(Bla0, =&MERE. Z8ERE)

App Protection 5 DLL EARIBALERZZ AT DLL ;EARAFER Citrix HZEAR, KFHHI DLL #EA
Citrix HIZ# NS DLL EAEMH

B R X2
H CWA MR R0 DLL 7E/2 AR DLL JF ASRERBY #7F AZ{RIPHY Citrix IHFERY, S&3X DLL
FEAEMH,

03/02/2026 6:38 PM Windows 10 263046 Protectes d Dilinjection

DIl Path

BIEMEFFE

BEREHENE
FREim AR R EEHEHEZ—PIRE L Director F1 Monitor FEREET :

FER R |
deviceName i T E A% e WORKSTATION-01
username BEERAF (UPNER) . john@example.com
timestamp Unix 2oBtiEE (UAZH A 1733805466000

B{I) ,
osVersion Iim IR ERFhRAS, wWindows 11 Pro
cwaVersion iim = _EBY Citrix Workspace [ 25.3.2.196

R EFRRA
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FE

ipAddress

version

eventType

payloadType

component

it

iHa 1P ik,

EHFRIIARA,

ZEEMHEBEIRIRT.

0=1M (BIRFIEEN) ;1=
w®ir (BEH)

ERHEMHE CWA A

il

123.45.67.89

1.0

recallEvent

AppProtection

BENEHTEEE— NS EUTHAES EndpointSecurityAdditionalData 35 :

FER
resourceType

resourceName

RRHBREHEESE

BT ERFERN,

FR

screenCaptureToolName

screenCaptureToolPath

signed

DLL ;EASEHFERIE

Bt

fix

BEE M4 XBENTEIREE,

BEAm AR REF B

EndpointSecurityAdditionalData AEFE

£ pUY

WNBINTENATHITXH S
o

TEARITXHFRIERX R
SERTRo

RNBNARITXHEE ST
BFEH,

FRTYBEFERSY, BEREAUES DLL B :

il

ICA session

Prod_Win1l_Session

Nl

obs64.exe

C:\Program Files\obs-
studio\bin\64bit

true
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FER R Nl
dllPath FAARIRE S DLL B2 C:\Program
HRFARR, Files\abc.dll

© 1997-2026 Citrix Systems, Inc. All rights reserved. 208



Citrix Workspace™ app

Citrix Workspace app &Z 760 [8]3%

b & fRBtiE1FRIHEE T Citrix Workspace app AT AT EMBE. REWYIEATRESERT
Tr, BENGSEEEIRIMAL. BIIEHLEILEFRMRMEIR Citrix Workspace app Hi&,

EBI A M Citrix Workspace app T % DI FE#THRA, Citrix Workspace app for Android. Citrix
Workspace app for iOS} # Citrix Workspace app for Windows (Store) tB-] N & BN BFEIE T
#Ho TIRIEEA Citrix Workspace app for Mac 3 Windows EF Y Citrix Workspace Updates, &
MBEHESZ THHTEEHEN, ZRITIHENT RSS IR, LUEEHhRA R AREKRER,

B X8 Citrix Workspace app FR] FIHEERVIFAE R, 1HHSIA Citrix Workspace app TIEEXER%,

B XESARRER, 15217 Citrix Workspace app R4 n B HI B 2R,

PV LRk S
LLUF Citrix Workspace app FEEREEAHTE |
o FBSTeR
« Mac
- MHE
» ChromeOS

e HTMLS5
LLF Citrix Workspace app FEEBEAAXHTTE ©
. T

» i0OS

Pz

i&EFTF Windows B9 Citrix Workspace N 2. & T Mac B Citrix Workspace N 2.
i&BF Android B9 Citrix Workspace N FFEFFEAF i0OS B9 Citrix Workspace RS G
B ZEENEETEMATNREMAL . RERAFGFLL10RT, XERAFEISELRREN
MEERUH RN EIRRINEE. REMW 10 RATUIT A2 E XA EEINEE,
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20
25

20 20 20 20 20 20 20 20 20 20 20
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Cl
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TR
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BEREME Dlwo ik HBE K
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X
T

20
25
&
2
A

e By
oo By
oo
o Y
o~ RN
RN
me iy S

B FikEB RN AERFN BiRA2HEHE

20
25

10

20
25

11

20
25

12

3EFF Android B9 Citrix Workspace R Ff2FFERF i0S B Citrix Workspace R 2R} ETES

BRHTR,

30

o e

a N
mw f S
m s i S
m oS
mo # 5 8
m~ RS
R Y
Im e it & S

FHBROITS Y =X

2 i W

SLe)

o

20
25

10

20
25

11

20
25
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30
m e
da N
e By
oo By

FRHHMIHAHFE N HFTHXAMOF* I XFTEHIMNIR pawapQri9ss

mo# RS

oo &S

NI

me R

me RN

20
25

10

20
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11

20
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12
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30
m e
da N
me fr 5 8
m s f oSS
mo f oSS
me NN

FMERIITS Y =X
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TEHERTEESE. BEEERIIEFEENREA
==

il

(]

B RFLLETM CITRIX WORKSPACE AT
FARENREBEIRTEEANNRERESEBES
BRYSEE.

FLWR P Linux VDA LRSS ENREREH



Citrix Workspace™ app

Thig

ESHRERAY - P2l VDA (WINDOWS VDA)

|BEMBFEY - EFE VDA (LINUX VDA)

BERMRRAY - VDA HZF PR (WINDOWS VDA)

BEH/BEY - VDA BIEF I (LINUX VDA)

UNICODE &5 /3 st

EfMAELR - UNICODE

BERARI - 9iHEE

BR$338 IME

ZEATF CIK IME HERAZEF R IME (CTXIME)

BHTRE
RERSIZE VI MEE
WMAERISE v B

BESIRE U MIRCE

BEHARERY GPO EIRIER

EX

AP EBERZFPIRISE FRAYEREBHRNES
ERBAERZETR. EREEEINREHFERE
=hi&EE WINDOWS VDA L.

ERAFEBEEFIRISE LAY EREBHRAIES
EREfmREYR, ERESE ENREFRESE
EhigE3A| LINUX VDA t.

fEFE P REHIE WINDOWS VDA FRSERNEEH
BEREE EREBHRFHZEIR. WINDOWS VDA
IHRRFRASEMMEBEBRRT P HgE L.

EAFEEBTE LINUX VDA LRSS EIRER DR
FEEREHRR/AZET%, LINUX VDA LHNEET
BEBENEERE P& E Lo

F1F5ERTF WINDOWS VDA B UNICODE 827
B, H¥53F WINDOWS CITRIX
WORKSPACE NMAREFES.

UNICODE BMAEUHRBMNE PIRRE L XS
VDA, VDA £ERNER. NAEFIHREH
Bo
P ESAEDNHERUBNE P IRBE R XD
VDA, VDA &RAENIN=ZFR. MARSH#IRERT
Ro

RHARS (X VDA) Imi AE4iE28 (IME) BRI A
MM,

AEWES (X, BX. §X) REALENE i
IME A FBMEFSUHRITTEFIS,

RAPTUERSSTREEAHERE 5 IME,
PR GUI EEFRNRERESER,
FARALGER GUI EEFRNREMABRET,
RARTMUER GUI T VDA NARFRIERE

TEHERTEESE. BEEERIIEFEENREA
==

il

(]

B RFLLETM CITRIX WORKSPACE AT
FARENREBEIRTEEANNRERESEBES
BRYSEE.

TERBEME BT, Linux VDA £



Citrix Workspace™ app

Thig

ESHRERAY - P2l VDA (WINDOWS VDA)

|BEMBFEY - EFE VDA (LINUX VDA)

BERMRRAY - VDA HZF PR (WINDOWS VDA)

BEH/BEY - VDA BIEF I (LINUX VDA)

UNICODE &5 /3 st

EfMAELR - UNICODE

BERARI - 9iHEE

BR$338 IME

ZEATF CIK IME HERAZEF R IME (CTXIME)

BHTRE
RERSIZE VI MEE
WMAERISE v B

BESIRE U MIRCE

BEHARERY GPO EIRIER

EX

AP EBERZFPIRISE FRAYEREBHRNES
ERBAERZETR. EREEEINREHFERE
=hi&EE WINDOWS VDA L.

ERAFEBEEFIRISE LAY EREBHRAIES
EREfmREYR, ERESE ENREFRESE
EhigE3A| LINUX VDA t.

fEFE P REHIE WINDOWS VDA FRSERNEEH
BEREE EREBHRFHZEIR. WINDOWS VDA
IHRRFRASEMMEBEBRRT P HgE L.

EAFEEBTE LINUX VDA LRSS EIRER DR
FEEREHRR/AZET%, LINUX VDA LHNEET
BEBENEERE P& E Lo

F1F5ERTF WINDOWS VDA B UNICODE 827
B, H¥53F WINDOWS CITRIX
WORKSPACE NMAREFES.

UNICODE BMAEUHRBMNE PIRRE L XS
VDA, VDA £ERNER. NAEFIHREH
Bo
P ESAEDNHERUBNE P IRBE R XD
VDA, VDA &RAENIN=ZFR. MARSH#IRERT
Ro

RHARS (X VDA) Imi AE4iE28 (IME) BRI A
MM,

AEWES (X, BX. §X) REALENE i
IME A FBMEFSUHRITTEFIS,

RAPTUERSSTREEAHERE 5 IME,
PR GUI EEFRNRERESER,
FARALGER GUI EEFRNREMABRET,
RARTMUER GUI T VDA NARFRIERE

TEHERTEESE. BEEERIIEFEENREA
==

il

(]

B RFLLETM CITRIX WORKSPACE AT
FARENREBEIRTEEANNRERESEBES
BRYSEE.

BHRBEMKEREFiRLE L.



Citrix Workspace™ app

Thig

ESHRERAY - P2l VDA (WINDOWS VDA)

|BEMBFEY - EFE VDA (LINUX VDA)

BERMRRAY - VDA HZF PR (WINDOWS VDA)

BEH/BEY - VDA BIEF I (LINUX VDA)

UNICODE &5 /3 st

EfMAELR - UNICODE

BERARI - 9iHEE

BR$338 IME

ZEATF CIK IME HERAZEF R IME (CTXIME)

BHTRE
RERSIZE VI MEE
WMAERISE v B

BESIRE U MIRCE

BEHARERY GPO EIRIER

Unicode $#£27h /5 AR 44

EX

AP EBERZFPIRISE FRAYEREBHRNES
ERBAERZETR. EREEEINREHFERE
=hi&EE WINDOWS VDA L.

ERAFEBEEFIRISE LAY EREBHRAIES
EREfmREYR, ERESE ENREFRESE
EhigE3A| LINUX VDA t.

fEFE P REHIE WINDOWS VDA FRSERNEEH
BEREE EREBHRFHZEIR. WINDOWS VDA
IHRRFRASEMMEBEBRRT P HgE L.

EAFEEBTE LINUX VDA LRSS EIRER DR
FEEREHRR/AZET%, LINUX VDA LHNEET
BEBENEERE P& E Lo

F1F5ERTF WINDOWS VDA B UNICODE 827

B, H¥53F WINDOWS CITRIX
WORKSPACE NMAREFES.

UNICODE BMAEUHRBMNE PIRRE L XS
VDA, VDA £ERNER. NAEFIHREH
Bo
P ESAEDNHERUBNE P IRBE R XD
VDA, VDA &RAENIN=ZFR. MARSH#IRERT
Ro

RHARS (X VDA) Imi AE4iE28 (IME) BRI A
MM,

AEWES (X, BX. §X) REALENE i
IME A FBMEFSUHRITTEFIS,

RAPTUERSSTREEAHERE 5 IME,
PR GUI EEFRNRERESER,
FARALGER GUI EEFRNREMABRET,
RARTMUER GUI T VDA NARFRIERE

TEHERTEESE. BEEERIIEFEENREA
==

il

(]

B RFLLETM CITRIX WORKSPACE AT
FARENREBEIRTEEANNRERESEBES
BRYSEE.

£+ Windows VDA 53E Windows Citrix



Citrix Workspace™ app

Thig

ESHRERAY - P2l VDA (WINDOWS VDA)

|BEMBFEY - EFE VDA (LINUX VDA)

BERMRRAY - VDA HZF PR (WINDOWS VDA)

BEH/BEY - VDA BIEF I (LINUX VDA)

UNICODE &5 /3 st

EfMAELR - UNICODE

BERARI - 9iHEE

BR$338 IME

ZEATF CIK IME HERAZEF R IME (CTXIME)

BHTRE
RERSIZE VI MEE
WMAERISE v B

BESIRE U MIRCE

BEHARERY GPO EIRIER

EX

AP EBERZFPIRISE FRAYEREBHRNES
ERBAERZETR. EREEEINREHFERE
=hi&EE WINDOWS VDA L.

ERAFEBEEFIRISE LAY EREBHRAIES
EREfmREYR, ERESE ENREFRESE
EhigE3A| LINUX VDA t.

fEFE P REHIE WINDOWS VDA FRSERNEEH
BEREE EREBHRFHZEIR. WINDOWS VDA
IHRRFRASEMMEBEBRRT P HgE L.

EAFEEBTE LINUX VDA LRSS EIRER DR
FEEREHRR/AZET%, LINUX VDA LHNEET
BEBENEERE P& E Lo

F1F5ERTF WINDOWS VDA B UNICODE 827
B, H¥53F WINDOWS CITRIX
WORKSPACE NMAREFES.

UNICODE BMAEUHRBMNE PIRRE L XS
VDA, VDA £ERNER. NAEFIHREH
Bo
P ESAEDNHERUBNE P IRBE R XD
VDA, VDA &RAENIN=ZFR. MARSH#IRERT
Ro

RHARS (X VDA) Imi AE4iE28 (IME) BRI A
MM,

AEWES (X, BX. §X) REALENE i
IME A FBMEFSUHRITTEFIS,

RAPTUERSSTREEAHERE 5 IME,
PR GUI EEFRNRERESER,
FARALGER GUI EEFRNREMABRET,
RARTMUER GUI T VDA NARFRIERE

TEHERTEESE. BEEERIIEFEENREA
==

il

(]

B RFLLETM CITRIX WORKSPACE AT
FARENREBEIRTEEANNRERESEBES
BRYSEE.

Workspace N FF2FHY Unicode &2 R/EM



Citrix Workspace™ app

Thig

ESHRERAY - P2l VDA (WINDOWS VDA)

|BEMBFEY - EFE VDA (LINUX VDA)

BERMRRAY - VDA HZF PR (WINDOWS VDA)

BEH/BEY - VDA BIEF I (LINUX VDA)

UNICODE &5 /3 st

EfMAELR - UNICODE

BERARI - 9iHEE

BR$338 IME

ZEATF CIK IME HERAZEF R IME (CTXIME)

BHTRE
RERSIZE VI MEE
WMAERISE v B

BESIRE U MIRCE

BEHARERY GPO EIRIER

EX

AP EBERZFPIRISE FRAYEREBHRNES
ERBAERZETR. EREEEINREHFERE
=hi&EE WINDOWS VDA L.

ERAFEBEEFIRISE LAY EREBHRAIES
EREfmREYR, ERESE ENREFRESE
EhigE3A| LINUX VDA t.

fEFE P REHIE WINDOWS VDA FRSERNEEH
BEREE EREBHRFHZEIR. WINDOWS VDA
IHRRFRASEMMEBEBRRT P HgE L.

EAFEEBTE LINUX VDA LRSS EIRER DR
FEEREHRR/AZET%, LINUX VDA LHNEET
BEBENEERE P& E Lo

F1F5ERTF WINDOWS VDA B UNICODE 827
B, H¥53F WINDOWS CITRIX
WORKSPACE NMAREFES.

UNICODE BMAEUHRBMNE PIRRE L XS
VDA, VDA £ERNER. NAEFIHREH
Bo
P ESAEDNHERUBNE P IRBE R XD
VDA, VDA &RAENIN=ZFR. MARSH#IRERT
Ro

RHARS (X VDA) Imi AE4iE28 (IME) BRI A
MM,

AEWES (X, BX. §X) REALENE i
IME A FBMEFSUHRITTEFIS,

RAPTUERSSTREEAHERE 5 IME,
PR GUI EEFRNRERESER,
FARALGER GUI EEFRNREMABRET,
RARTMUER GUI T VDA NARFRIERE

TEHERTEESE. BEEERIIEFEENREA
==

il

(]

B RFLLETM CITRIX WORKSPACE AT
FARENREBEIRTEEANNRERESEBES
BRYSEE.

5o



Citrix Workspace™ app

Thig

ESHRERAY - P2l VDA (WINDOWS VDA)

|BEMBFEY - EFE VDA (LINUX VDA)

BERMRRAY - VDA HZF PR (WINDOWS VDA)

BEH/BEY - VDA BIEF I (LINUX VDA)

UNICODE &5 /3 st

EfMAELR - UNICODE

BERARI - 9iHEE

BR$338 IME

ZEATF CIK IME HERAZEF R IME (CTXIME)

BRITHRE

RERSIZE VI MEE

RAEIZE I MECE

BESIRE U MIRCE

BEHARERY GPO EIRIER

PR AT - Unicode

EX

AP EBERZFPIRISE FRAYEREBHRNES
ERBAERZETR. EREEEINREHFERE
=hi&EE WINDOWS VDA L.

ERAFEBEEFIRISE LAY EREBHRAIES
EREfmREYR, ERESE ENREFRESE
EhigE3A| LINUX VDA t.

fEFE P REHIE WINDOWS VDA FRSERNEEH
BEREE EREBHRFHZEIR. WINDOWS VDA
IHRRFRASEMMEBEBRRT P HgE L.

EAFEEBTE LINUX VDA LRSS EIRER DR
FEEREHRR/AZET%, LINUX VDA LHNEET
BEBENEERE P& E Lo

F1F5ERTF WINDOWS VDA B UNICODE 827
B, H¥53F WINDOWS CITRIX
WORKSPACE NMAREFES.

UNICODE BMAEUHRBMNE PIRRE L XS
VDA, VDA £ERNER. NAEFIHREH
Bo
P ESAEDNHERUBNE P IRBE R XD
VDA, VDA &RAENIN=ZFR. MARSH#IRERT
Ro

RHARS (X VDA) Imi AE4iE28 (IME) BRI A
MM,

AEWES (X, BX. §X) REALENE i
IME A FBMEFSUHRITTEFIS,

RAPTUERSSTREEAHERE 5 IME,
PR GUI EEFRNRERESER,
FARALGER GUI EEFRNREMABRET,
RARTMUER GUI T VDA NARFRIERE

TEHERTEESE. BEEERIIEFEENREA
==

il

(]

B RFLLETM CITRIX WORKSPACE AT
FARENREBEIRTEEANNRERESEBES
BRYSEE.

Unicode BIARTURFE P im B &2 IR A X F]



Citrix Workspace™ app

Thig

ESHRERAY - P2l VDA (WINDOWS VDA)

|BEMBFEY - EFE VDA (LINUX VDA)

BERMRRAY - VDA HZF PR (WINDOWS VDA)

BEH/BEY - VDA BIEF I (LINUX VDA)

UNICODE &5 /3 st

EfMAELR - UNICODE

BERARI - 9iHEE

BR$338 IME

ZEATF CIK IME HERAZEF R IME (CTXIME)

BHTRE
RERSIZE VI MEE
WMAERISE v B

BESIRE U MIRCE

BEHARERY GPO EIRIER

EX

AP EBERZFPIRISE FRAYEREBHRNES
ERBAERZETR. EREEEINREHFERE
=hi&EE WINDOWS VDA L.

ERAFEBEEFIRISE LAY EREBHRAIES
EREfmREYR, ERESE ENREFRESE
EhigE3A| LINUX VDA t.

fEFE P REHIE WINDOWS VDA FRSERNEEH
BEREE EREBHRFHZEIR. WINDOWS VDA
IHRRFRASEMMEBEBRRT P HgE L.

EAFEEBTE LINUX VDA LRSS EIRER DR
FEEREHRR/AZET%, LINUX VDA LHNEET
BEBENEERE P& E Lo

F1F5ERTF WINDOWS VDA B UNICODE 827
B, H¥53F WINDOWS CITRIX
WORKSPACE NMAREFES.

UNICODE BMAEUHRBMNE PIRRE L XS
VDA, VDA £ERNER. NAEFIHREH
Bo
P ESAEDNHERUBNE P IRBE R XD
VDA, VDA &RAENIN=ZFR. MARSH#IRERT
Ro

RHARS (X VDA) Imi AE4iE28 (IME) BRI A
MM,

AEWES (X, BX. §X) REALENE i
IME A FBMEFSUHRITTEFIS,

RAPTUERSSTREEAHERE 5 IME,
PR GUI EEFRNRERESER,
FARALGER GUI EEFRNREMABRET,
RARTMUER GUI T VDA NARFRIERE

TEHERTEESE. BEEERIIEFEENREA
==

il

(]

B RFLLETM CITRIX WORKSPACE AT
FARENREBEIRTEEANNRERESEBES
BRYSEE.

VDA, VDA T£ VDA FA S MEEINF T MR



Citrix Workspace™ app

Thig

ESHRERAY - P2l VDA (WINDOWS VDA)

|BEMBFEY - EFE VDA (LINUX VDA)

BERMRRAY - VDA HZF PR (WINDOWS VDA)

BEH/BEY - VDA BIEF I (LINUX VDA)

UNICODE &5 /3 st

EfMAELR - UNICODE

BERARI - 9iHEE

BR$338 IME

ZEATF CIK IME HERAZEF R IME (CTXIME)

BHTRE
RERSIZE VI MEE
WMAERISE v B

BESIRE U MIRCE

BEHARERY GPO EIRIER

EX

AP EBERZFPIRISE FRAYEREBHRNES
ERBAERZETR. EREEEINREHFERE
=hi&EE WINDOWS VDA L.

ERAFEBEEFIRISE LAY EREBHRAIES
EREfmREYR, ERESE ENREFRESE
EhigE3A| LINUX VDA t.

fEFE P REHIE WINDOWS VDA FRSERNEEH
BEREE EREBHRFHZEIR. WINDOWS VDA
IHRRFRASEMMEBEBRRT P HgE L.

EAFEEBTE LINUX VDA LRSS EIRER DR
FEEREHRR/AZET%, LINUX VDA LHNEET
BEBENEERE P& E Lo

F1F5ERTF WINDOWS VDA B UNICODE 827
B, H¥53F WINDOWS CITRIX
WORKSPACE NMAREFES.

UNICODE BMAEUHRBMNE PIRRE L XS
VDA, VDA £ERNER. NAEFIHREH
Bo
P ESAEDNHERUBNE P IRBE R XD
VDA, VDA &RAENIN=ZFR. MARSH#IRERT
Ro

RHARS (X VDA) Imi AE4iE28 (IME) BRI A
MM,

AEWES (X, BX. §X) REALENE i
IME A FBMEFSUHRITTEFIS,

RAPTUERSSTREEAHERE 5 IME,
PR GUI EEFRNRERESER,
FARALGER GUI EEFRNREMABRET,
RARTMUER GUI T VDA NARFRIERE

TEHERTEESE. BEEERIIEFEENREA
==

il

(]

B RFLLETM CITRIX WORKSPACE AT
FARENREBEIRTEEANNRERESEBES
BRYSEE.

Fin#EHR.



Citrix Workspace™ app

Thig

ESHRERAY - P2l VDA (WINDOWS VDA)

|BEMBFEY - EFE VDA (LINUX VDA)

BERMRRAY - VDA HZF PR (WINDOWS VDA)

BEH/BEY - VDA BIEF I (LINUX VDA)

UNICODE &5 /3 st

EfMAELR - UNICODE

BERARI - 9iHEE

BR$338 IME

ZEATF CIK IME HERAZEF R IME (CTXIME)

BHTRE
RERSIZE VI MEE
WMAERISE v B

BESIRE U MIRCE

BEHARERY GPO EIRIER

REMARI - B

EX

AP EBERZFPIRISE FRAYEREBHRNES
ERBAERZETR. EREEEINREHFERE
=hi&EE WINDOWS VDA L.

ERAFEBEEFIRISE LAY EREBHRAIES
EREfmREYR, ERESE ENREFRESE
EhigE3A| LINUX VDA t.

fEFE P REHIE WINDOWS VDA FRSERNEEH
BEREE EREBHRFHZEIR. WINDOWS VDA
IHRRFRASEMMEBEBRRT P HgE L.

EAFEEBTE LINUX VDA LRSS EIRER DR
FEEREHRR/AZET%, LINUX VDA LHNEET
BEBENEERE P& E Lo

F1F5ERTF WINDOWS VDA B UNICODE 827
B, H¥53F WINDOWS CITRIX
WORKSPACE NMAREFES.

UNICODE BMAEUHRBMNE PIRRE L XS
VDA, VDA £ERNER. NAEFIHREH
Bo
P ESAEDNHERUBNE P IRBE R XD
VDA, VDA &RAENIN=ZFR. MARSH#IRERT
Ro

RHARS (X VDA) Imi AE4iE28 (IME) BRI A
MM,

AEWES (X, BX. §X) REALENE i
IME A FBMEFSUHRITTEFIS,

RAPTUERSSTREEAHERE 5 IME,
PR GUI EEFRNRERESER,
FARALGER GUI EEFRNREMABRET,
RARTMUER GUI T VDA NARFRIERE

TEHERTEESE. BEEERIIEFEENREA
==

il

(]

B RFLLETM CITRIX WORKSPACE AT
FARENREBEIRTEEANNRERESEBES
BRYSEE.

PR ARIUSE P iR ERR B &



Citrix Workspace™ app

Thig

ESHRERAY - P2l VDA (WINDOWS VDA)

|BEMBFEY - EFE VDA (LINUX VDA)

BERMRRAY - VDA HZF PR (WINDOWS VDA)

BEH/BEY - VDA BIEF I (LINUX VDA)

UNICODE &5 /3 st

EfMAELR - UNICODE

BERARI - 9iHEE

BR$338 IME

ZEATF CIK IME HERAZEF R IME (CTXIME)

BHTRE
RERSIZE VI MEE
WMAERISE v B

BESIRE U MIRCE

BEHARERY GPO EIRIER

EX

AP EBERZFPIRISE FRAYEREBHRNES
ERBAERZETR. EREEEINREHFERE
=hi&EE WINDOWS VDA L.

ERAFEBEEFIRISE LAY EREBHRAIES
EREfmREYR, ERESE ENREFRESE
EhigE3A| LINUX VDA t.

fEFE P REHIE WINDOWS VDA FRSERNEEH
BEREE EREBHRFHZEIR. WINDOWS VDA
IHRRFRASEMMEBEBRRT P HgE L.

EAFEEBTE LINUX VDA LRSS EIRER DR
FEEREHRR/AZET%, LINUX VDA LHNEET
BEBENEERE P& E Lo

F1F5ERTF WINDOWS VDA B UNICODE 827
B, H¥53F WINDOWS CITRIX
WORKSPACE NMAREFES.

UNICODE BMAEUHRBMNE PIRRE L XS
VDA, VDA £ERNER. NAEFIHREH
Bo
P ESAEDNHERUBNE P IRBE R XD
VDA, VDA &RAENIN=ZFR. MARSH#IRERT
Ro

RHARS (X VDA) Imi AE4iE28 (IME) BRI A
MM,

AEWES (X, BX. §X) REALENE i
IME A FBMEFSUHRITTEFIS,

RAPTUERSSTREEAHERE 5 IME,
PR GUI EEFRNRERESER,
FARALGER GUI EEFRNREMABRET,
RARTMUER GUI T VDA NARFRIERE

TEHERTEESE. BEEERIIEFEENREA
==

il

(]

B RFLLETM CITRIX WORKSPACE AT
FARENREBEIRTEEANNRERESEBES
BRYSEE.

¥) VDA, VDA £ ERNIF T NARS 28



Citrix Workspace™ app

Thig

ESHRERAY - P2l VDA (WINDOWS VDA)

|BEMBFEY - EFE VDA (LINUX VDA)

BERMRRAY - VDA HZF PR (WINDOWS VDA)

BEH/BEY - VDA BIEF I (LINUX VDA)

UNICODE &5 /3 st

EfMAELR - UNICODE

BERARI - 9iHEE

BR$338 IME

ZEATF CIK IME HERAZEF R IME (CTXIME)

BHTRE
RERSIZE VI MEE
WMAERISE v B

BESIRE U MIRCE

BEHARERY GPO EIRIER

EX

AP EBERZFPIRISE FRAYEREBHRNES
ERBAERZETR. EREEEINREHFERE
=hi&EE WINDOWS VDA L.

ERAFEBEEFIRISE LAY EREBHRAIES
EREfmREYR, ERESE ENREFRESE
EhigE3A| LINUX VDA t.

fEFE P REHIE WINDOWS VDA FRSERNEEH
BEREE EREBHRFHZEIR. WINDOWS VDA
IHRRFRASEMMEBEBRRT P HgE L.

EAFEEBTE LINUX VDA LRSS EIRER DR
FEEREHRR/AZET%, LINUX VDA LHNEET
BEBENEERE P& E Lo

F1F5ERTF WINDOWS VDA B UNICODE 827
B, H¥53F WINDOWS CITRIX
WORKSPACE NMAREFES.

UNICODE BMAEUHRBMNE PIRRE L XS
VDA, VDA £ERNER. NAEFIHREH
Bo
P ESAEDNHERUBNE P IRBE R XD
VDA, VDA &RAENIN=ZFR. MARSH#IRERT
Ro

RHARS (X VDA) Imi AE4iE28 (IME) BRI A
MM,

AEWES (X, BX. §X) REALENE i
IME A FBMEFSUHRITTEFIS,

RAPTUERSSTREEAHERE 5 IME,
PR GUI EEFRNRERESER,
FARALGER GUI EEFRNREMABRET,
RARTMUER GUI T VDA NARFRIERE

TEHERTEESE. BEEERIIEFEENREA
==

il

(]

B RFLLETM CITRIX WORKSPACE AT
FARENREBEIRTEEANNRERESEBES
BRYSEE.

BEMR.



Citrix Workspace™ app

Thig

ESHRERAY - P2l VDA (WINDOWS VDA)

|BEMBFEY - EFE VDA (LINUX VDA)

BERMRRAY - VDA HZF PR (WINDOWS VDA)

BEH/BEY - VDA BIEF I (LINUX VDA)

UNICODE &5 /3 st

EfMAELR - UNICODE

BERARI - 9iHEE

BR$338 IME

ZEATF CIK IME HERAZEF R IME (CTXIME)

BRITHRE

RERSIZE VI MEE

RAEIZE I MECE

BESIRE U MIRCE

BEHARERY GPO EIRIER

AR55 2% IME

EX

AP EBERZFPIRISE FRAYEREBHRNES
ERBAERZETR. EREEEINREHFERE
=hi&EE WINDOWS VDA L.

ERAFEBEEFIRISE LAY EREBHRAIES
EREfmREYR, ERESE ENREFRESE
EhigE3A| LINUX VDA t.

fEFE P REHIE WINDOWS VDA FRSERNEEH
BEREE EREBHRFHZEIR. WINDOWS VDA
IHRRFRASEMMEBEBRRT P HgE L.

EAFEEBTE LINUX VDA LRSS EIRER DR
FEEREHRR/AZET%, LINUX VDA LHNEET
BEBENEERE P& E Lo

F1F5ERTF WINDOWS VDA B UNICODE 827
B, H¥53F WINDOWS CITRIX
WORKSPACE NMAREFES.

UNICODE BMAEUHRBMNE PIRRE L XS
VDA, VDA £ERNER. NAEFIHREH
Bo
P ESAEDNHERUBNE P IRBE R XD
VDA, VDA &RAENIN=ZFR. MARSH#IRERT
Ro

RHARS (X VDA) Imi AE4iE28 (IME) BRI A
MM,

AEWES (X, BX. §X) REALENE i
IME A FBMEFSUHRITTEFIS,

RAPTUERSSTREEAHERE 5 IME,
PR GUI EEFRNRERESER,
FARALGER GUI EEFRNREMABRET,
RARTMUER GUI T VDA NARFRIERE

TEHERTEESE. BEEERIIEFEENREA
==

il

(]

B RFLLETM CITRIX WORKSPACE AT
FARENREBEIRTEEANNRERESEBES
BRYSEE.
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Citrix Workspace W F12F

WA

iEATF ChromeOS HY Citrix
Workspace [/ FFER 2307 #
BT IHEE

i&FF Android BY Citrix
Workspace 2R 23.7.5
FREYETIBIhEE

& fEfC BT FEED
AR, EERATF HTMLS B
Citrix Workspace R FBF2FH
ST Foum, UWEFER,

EHATF i0S B Citrix
Workspace [ 2R 23.7.5
FREYFTIBThEE

ST Windows BY Citrix
Workspace [ Ff2R 2203.1
LTSR CU4 HHY#I8INAE

iEAT Linux BY Citrix
Workspace [ FF2R 2307 H
BT IhEE

iEAF Android B9 Citrix
Workspace 2R 23.6.5
FREYFTISINREE

iEATF Windows B9 Citrix
Workspace R 2% 2305.1
FREYFTIBThEE

iEATF Mac B9 Citrix
Workspace W 2% 2306
HIFTIBTHEE

i&EFF HTMLS5 B Citrix
Workspace /T2 2306 H
BYFTISIhEE

© 1997-2026 Citrix Systems, Inc. All rights reserved.

312


https://docs.citrix.com/cn/zh/citrix-workspace-app-for-chrome/about.html
https://docs.citrix.com/cn/zh/citrix-workspace-app-for-android/whats-new.html
https://docs.citrix.com/cn/zh/citrix-workspace-app-for-html5/configure.html
https://docs.citrix.com/cn/zh/citrix-workspace-app-for-ios/whats-new.html#whats-new-in-2375
https://docs.citrix.com/cn/zh/citrix-workspace-app-for-windows/2203-1-ltsr.html
https://docs.citrix.com/cn/zh/citrix-workspace-app-for-linux/whats-new.html
https://docs.citrix.com/cn/zh/citrix-workspace-app-for-android/whats-new.html
https://docs.citrix.com/cn/zh/citrix-workspace-app-for-windows/about.html
https://docs.citrix.com/cn/zh/citrix-workspace-app-for-mac/whats-new.html
https://docs.citrix.com/cn/zh/citrix-workspace-app-for-html5/about.html

Citrix Workspace™ app

22 Jun 2023

21 Jun 2023

21 Jun 2023

20 Jun 2023

15 Jun 2023

14 Jun 2023

06 Jun 2023

05 Jun 2023

31 May 2023

29 May 2023

A5

B

A 73&MATF i0S M Citrix
Workspace %

&% 73&EATF Android B9
Citrix Workspace W Fi2F

7£3& AT Android B9 Citrix
Workspace R 2FREMED
BIE

&% 7 3&EATF Windows 89
Citrix Workspace W Fi2F

A TERATF ChromeOS B9
Citrix Workspace [ 2%

EH 7iEA T Windows B9
Citrix Workspace [N FET2FH
RED

&7 Citrix Enterprise
Browser

&% 7 3&EATF Windows B89
Citrix Workspace W Fi2F

& T ERATF Linux B9 Citrix
Workspace 2%

A% T Citrix Enterprise
Browser

WA

iEH T i0S B Citrix
Workspace R 2% 23.6.5
TR INRE

i&FF Android BY Citrix
Workspace [ 2R 23.6.0
FREYETIBIhEE

& fEfC BT FEED
AR, TE&RT Android B9
Citrix Workspace R FBF2FH
ST Foum, UWEFER,

iEAF Windows B9 Citrix
Workspace /2R 2305 B
F 2023 £ 6 B 20 HEIZR,
EIMETERRAFIEER, BIR
HERIZMRA.

i&EATF ChromeOS #Y Citrix
Workspace W 2% 2306
HIFTIBTHEE

i&EFF Windows Y Citrix
Workspace 2R HHZ

85

Citrix Enterprise Browser
112.1.1.24 FRBYFTIETHEE

iEAF Windows B9 Citrix
Workspace [/ FF2R 2305 H
BT IhEE

iEATF Linux BY Citrix
Workspace W 2% 2305
B8 IhAE

Citrix Enterprise Browser
112.1.1.23 FEYFTIEINEE
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Citrix Workspace™ app

29 May 2023

23 May 2023

19 May 2023

11 May 2023

03 May 2023

24 Apr 2023

18 Apr 2023

13 Apr 2023

10 Apr 2023

05 Apr 2023

A5

B

&% 7 3&RF Mac B9 Citrix
Workspace %

KR¥TERBTF i0S B Citrix
Workspace W FiEF

A TEATF HTMLS By
Citrix Workspace [ 2%

A% TEATF ChromeOS B9
Citrix Workspace W Fi2F

A 73&MATF i0S B Citrix
Workspace 2%

&% 7 &EATF Android B9
Citrix Workspace W Fi2F

A TEATF HTMLS By
Citrix Workspace 2%

R 7 5EBT Mac B9 Citrix
Workspace 2R

A TERATF ChromeOS B9
Citrix Workspace 2%

&% 7 3&EATF Windows 89
Citrix Workspace W Fi2F
(NZ FE P8 IERRAR)

WA

iEATF Mac B9 Citrix
Workspace W 2% 2305
HIFTIBTHEE

EHATF i0S B Citrix
Workspace [ 2R 23.5.0
FREYFTIBThEE

SERTF HTML5 B Citrix
Workspace W 2% 2305
HIFTIBTHEE

EHF ChromeOS B Citrix
Workspace [/ FF2R 2305 H
HIFTIINEE

iEH T i0S B Citrix
Workspace R 2 23.4.5
FEYHTIBINRE

i&FF Android BY Citrix
Workspace [ 2R 23.4.5
FREYETIBIhEE

SERTF HTML5 B Citrix
Workspace W 2% 2304
HIFTIBTHEE

iEATF Mac B9 Citrix
Workspace [ FT2R 2304 H
BT IhEE

i&EATF ChromeOS #Y Citrix
Workspace W 2% 2304
HIFTIBTHEE

iEATF Windows B9 Citrix
Workspace 2R 2303
(FZFAREIERR) PaVFTIEThEE
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https://docs.citrix.com/cn/zh/citrix-workspace-app-for-mac/whats-new.html
https://docs.citrix.com/cn/zh/citrix-workspace-app-for-ios/whats-new.html#whats-new-in-2350
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https://docs.citrix.com/cn/zh/citrix-workspace-app-for-chrome/about.html
https://docs.citrix.com/cn/zh/citrix-workspace-app-for-windows-store/whats-new.html

Citrix Workspace™ app

03 Apr 2023

30 Mar 2023

29 Mar 2023

29 Mar 2023

28 Mar 2023

24 Mar 2023

23 Mar 2023

20 Mar 2023

20 Mar 2023

20 Mar 2023

A5

B

A 73&MATF i0S M Citrix
Workspace %

&% 73&EATF Android B9
Citrix Workspace W Fi2F

&% T ERAF Windows 89
Citrix Workspace [ 2%

A TERF HTMLS By
Citrix Workspace W Fi2F

&% T ERAF Windows 89
Citrix Workspace [ 2%
2203.1 LTSR CU3

K7 5EBT Mac B9 Citrix
Workspace 2R

& T ERATF Linux B9 Citrix
Workspace 2%

&% 7 &EATF Windows 89
Citrix Workspace N Fi2F

&7 Citrix Enterprise
Browser

A% TEATF ChromeOS B9
Citrix Workspace W Fi2F

WA

iEH T i0S B Citrix
Workspace R 2 23.3.5
TR INRE

i&FF Android BY Citrix
Workspace R 2R 23.3.5
FREYETIBIhEE

i&EFTF Windows B Citrix
Workspace 2% 2303
BYFTIBThEE

i&EFF HTMLS5 B Citrix
Workspace /T2 2303 H
BYFTISIhEE

EFF Windows BY Citrix
Workspace R FfER 2203.1
LTSR CU3 HHY#i8INAE

iEATF Mac B9 Citrix
Workspace ZFT2R 2301.1
RV ThEE

iEATF Linux BY Citrix
Workspace 2% 2303
BT IhAE

iEATF Windows B Citrix
Workspace [/ FF2R 2303 H
HFTIINEE. LEhRATGERF
TR T B EFNE .

Citrix Enterprise Browser
109.1.1.29 HAVETIBIIRE

EHF ChromeOS B Citrix
Workspace /T2 2303 H
IFTIBIhAE

© 1997-2026 Citrix Systems, Inc. All rights reserved.

315
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https://docs.citrix.com/cn/zh/citrix-workspace-app-for-android/whats-new.html
https://docs.citrix.com/cn/zh/citrix-workspace-app-for-windows/about.html
https://docs.citrix.com/cn/zh/citrix-workspace-app-for-html5/about.html
https://docs.citrix.com/cn/zh/citrix-workspace-app-for-windows/2203-1-ltsr.html
https://docs.citrix.com/cn/zh/citrix-workspace-app-for-mac/whats-new.html
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https://docs.citrix.com/cn/zh/citrix-workspace-app-for-chrome/about.html

Citrix Workspace™ app

15 Mar 2023

15 Mar 2023

22 Feb 2023

22 Feb 2023

16 Feb 2023

15 Feb 2023

15 Feb 2023

14 Feb 2023

09 Feb 2023

A5

B

&% T &ERATF Android B9
Citrix Workspace 2%

KR¥TERBTF i0S B Citrix
Workspace W FiEF

&% T &ERATF Android B9
Citrix Workspace [ 2%

KR¥TERBTF i0S B Citrix
Workspace 2%

&% T ERAF Windows 89
Citrix Workspace [ 2%
(RZ FA P& IS hRAR)

A TERF HTMLS By
Citrix Workspace W Fi2F

K% TERATF ChromeOS B9
Citrix Workspace [ 2%

&% 7 3&EATF Windows 89
Citrix Workspace N Fi2F

&% T ERAF Windows 89
Citrix Workspace 2%

WA

iEAF Android B9 Citrix
Workspace 2R 23.3.0
FREYFTISINREE

EHATF i0S B Citrix
Workspace R 2R 23.3.0
FREYFTIBThEE

i& AT Android B9 Citrix
Workspace 2 23.2.0
RV IhEE

EHRATF i0S B Citrix
Workspace R 2R 23.2.1
FREYFTIBThEE

i&EFTF Windows B Citrix
Workspace 2R 2302
(R FRAERERR) HRYFTIEINEE

EATF HTMLS5 B9 Citrix
Workspace ZFT2R 2301.1
REVFTIETNEE, LEhRATSE
#ME% RFHTMCRM-8799,
BXEHAER, 58
2301.1 HEE & BY[n)&

iEFTF ChromeOS H Citrix
Workspace 2% 2301.1
FREVFTIBIIEE, LLhRATIZE
#MEF RFHTMCRM-8799,
BXIFAER, 55H
2301.1 HEE & BYin)&

iEAF Windows B9 Citrix
Workspace [ FT2R 2302 H
BT IhEE

i&EFTF Windows B Citrix
Workspace 2% 2302

© 1997-2026 Citrix Systems, Inc. All rights reserved.

316
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https://docs.citrix.com/cn/zh/citrix-workspace-app-for-android/whats-new.html
https://docs.citrix.com/cn/zh/citrix-workspace-app-for-ios/whats-new.html
https://docs.citrix.com/cn/zh/citrix-workspace-app-for-windows-store/whats-new.html
https://docs.citrix.com/cn/zh/citrix-workspace-app-for-html5/about.html
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https://docs.citrix.com/cn/zh/citrix-workspace-app-for-windows/about.html

Citrix Workspace™ app

08 Feb 2023

07 Feb 2023

01 Feb 2023

30 Jan 2023

30 Jan 2023

24 Jan 2023

13 Jan 2023

12 Jan 2023

21 Dec 2022

A5

B

A% 7ERTF i0S B Citrix
Workspace W FiEF

KT ERATF ChromeOS B9
Citrix Workspace [ 2%

K7 &RTF Linux B9 Citrix
Workspace W FiEF

R TEATF HTMLS By
Citrix Workspace [ 2%

A% T&EATF ChromeOS B9
Citrix Workspace 2%

&% 7 3&FAF Android B9
Citrix Workspace [ 2%

&7 Citrix Enterprise
Browser

&% 7 3&RAF Mac B Citrix
Workspace 2%

&% 7 3&EATF Windows B89
Citrix Workspace 2%
(N A IS R AR)

WiEA
RUFTIBINEE. LLhRANGERT
I T BEEHIEF,

EHATF i0S B Citrix
Workspace R 2R 23.2.0
FEYHTIBINRE

i&EFTF ChromeOS H Citrix
Workspace 2R 2301.1
REFTIETNEE, LthRAESE
#MEF CVADHELP-21951,
BEXEMAER, BB
2301.1 HEE & BY[n]&

iEATF Linux B9 Citrix
Workspace W 2% 2302
HIFTIBThEE

FJATF HTML5 B Citrix
Workspace 2% 2301
BIFTIEThEE

i&ATF ChromeOS Y Citrix
Workspace W 2% 2301
HIFTIBTHEE

iEAF Android B9 Citrix
Workspace R 2R 23.1.0
FREYFTIEThEE

Citrix Enterprise Browser
107.1.1.13 FREVFTIBINAE

iEATF Mac B9 Citrix
Workspace W F#2F 2301
HIFTIBTHEE

iEATF Windows B Citrix
Workspace RZFER 2212
(FNZFAPEIERR) HBYETIBThEE
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Citrix Workspace™ app

20 Dec 2022

20 Dec 2022

19 Dec 2022

13 Dec 2022

13 Dec 2022

12 Dec 2022

01 Dec 2022

29 Nov 2022

23 Nov 2022

09 Nov 2022

A5

B

&7 Citrix Enterprise
Browser

A TERF HTMLS By
Citrix Workspace W Fi2F

&% T ERAF Windows 89
Citrix Workspace [ 2%

&% 7 &EATF Android B9
Citrix Workspace W Fi2F

A 73&MATF i0S B Citrix
Workspace W FiEF

A% TEATF ChromeOS B9
Citrix Workspace N Fi2F

& T &ERATF Linux B9 Citrix
Workspace 2%

&% 7 &EATF Windows B89
Citrix Workspace W Fi2F
2203.1 LTSR CU2

A TEATF HTMLS By
Citrix Workspace [ 2%

&% 7&EATF Android B9
Citrix Workspace W F12F

WA

Citrix Enterprise Browser
107.1.1.13 HRAVETIBINRE

i&EFF HTMLS5 B9 Citrix
Workspace 2R 2212 H
BYFTISIhEE

i&EFTF Windows B Citrix
Workspace W 2F 2212
BYFTIBThEE

i&FF Android BY Citrix
Workspace 2R 22.12.0
FREYETIBIhEE

iEH T i0S B Citrix
Workspace RZFTERF 22.12.0
FEYHTIBINRE

EHF ChromeOS B Citrix
Workspace 2R 2212 H
HIFTIBINAE

iEATF Linux BY Citrix
Workspace N 2% 2212
B8 IhAE

& F Windows B9 Citrix
Workspace R 2% 2203.1
LTSR CU2 FHIFIEINAE

SERTF HTML5 B Citrix
Workspace W 2 2211 A
HIFTIBTHEE

i&FF Android BY Citrix
Workspace 2R 22.11.0
FREYETIBIhEE
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https://docs.citrix.com/cn/zh/citrix-workspace-app-for-android/whats-new.html

Citrix Workspace™ app

09 Nov 2022

10 Nov 2022

08 Nov 2022

07 Nov 2022

04 Nov 2022

04 Nov 2022

31 Oct 2022

31 Oct 2022

27 Oct 2022

27 Oct 2022

A5

B

K TERATF ChromeOS B9
Citrix Workspace 2%

KR¥TERBTF i0S B Citrix
Workspace W FiEF

& T ERATF Linux B9 Citrix
Workspace W FiEF

A% TEATF ChromeOS B9
Citrix Workspace W Fi2F

&% 73&RF Mac B9 Citrix
Workspace 2%

&% 7 &EATF Windows 89
Citrix Workspace W Fi2F
(N FE P8 IS RRAR)

&% T ERAF Windows 89
Citrix Workspace 2%

A% T Citrix Enterprise
Browser

&% T &ERATF Android B9
Citrix Workspace [ 2%

A TERF HTMLS By
Citrix Workspace W F12F

WA

iEATF ChromeOS HY Citrix
Workspace TR 2211 H
BT IHEE

EHATF i0S B Citrix
Workspace 2R 22.11.0
FREYFTIBThEE

iEATF Linux BY Citrix
Workspace W 2 2211 A
BT IhAE

i&EFF ChromeOS B Citrix
Workspace N 2 2210.1
FREYETIBIhEE

iEATF Mac B9 Citrix
Workspace W 2R 2211 A
HIFTIBTHEE

iEATF Windows B9 Citrix
Workspace R 2% 2210.6
(FZFRFEIERR) FBIFTIBTNEE

i&EFTF Windows B Citrix
Workspace 2R 2210.5
FREYFTIBThEE

Citrix Enterprise Browser
105.2.1.40 HRYETIBINAE

i& AT Android B9 Citrix
Workspace RZFfEF 22.10.5
RV IhAEE

i&EFF HTML5 B9 Citrix
Workspace [ FTER 2210 H
BYFTISIhEE
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https://docs.citrix.com/cn/zh/citrix-workspace-app-for-html5/about.html

Citrix Workspace™ app

19 Oct 2022

19 Oct 2022

19 Oct 2022

14 Oct 2022

10 Oct 2022

06 Oct 2022

06 Oct 2022

29 Sep 2022

27 Sep 2022

27 Sep 2022

22 Sep 2022

A5

B

K TERATF ChromeOS B9
Citrix Workspace 2%

K* 7 5EBT Mac B9 Citrix
Workspace 2R

&7 Citrix Enterprise
Browser

&% 7 &EATF Android B9
Citrix Workspace W Fi2F

&% T ERAF Windows B89
Citrix Workspace [ 2%
(RZ FA P IS hRAR)

&% 7 &EATF Windows 89
Citrix Workspace N Fi2F

&7 Citrix Enterprise
Browser

&* 75EBT Linux B9 Citrix
Workspace W Fi2F

A TEATF HTMLS By
Citrix Workspace [ 2%

KR¥TERBTF i0S B Citrix
Workspace W Fi2F

&% T &ERATF Android B9
Citrix Workspace 2%

WA

iEATF ChromeOS HY Citrix
Workspace 2R 2210 #
BT IHEE

iEATF Mac B9 Citrix
Workspace [ FTER 2210 H
BT IhEE

Citrix Enterprise Browser
105.1.1.36 HRRVETIGINRE

i&FF Android BY Citrix
Workspace W F#ER 22.10.0
FREYETIBIhEE

i&EFTF Windows B Citrix
Workspace R 2R 2210
(N FEFEIERR) SREVFTIBINEE

iEAF Windows B9 Citrix
Workspace ZFTER 2210 H
BT IhEE

Citrix Enterprise Browser
105.1.1.27 HRRVETIGINRE

iEAT Linux BY Citrix
Workspace [ FT2R 2209 H
BT IhEE

SERTF HTML5 B Citrix
Workspace W 2% 2209
HIFTIBTHEE

SERAT i0S M Citrix
Workspace 2R 22.9.5
FREYFTIBThEE

i& AT Android B9 Citrix
Workspace 2 22.9.0
RV IhAEE
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Citrix Workspace™ app

20 Sep 2022

20 Sep 2022

19 Sep 2022

14 Sep 2022

13 Sep 2022

12 Sep 2022

25 Aug 2022

25 Aug 2022

18 Aug 2022

18 Aug 2022

11 Aug 2022

A5

B

&% 7 3&RF Mac B9 Citrix
Workspace %

A% T Citrix Enterprise
Browser

K% TERATF ChromeOS B9
Citrix Workspace [ 2%

KR¥TERTF i0S B Citrix
Workspace W Fi2F

&% T ERAF Windows B89
Citrix Workspace [ 2%
(RZ FA P IS hRAR)

&% 7 &EATF Windows 89
Citrix Workspace N Fi2F

&% 73&RF Mac B9 Citrix
Workspace 2%

A% T Citrix Enterprise
Browser

A TEATF HTMLS By
Citrix Workspace [ 2%

&% 7 3&EATF Windows 89
Citrix Workspace W F12F
2203.1LTSR CU1

A 73&MATF i0S M Citrix
Workspace 2%

WA

iEATF Mac B9 Citrix
Workspace W 2% 2209
HIFTIBTHEE

Citrix Enterprise Browser
103.2.1.10 HRYETIBINAE

iEATF ChromeOS HY Citrix
Workspace ZFFER 2209 H
BT IHEE

EHATF i0S B Citrix
Workspace R 2R 22.9.0
FREYFTIBThEE

i&EFTF Windows B Citrix
Workspace /2R 2209
(N FEFEIERR) SREVFTIBINEE

iEAF Windows B9 Citrix
Workspace [ FT2R 2209 H
BT IhEE

iEATF Mac B9 Citrix
Workspace W 2% 2208.1
RV IhAEE

Citrix Enterprise Browser
103.1.1.14 HRYETIBINAE

SERTF HTML5 B Citrix
Workspace 2% 2208
HIFTIBTHEE

& T Windows B9 Citrix
Workspace 2 2203.1
LTSR CU1 FHIFIEINAE

iEH T i0S B Citrix
Workspace 2 22.8.0
FEYFTIBINRE
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Citrix Workspace™ app

A5

11 Aug 2022

11 Aug 2022

09 Aug 2022

08 Aug 2022

29 Jul 2022

27 Jul 2022

27 Jul 2022

26 Jul 2022

26 Jul 2022

21 Jul 2022

B

&% 7 3&RF Mac B9 Citrix
Workspace %

A% T Citrix Enterprise
Browser

&% T &ERATF Android B9
Citrix Workspace 2%

A% TEATF ChromeOS B9
Citrix Workspace N Fi2F

&% T ERAF Windows 89
Citrix Workspace [ 2%
(RZ FA P IS hRA)

A% T Citrix Enterprise
Browser

&% T ERAF Windows 89
Citrix Workspace [ 2%

KR¥TERBTF i0S B Citrix
Workspace W Fi2F

&% T &ERATF Android B9
Citrix Workspace 2%

A TERF HTMLS By
Citrix Workspace W F12F

WA

iEATF Mac B9 Citrix
Workspace R 2% 2208 B
F 2022 % 8 B 12 HEIR,
EIMETERRHEITIEER, EIR
PRV EA T

Citrix Enterprise Browser

103.1.1.14 EF 2022 £ 8 B
12 HEIR, BATEETRERH
1TE S, RRFLRMIZARA,

iEAF Android B Citrix
Workspace 2R 22.8.0
FREYFTISINREE

&EHF ChromeOS Y Citrix
Workspace [ FT2R 2208 H
IFTIBIhAE

i&EFTF Windows B Citrix
Workspace R/ 2R 2207
(N FEFEIERR) FREVFTIBINEE

Citrix Enterprise Browser
102.1.1.14 HRYETIBINAE

i&EFTF Windows 4 Citrix
Workspace 2R 2207 #
BYFTIBThEE

EHRATF i0S B Citrix
Workspace R 2R 22.7.5
FREYFTIBThEE

i& AT Android B9 Citrix
Workspace RZFfEF 22.7.5
RV IhAEE

i&EFF HTML5 B9 Citrix
Workspace [ FT2R 2207 H
BYFTISIhEE
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Citrix Workspace™ app

A5

15 Jul 2022

14 Jul 2022

11 Jul 2022

06 Jul 2022

05 Jul 2022

01 Jul 2022

01 Jul 2022

30 Jun 2022

30 Jun 2022

30 Jun 2022

B

&% T ERAF Windows 89
Citrix Workspace 2%
(RZ FA P IS hRA)

KR¥TERBTF i0S B Citrix
Workspace W FiEF

A TERATF ChromeOS B9
Citrix Workspace [ 2%

&* 75EBT Linux B9 Citrix
Workspace 2%

A 73&MATF i0S B Citrix
Workspace 2%

K7 5EBT Mac B9 Citrix
Workspace 2R

&7 Citrix Enterprise
Browser

&% 7 &EATF Android B9
Citrix Workspace W Fi2F

A TERATF ChromeOS B9
Citrix Workspace [ 2%

&% 7 3&EATF Windows 89
Citrix Workspace W F12F

WA

i&EFTF Windows B Citrix
Workspace /2 2206
(N FEFEIERR) SREVFTIBINEE

EHATF i0S B Citrix
Workspace R 2R 22.7.0
FREYFTIBThEE

iEATF ChromeOS HY Citrix
Workspace 2R 2207 #
HIFTIBIHEE

iEAT Linux BY Citrix
Workspace [ FT2R 2207 #
BT IhEE

iEH T i0S B Citrix
Workspace R 2 22.6.5
FEYHTIBINRE

iEATF Mac B9 Citrix
Workspace R 2% 2206.1
FREYFTIBThEE

Citrix Enterprise Browser
101.1.1.14 HRAVETIBINRE

i&FF Android BY Citrix
Workspace N 2R 22.6.5
FREYFTIBThEE

EFAF ChromeOS K Citrix
Workspace W FHiEF
2206.5.2 FEYFTIBINAE

iEATF Windows B9 Citrix
Workspace [ FT2R 2206 H
BT IhEE
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Citrix Workspace™ app

26 Jun 2022

23 Jun 2022

23 Jun 2022

22 Jun 2022

22 Jun 2022

17 Jun 2022

15 Jun 2022

09 Jun 2022

09 Jun 2022

A5

B

A 73&MATF i0S M Citrix
Workspace %

A TERF HTMLS By
Citrix Workspace W Fi2F

A TERATF ChromeOS B9
Citrix Workspace [ 2%

A% 7 &EATF Mac B Citrix
Workspace [ Fi2F

&7 Citrix Enterprise
Browser

KR¥TERBTF i0S B Citrix
Workspace W Fi2F

&% T &ERATF Android B9
Citrix Workspace [ 2%

A TERF HTMLS By
Citrix Workspace W F12F

K% TERATF ChromeOS B9
Citrix Workspace 2%

WA

iEH T i0S B Citrix
Workspace T2 22.6.1
TR INRE

i&EFF HTMLS5 B9 Citrix
Workspace [ FT2R 2206 H
BYFTISIhEE

i&EATF ChromeOS #Y Citrix
Workspace R 2% 2206 B
F 2022 % 6 A 30 HEIZR,
EIMETERRAFIEER, EIR
HEMmIZMRA.

3T Citrix Enterprise
Browser &R, EATF
Mac B9 Citrix Workspace 8
f2FF 2206 BEF 2022 £ 6 A
29 HEIR., FEITEERR#H
TS, FARLTHEIThR.

Citrix Enterprise Browser
101.1.1.9 RRVFTIBINAE

EHATF i0S B Citrix
Workspace [ 2R 22.6.0
FREYFTIBThEE

i& AT Android B9 Citrix
Workspace R 2 22.6.0
RV IhAEE

EATF HTMLS5 B9 Citrix
Workspace R 2% 2205.6
REVFTIETNEE, LEhRAT &
#M2F RFHTMCRM-7198,
BXEHAER, 58H
2205.6 HEE & BY[n)&

iEATF ChromeOS HY Citrix
Workspace [ZFF2R 2205.6
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Citrix Workspace™ app

A5

01 Jun 2022

23 May 2022

16 May 2022

16 May 2022

16 May 2022

12 May 2022

11 May 2022

27 Apr 2022

27 Apr 2022

27 Apr 2022

B

&% 7 3EATF Windows B89
Citrix Workspace 2%
(N A IS R AR)

KT ERATF ChromeOS B9
Citrix Workspace [ 2%

%% 7 i&AF Android B9
Citrix Workspace 2%

k% 7 EATF Windows By
Citrix Workspace [ 2%

&7 Citrix Enterprise
Browser

AT ERT Linux B9 Citrix
Workspace 2%

A% 7ERTF i0S B Citrix
Workspace W FiEF

R T7ERTF i0OS B Citrix
Workspace 2%

K17 ERF Mac B Citrix
Workspace W i

AT Citrix Enterprise
Browser

EH
REFTISIhEE, MLHRATE S8
*MEF RFHTMCRM-7198,
BXIEHAER, A
2205.6 FE& & BYir)t

iEMATF Windows B Citrix
Workspace R 2R 2205
(RZFAPEIERR) PBYFTIBThEE

EZhRABER, FHIEERK
HITIER, RRFLMIXAR
o

i&FATF Android B9 Citrix
Workspace RZFER 22.5.0
FRRVETIBThEE

i&EFTF Windows 4 Citrix
Workspace W 2% 2205
BB IhEE

Citrix Enterprise Browser
99.1.1.8 HHIFTIBTHAE

iEATF Linux BY Citrix
Workspace W 2% 2205
HIFTIBTHEE

EHATF i0S B Citrix
Workspace RZFFER 22.5.0
FEYHTIBINRE

&R TF i0S B Citrix
Workspace T2 22.4.5
FREYFTIEThEE

iEATF Mac By Citrix
Workspace N 2% 2204
HIFTIBTHEE

Citrix Enterprise Browser
99.1.1.8 FEYFTIEIIRE
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Citrix Workspace™ app

07 Apr 2022

07 Apr 2022

04 Apr 2022

04 Apr 2022

04 Apr 2022

01 Apr 2022

30 Mar 2022

29 Mar 2022

28 Mar 2022

23 Mar 2022

22 Mar 2022

A5

B

&% T ERAF Windows 89
Citrix Workspace 2%

&% 7 &EATF Windows 89
Citrix Workspace W Fi2F

A TERATF ChromeOS B9
Citrix Workspace [ 2%

A TERF HTMLS By
Citrix Workspace W Fi2F

&% T &ERATF Android B9
Citrix Workspace [ 2%

A TERF HTMLS By
Citrix Workspace W Fi2F

A TERATF ChromeOS B9
Citrix Workspace 2%

KR¥TERBTF i0S B Citrix
Workspace W Fi2F

A TEATF HTMLS By
Citrix Workspace 2%

A% T Citrix Enterprise
Browser

K% 7 3&RF Mac B Citrix
Workspace 2%

WA

i&EFTF Windows B Citrix
Workspace N 2 2204.1
FREYFTIBThEE

iEATF Windows B9 Citrix
Workspace R 2% 2203.1
LTSR FRRYFTIEINAEE

iEATF ChromeOS HY Citrix
Workspace [ Ff2R 2203.2
FREYFTISINREE

EATF HTMLS5 B9 Citrix
Workspace R 2% 2203.2
FREYFTIBThEE

i& AT Android B9 Citrix
Workspace T2 22.3.5
RV IhAEE

iEATF HTMLS B9 Citrix
Workspace R 2% 2203.1
REYETIBINEE

iEATF ChromeOS HY Citrix
Workspace 2R 2203.1
FREYFTISINREE

SERAT i0S M Citrix
Workspace R 2R 22.3.5
FREYFTIBThEE

SERTF HTML5 B Citrix
Workspace 2% 2203
HIFTIBTHEE

Citrix Enterprise Browser
98.1.2.20 HHYFTIBINRE

iEATF Mac B9 Citrix
Workspace 2% 2203.1
FRIFTIETHEE, LEhRAT &
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Citrix Workspace™ app

22 Mar 2022

17 Mar 2022

16 Mar 2022

15 Mar 2022

15 Mar 2022

18 Feb 2022

16 Feb 2022

16 Feb 2022

14 Feb 2022

10 Feb 2022

A5

B

A&7 Citrix Enterprise
Browser

k% 7 EATF Windows By
Citrix Workspace [ 2%
1912 LTSR CU7

& T 3&ERTF Android BY

Citrix Workspace 2%

R T7ERTF i0OS B Citrix
Workspace 2%

K* T &RTF Linux B9 Citrix
Workspace W FiEF

KT ERATF ChromeOS B9
Citrix Workspace 2%

A% TEATF ChromeOS B9
Citrix Workspace 2%

R TEATF HTMLS By
Citrix Workspace 2%

K* T &RTF Linux B9 Citrix
Workspace W B EF

R T7ERTF i0OS B Citrix
Workspace 2%

iBA
#MEF HDX-39496, B *i¥

MER, FBIH 2203.1 FE
& & BYiml &,

Citrix Enterprise Browser
98.1.2.17 HHIFTIBINAE

EATF Windows B Citrix
Workspace 2R 1912
LTSR CU7 HBY#TIi8INAE

i&FATF Android B9 Citrix
Workspace R 2R 22.3.0
FRRVETIBThEE

&R TF i0S By Citrix
Workspace RZFf2RF 22.3.0
FREYVFTIEThEE

iEATF Linux B9 Citrix
Workspace W 2% 2203
HIFTIBThEE

iEATF ChromeOS HY Citrix
Workspace 2R 2202.1
FREVFTIBIhEE

i&ATF ChromeOS Y Citrix
Workspace N 2% 2202
HIFTIBThEE

FJAF HTML5 B Citrix
Workspace W 2F 2202
BYFTIEThEE

iEATF Linux B9 Citrix
Workspace N 2% 2202
HIFTIBTHEE

&R TF i0S By Citrix
Workspace T2 22.2.0
FREYFTIEThEE
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Citrix Workspace™ app

10 Feb 2022

07 Feb 2022

07 Feb 2022

25 Jan 2022

19 Jan 2022

13 Jan 2022

17 Dec 2021

09 Dec 2021

09 Dec 2021

07 Dec 2021

07 Dec 2021

A5

B

&% T &ERATF Android B9
Citrix Workspace 2%

A% T Citrix Enterprise
Browser

&% T ERAF Windows 89
Citrix Workspace [ 2%

A TERF HTMLS By
Citrix Workspace W Fi2F

A TERATF ChromeOS B9
Citrix Workspace [ 2%

A% 7 &EATF Mac B Citrix
Workspace W Fi2F

&% T ERAF Windows 89
Citrix Workspace [ 2%

K* 75EBT Linux B9 Citrix
Workspace W Fi2F

&% T ERAF Windows 89
Citrix Workspace [ 2%
1912 LTSR CU6

A% T Citrix Enterprise
Browser

&% 7 3&RF Mac B9 Citrix
Workspace 2%

WA

iEAF Android B9 Citrix
Workspace R 2R 22.2.0
FREYFTISINREE

Citrix Enterprise Browser
97.1.2.22 FRHYFTIBTHAEE

i&EFTF Windows B Citrix
Workspace W 2% 2202
BYFTIBThEE

i&EFF HTML5 B Citrix
Workspace [ FT2R 2201 H
BYFTISIhEE

iEATF ChromeOS HY Citrix
Workspace 2R 2201 #
HIFTIBIHEE

iEATF Mac B9 Citrix
Workspace [ FT2R 2201 #
BT IhEE

i&EFTF Windows B Citrix
Workspace N BTER 2112.1
FREYFTIBThEE

iEAT Linux BY Citrix
Workspace 2R 2112
BT IhEE

ST Windows BY Citrix
Workspace [ Ff2R 1912
LTSR CU6 HHY#TI8INAE

Citrix Enterprise Browser
95.1.1.19 FRAYFTIBTHAEE

iEATF Mac B9 Citrix
Workspace N 2 2112 A
HIFTIBTHEE
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Citrix Workspace™ app

07 Dec 2021

07 Dec 2021

07 Dec 2021

06 Dec 2021

24 Nov 2021

16 Nov 2021

16 Nov 2021

12 Nov 2021

11 Nov 2021

09 Nov 2021

A5

BEX
&R TERT i0S B9 Citrix

Workspace %

&% 73&EATF Android B9
Citrix Workspace W Fi2F

A TEATF HTMLS By
Citrix Workspace [ 2%

A% TEATF ChromeOS B9
Citrix Workspace W Fi2F

&% T &ERATF Android B9
Citrix Workspace [ 2%

A TERF HTMLS By
Citrix Workspace W Fi2F

A TEATF HTMLS By
Citrix Workspace 2%

A% TEATF ChromeOS B9
Citrix Workspace N Fi2F

A TERATF ChromeOS B9
Citrix Workspace 2%

A% T Citrix Enterprise
Browser

WA

iEH T i0S B Citrix
Workspace RZFfERF 21.12.0
TR INRE

i&FF Android BY Citrix
Workspace 2R 21.12.0
FREYETIBIhEE

SERTF HTML5 B Citrix
Workspace W 2 2112 A
HIFTIBTHEE

EHF ChromeOS B Citrix
Workspace 2R 2112
HIFTIINEE

i& AT Android B9 Citrix
Workspace R/ 2R 21.11.0
RV IhAEE

EATF HTMLS5 B9 Citrix
Workspace W FBTER 2111.1
FREYFTIBThEE

SERTF HTML5 B Citrix
Workspace 2R 2111 A
HIFTIBTHEE

i&EFF ChromeOS B Citrix
Workspace BT ER 2111.1
FREYFTIBThEE

i&EATF ChromeOS #Y Citrix
Workspace 2R 2111 A
HIFTIBTHEE

Citrix Enterprise Browser
92.2.1.10 FRBYFTIBTHEE
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Citrix Workspace™ app

A5

09 Nov 2021

09 Nov 2021

26 Oct 2021

20 Oct 2021

13 Oct 2021

12 Oct 2021

05 Oct 2021

04 Oct 2021

30 Sep 2021

29 Sep 2021

BEX
& 7 3&ERTF Mac BY Citrix

Workspace %

& 75EBT Linux B9 Citrix
Workspace W FiEF

A 73&MATF i0S B Citrix
Workspace W FiEF

A TERF HTMLS By
Citrix Workspace W Fi2F

A#TERATF ChromeOS B9
Citrix Workspace [ 2%

&% 7 &EATF Android B9
Citrix Workspace W Fi2F

&% 7 3&RF Mac B9 Citrix
Workspace 2%

&% 7 &EATF Windows 89
Citrix Workspace N Fi2F
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